
Bulletin of Electrical Engineering and Informatics 

Vol. 15, No. 1, February 2026, pp. 595~603 

ISSN: 2302-9285, DOI: 10.11591/eei.v15i1.10464      595 

 

Journal homepage: http://beei.org 

Security challenges in the internet of things for higher 

education: a study of vulnerabilities and emerging solutions 
 

 

Kamal Elhattab1, Driss Naji2, Abdelouahed Ait Ider3, Abdelali Joumad4, Abdelkbir Ouisaadane5, 

Karim Abouelmehdi6 
1Department of Computer Science, EST of Sidi Bennour, Chouaib Doukkali University, El Jadida, Morocco 

2TIAD Laboratory, Department Computer of Science, Faculty of Science and Technique, Sultan Moulay Slimane University, Beni-

Mellal, Morocco 
3ISIMA Laboratory, Department Computer of Science, Faculty of Polydisciplinary, Ibnou Zohr University, Taroudant, Morocco 

4LAROSERI Laboratory, Department Computer of Science, Faculty of Science, Chouaib Doukkali University, El Jadida, Morocco 
5LIMATI Laboratory, Department Computer of Science, Faculty of Science and Technique, Sultan Moulay Slimane University, Beni-

Mellal, Morocco 
6ELITES Laboratory, Department Computer of Science, Faculty of Science, Chouaib Doukkali University, El Jadida, Morocco 

 

 

Article Info  ABSTRACT 

Article history: 

Received Apr 12, 2025 

Revised Oct 7, 2025 

Accepted Dec 6, 2025 

 

 The growing use of internet of things (IoT) technologies in higher education 

is transforming how institutions manage infrastructure, deliver teaching, and 

engage with students. While these advancements offer considerable benefits, 

they also introduce significant security risks. Common threats include weak 

access controls, insufficient data protection, outdated software, exposure to 

denial-of-service (DoS) attacks, and lack of physical safeguards for 

connected devices. This study provides a comprehensive review of these 

vulnerabilities within academic environments and proposes a security 

framework adapted to the specific operational and technical realities of 

universities. Unlike generic approaches, this research focuses on the unique 

challenges of higher education, such as decentralized information 

technology (IT) structures, limited resources, and diverse user groups. The 

main contribution lies in identifying and evaluating security measures that 

are both effective and applicable in academic contexts. These include 

encryption methods, identity verification techniques, secure update 

mechanisms, and intelligent systems for detecting abnormal behavior. The 

analysis is supported by case examples from real institutions, illustrating 

both successes and limitations of current practices. This work aims to guide 

educational institutions in improving the resilience of their IoT systems. It 

also outlines areas for future research, particularly in the development of 

lightweight and scalable security solutions suited to the evolving needs of 

smart learning environments. 
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1. INTRODUCTION 

Over the last few years, the internet of things (IoT) has increasingly touched all the different sectors 

or industries that it drives, among which is higher education [1]-[5]. Universities and colleges are now 

beginning to adopt IoT in campus functioning, resource allocation, and eventually the learning experience. 

Smart devices that include environmental sensors, digital attendance, and connected classroom systems are 

https://creativecommons.org/licenses/by-sa/4.0/
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now employed in administrative and pedagogical innovations. Notwithstanding the advantages, the 

proliferation of IoT in the academic environment brings huge added cybersecurity risks. Unlike information 

technology (IT) systems, IoT networks consist of a multitude of different and often poorly secured devices. 

This complexity is further exacerbated in higher education institutions by open network policies, a variety of 

user profiles, and a combination of personal and institutional devices. Hence, these conditions pose various 

threats such as unauthorized access, denial-of-service (DoS) attacks, data breaches, and physical tampering 

on devices. Earlier studies have elaborated on general vulnerabilities to IoT, proposing some solutions for 

industrial and urban contexts, but academic institutions have not yet been covered in their specific security 

challenges. Most of the studies are mostly on technical solutions without regard to the different operational 

and organizational characteristics of universities, such as decentralized management, open access networks, 

and, finally, the coexistence of educational infrastructure and research. Thus, this space in the literature opens 

up an argument around the focused look at IoT security in higher education. This paper seeks to fill this gap 

by assessing the most important vulnerabilities that characterize academic IoT spaces and the expected 

modern approaches to the requirements imposed by this sector. It has three main contributions; first, it 

proposes an elaborate classification of typical security vulnerabilities in IoT devices within education 

institutions second, it establishes modern solutions in other domains such as health care and smart cities, 

converses the relevance of such solutions in educational environments, and, third, it offers practical 

recommendations contextualized to the bounds of universities, inclusive of limited budgets, technical 

complexity, and acceptance by the different stakeholders. To guide the reader throughout the analysis, the 

rest of the paper is organized as follows: section 2 deals with the method, section 3 presents major findings 

and proposed solutions, and section 4 provides a conclusion with future directions and implications for policy 

and practice. 

 

 

2. METHOD 

This study adopts a hybrid methodological approach that combines a systematic literature review 

with a comparative analysis of security mechanisms applied in IoT systems. The objective is to identify, 

categorize, and evaluate the most relevant vulnerabilities and corresponding mitigation strategies suitable for 

higher education environments. 

 

2.1.  Data collection and selection criteria 

A structured search strategy was applied to gather relevant academic and technical publications 

focused on IoT security in higher education. The databases consulted include IEEE Xplore, ScienceDirect, 

and Google Scholar (see Table 1). The inclusion criteria were based on the relevance of content, quality of 

source, publication date, and empirical evidence (see Table 2). This process resulted in the selection of a 

refined corpus of publications that formed the basis for the vulnerability analysis and solution evaluation. 

 

 

Table 1. Article selection criteria 
Database Article Type 

IEEE Xplore [6]-[15] Conference 

ScienceDirect [16]-[33] Article 
Google Scholar [9], [34]-[50] Article and Conference 

 

 

Table 2. Article selection criteria 
Criterion Description 

Relevance Direct focus on IoT security within academic or educational contexts 
Publication source Indexed in recognized scientific journals or conferences 

Recency Published within the last 5 years to ensure technological relevance 

Empirical content Inclusion of experimental data, case studies, or applied methods 
Technical contribution Clear focus on cybersecurity approaches, frameworks, or evaluations 

 

 

2.2.  Vulnerability identification and classification 

Based on the selected literature, vulnerabilities were identified and grouped into five major 

categories, each representing a distinct type of risk observed in IoT deployments within academic 

institutions. The classification supports structured analysis and helps prioritize areas requiring urgent 

attention (see Table 3). These categories guided the next phase of analysis, where mitigation strategies were 

matched to each vulnerability type. 
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Table 3. Classification of key IoT vulnerabilities in higher education 
Vulnerability category Description 

Authentication and access control Weak passwords, lack of multi-factor authentication (MFA), and poor privilege separation 
Data confidentiality Inadequate or absent encryption mechanisms for personal or sensitive data 

Software/firmware weaknesses Lack of timely updates or patch management and use of outdated firmware 

Denial of service (DoS) Attacks disrupting system availability through resource saturation 
Physical security risks Unauthorized physical access or tampering with connected IoT devices 

 

 

2.3.  Comparative analysis of mitigation strategies 

To identify applicable solutions, a comparative analysis was conducted on techniques implemented 

in other domains, such as healthcare, smart cities, and industrial IoT. Only those with high adaptability to 

educational environments were retained (see Table 4). Each of these methods was assessed for technical 

feasibility, cost-effectiveness, ease of deployment, and alignment with the IT capacity of higher education 

institutions. 

 

 

Table 4. Overview of emerging security solutions 
Security solution Key mechanism and application 

End-to-end encryption 

(E2EE) 

Ensures data confidentiality during transmission using advanced encryption standard (AES) and 

transport layer security (TLS) 
MFA Requires multiple credentials for user/device verification 

Role-based access control 

(RBAC) 
Restricts access based on predefined user roles 

Blockchain integration Ensures data integrity and traceability through immutable logs 

AI-based anomaly detection Uses machine learning to detect unusual device behavior in real time 

Secure firmware updates Implements encrypted and validated update processes 

 

 

2.4.  Validation through case studies 

The practical relevance of the identified solutions was validated through documented case studies 

from universities that have implemented advanced IoT security frameworks. The objective was to examine 

real-world adoption, outcomes, and limitations (see Table 5). The analysis of these cases demonstrated the 

positive impact of proactive security policies but also highlighted ongoing challenges such as integration 

complexity, maintenance overhead, and limited awareness among staff. 

 

 

Table 5. Institutional case study examples 
Institution Solution implemented Observed impact 

University A E2EE Improved protection of sensitive student information 
University B MFA Reduced incidence of unauthorized system access 

University C Blockchain for IoT logging Enhanced traceability and accountability in device usage 

University D AI for anomaly detection Early detection of potential threats in connected systems 
University E Automated firmware updates Minimized vulnerabilities from outdated device software 

 

 

3. RESULTS AND DISCUSSION 

This section presents the main findings of the study, focusing on the primary security challenges in 

higher education IoT environments and the effectiveness of emerging countermeasures. The results combine 

literature insights with institutional experiences and provide a discussion of practical implications, barriers, 

and future considerations. 

 

3.1.  Identified internet of things security challenges in academic environments 

According to the study, institutions of higher education face serious security issues vis-à-vis 

deploying IoT systems. These vulnerabilities violate confidentiality, integrity, and availability, all of which 

pertain to campus infrastructure and data. Authentication and access control, in fact, are found lacking in 

numerous environments. The devices apparently operate with weak credential policies, such as default or 

shared passwords, and without solid identity verification frameworks. This basically increases the threat of 

unauthorized access, especially in open and decentralized university networks. Data confidentiality, another 

cardinal issue, is jeopardized since sensitive academic and personal information is usually transmitted or 

stored without encryption. On the other hand, weak or improperly implemented security layers expose this 

data to interception, unauthorized access, and leakage. Software and firmware vulnerabilities also exist in 

abundance. Most institutions struggle with IoT device updates, leaving their systems vulnerable to exploits 
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already patched in other sectors for a long time. In some cases, outdated firmware persists simply because of 

compatibility and cost considerations. Another significant threat is DoS attacks. IoT networks are either 

flooded with malicious traffic or the weaknesses of the system are exploited to interrupt critical academic 

services and business models. Thirdly, the physical security of devices is often neglected. IoT sensors and 

nodes located in open-access facilities such as lecture halls and laboratories are at risk of tampering by 

malicious actors to disrupt operations or steal data directly from the hardware. These security challenges are 

summarized in the Table 6. 

 

 

Table 6. Summary of observed security challenges 
Challenge category Description 

Authentication and access control Weak credential policies, default passwords, and insufficient identity management 

Data confidentiality Lack of encryption for sensitive academic and personal data 

Firmware and software vulnerabilities Unpatched devices, delayed updates, and use of insecure legacy firmware 
DoS attacks Disruption of services due to traffic flooding or resource exhaustion 

Physical tampering Lack of physical safeguards allowing unauthorized manipulation or theft 

 

 

3.2.  Evaluation of emerging security solutions 

Different security mechanisms have been analyzed worldwide for their applicability in an academic 

IoT ecosystem response to these vulnerabilities. Effective data conveyed between devices will remain 

confidential and protected from interception through E2EE (for instance, using the AES and TLS protocols). 

However, implementation might add latency and require more computational power. MFA and RBAC are 

enhancing user verification mechanisms and providing better access to specific resources. Through this, the 

chances of unauthorized access are lessened, especially related to sensitive academic systems. With all these 

benefits, however, institutions face challenges in the uptake of MFA within the faculty, staff, and student 

body due to usability concerns. Above all, blockchain has proved its worth as a potential technology to 

manage identity and integrity of transactions in an IoT network. Its decentralized structure would guarantee 

the immutability of data and its ability to produce verifiable audit trails between devices. But because of the 

economic and complex nature, it could limit deployment on a large scale for an institutional resource. The 

artificial intelligence (AI)-based anomaly detection has proactive monitoring potential as it can sense 

abnormal behavior or threat occurrence in real time with its correlating response. It would, however, 

definitely improve the response to the threat, but it requires high-quality training data for performance and 

may flag some false positives if mis calibrated. Finally, secure firmware update mechanisms will keep the 

system intact. Updating may be automated and encrypted to shield devices from known exploitable 

vulnerabilities, but the real technical challenge to IT departments is how to best ensure compatibility and 

distribution over the different IoT devices. The Table 7 compares these emerging solutions. 

 

 

Table 7. Comparative evaluation of security approaches  
Security approach Addressed vulnerability Strengths Limitations 

E2EE (AES, TLS) Data confidentiality Ensures secure data exchange Requires computational resources; potential 

latency 

MFA and RBAC Authentication and 
access control 

Strengthens login and 
authorization 

Usability and adoption challenges among 
users 

Blockchain Identity and transaction 

integrity 

Immutable audit trail; 

tamper-proof 

High implementation cost; scalability 

concerns 
AI-based anomaly 

detection 

Behavior-based threat 

detection 

Real-time threat 

identification 

False positives; needs training data 

Secure firmware 
updates 

Software vulnerabilities Reduces exposure to known 
exploits 

Device compatibility and update distribution 
complexity 

 

 

3.3.  Institutional case insights 

Realistically, the implementation of such security measures across many educational institutions 

holds significant real-life examples. For instance, by deploying blockchain technology within the smart 

building structure, Stanford University could secure sensor readings. Such security creates open and tamper-

proof logging for device interaction, making the entire system more trustworthy. An example would be the 

installation of anomaly detection systems based on AI in research laboratories at the Massachusetts Institute 

of Technology (MIT). They allow real-time detection of suspicious activities, therefore significantly 

decreasing the chances of intrusions going unnoticed while facilitating faster incident responses. MFA was 

introduced at those institutions for access to learning platforms and administration tools. The strategy has 
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reduced successful credential attacks, especially among remote users. However, the success of these 

implementations has not reached strategic scale. They continue to constitute barriers to widespread adoption: 

financial constraints, technical integration problems, and low user training. Typically, universities would set 

up these isolated little projects in one department rather than institution-wide, thanks to governance and 

budget fragmentation. 

 

3.4.  Critical discussion 

The evaluation shows that a gap clearly exists between the presence of an effective security solution 

and its actual application in higher education. Many IoT devices that find their place in such environments 

were not originally designed to have security integrated; instead, retrofitting becomes next to impossible. 

And without a modular architecture, there is great difficulty in attaching encryption or authentication 

modules after deployment. In other aspects, decentralized control of IT infrastructure by most universities 

poses challenges for a uniform application of security protocols. Each department may adopt different tools 

or standards, as such causing differences and vulnerabilities in that institution. Investment in advanced or 

complex solutions like blockchain or AI is further hindered by barriers/errors such as cost and unavailability 

of trained personnel. While security awareness among administrators is slowly but gradually growing, 

enforcement of policies on institutional cybersecurity is inconsistent. In some instances, it seems that 

declared priorities do not match resource allocation for long-term security planning. Most of the chances of 

reducing such risks rest within a proactive and security-by-design approach towards the procurement and 

deployment of IoT systems. Security mechanisms are instead required to be incorporated from the onset of 

system development rather than appending them once they have already been exposed to vulnerabilities. 

Furthermore, secure and automated update frameworks should ensure the emergence of new threats. Also 

potentially involved are cross-institutional cooperation and a regulatory framework for shared guidelines and 

security standards across universities to improve alignment, reduce duplication of effort, and elevate baseline 

security across the sector. 

 

3.5.  Implications for practice and research 

This paper presents a number of practical recommendations. First, institutions should preferentially 

consider native security features when looking at IoT solutions. The procurement processes should consider 

the security compliance of functions, where possible; universities should adopt centralized and functional 

security frameworks in federated IT environments. Staff training and awareness are equally crucial. 

Campaigns should include training to educate both the IT team and end users on the security risks and train 

them to use the advanced technologies, such as anomaly detection platforms and identity management 

systems. In addition, the institutions should invest in automated firmware management systems to cut back 

on manual errors and guarantee timely updates. Future studies in the field would include the lightweight 

security protocols that would be able to work with the limitations of low-power IoT devices used in 

academia. The development of further research may well increase adaptive access control systems to reflect 

the dynamic behavior of students and staff. Governance models that would address the institutional inertia 

toward adopting the best of cybersecurity practices should be further examined. To the core, modern security 

measures can be very important and possible to integrate with the academic IoT scenario. With a harmonized 

policy, technical foresight, and investment in a strategic program, universities will be able to benefit 

immensely in the area of improving how resilient their interconnected infrastructures are. 

 

 

4. CONCLUSION 

While offering many positive changes such as operational efficiency, greater student engagement, 

and modernization of academic infrastructure, it also poses various security risks with changing dimensions 

and complex nature. The findings of the study revealed that the main issues revolve around weak 

authentication practices, insufficient data protection, outdated firmware, vulnerability to DoS attacks, and 

poor physical security of IoT devices. These threats can be addressed using possibilities offered by few 

emerging technologies, including E2EE, advanced authentication protocols, blockchain for identity 

management, and AI-based anomaly detection. Case studies and industry-specific adaptations in the thesis 

show that it is best to integrate security solutions during the design phase together with proactive update 

management to reduce exposure to threats. Yet, several hurdles remain, including cost limitations, some 

degree of training for users, and the de facto decentralized IT management in academic institutes. Together, 

these slow down the process of bringing advanced security frameworks on board and lead to inconsistent 

implementations of best practices across departments. Future work should continue to explore the 

possibilities of customization for interoperable security systems according to the varied environments found 

in educational institutions. It is also imperative to consider how quantum technologies and lightweight 

cryptographic methods could be employed, particularly as IoT devices become even more widespread and 
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complex. A unified approach is to be taken by the government, academia, and the industry to secure scalable, 

sustainable, and standardized security strategies toward smart learning environments. 
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