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Intrusion detection system (IDS) is a crucial component in ensuring the
security of computer networks. It helps in identifying and responding to
unauthorized access attempts or malicious activities within a network. The
focus of this systematic review is on IDS specifically designed for
lightweight devices. This systematic review aims to provide an abstract
understanding of the current state of IDSs for lightweight devices. It
involves a comprehensive analysis of existing research papers, evaluating
the methodologies, techniques, and performance metrics used in these IDS
solutions. The goal of the systematic review is to provide a critical
assessment and analysis of the literature on IDS in lightweight devices,
closing the research gap in this field. The review analyzed and evaluated 55
studies out of 678 initially identified. The findings of the study are presented
in the paper, which includes insights into the state-of-the-art proposals in the
field, challenges and limitations of existing solutions, and recommendations
for future research directions. The outcome of this paper can help the

advancement of IDS for lightweight devices.
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1. INTRODUCTION

Throughout the course of human history, communication methods have undergone significant
evolution, progressing from primitive forms such as smoke signals and drums to more sophisticated means
including the Pony Express, carrier pigeons, telegraphs, telephones, and subsequently, cell phones,
culminating in the ubiquitous presence of the internet in contemporary society. The advent of the internet has
revolutionized the dissemination and accessibility of data and information. However, the absence of robust
security protocols poses a considerable risk of data breaches and theft. Particularly underscored during the
COVID-19 pandemic, the internet assumes paramount importance in facilitating connectivity and
technological solutions to navigate the challenges of the new normal. Indeed, the internet has become
indispensable for myriad activities in today’s global landscape. Leveraging the internet of things (loT) has
become imperative, particularly in the context of remote work arrangements, wherein virtual meetings,
conferences, and seminars have supplanted traditional in-person interactions. In certain regions, the shift
towards remote work is not merely an option but a directive necessitating adaptation to a home-based work
environment.

The solution to the menace of malicious users is taking a proactive stance against them by deploying
security appliances that will protect our networks from them. Traditionally, firewalls have been the primary
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security device used in business and home environments. It didn’t take long before it was realized that a
firewall alone cannot protect the system from threats [1]. Increasing security threats make intrusion detection
an absolute must for all networks. Information requires security from attackers [2], [3]. Cryptographic
security is insufficient as it can only protect the network from outside attacks. Still, we need a second line of
defense, such as the intrusion detection system (IDS) [4]. Since lightweight devices are connected to the
internet, attackers can easily gain access to the device. This is where an IDS comes into play. Ideal IDS
provides 100% effectiveness in the fight against possible vulnerabilities. Therefore, the importance of IDS is
undeniable [5], [6]. Figure 1 shows a network configuration that aims to provide a secure and efficient
environment for various devices and services. The firewall protects the network from unauthorized access,
while the IDS server monitors for potential threats. Lightweight devices and LAN devices can access the
network and its resources, including the server farm, under the protection of the firewall and 1DS.
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Figure 1. IDS

Recently, lightweight devices especially mobile phones play a vital role in our daily activities
ranging from shopping, banking, communication, working, entertainment, education and many more. Studies
demonstrate that the knowledge of activities of daily living (ADL) for example, strolling and running can be
mined based on data collected by on body sensors. Especially with the advancement of mobile technology,
the ADL of smartphone user can be precisely mined depending on readings of the sensor deployed in mobile
phones.

With the help of mobile apps, they become more intelligent, user-friendly, and capable of making
complex tasks easier. Those app can collect a whole lot of data about us, such as name and email address,
location history, personal contacts, photos and videos, purchases, health and fitness data, financial
information, browsing and search history, your IP address, and other sensitive data. Those data collected
about us can be shared or sold to third parties, usually without you even knowing. Most of these lightweight
devices are usually designed to be portable on purpose to be nonintrusive in user’s daily lives resources [7].
The hardware inside lightweight devices has several limitations because of the low processing power and
limited storage capacity. The growing threats to security make an IDS an absolute necessity for all networks
[8]-[10]. IDSs are systems developed to monitor the network or network devices for hostile attacks
originating from both external sources and internal sources and then report their findings [11]. The IDS
usually checks against a list of known attacks to determine whether the network is under attack or not, it does
so by checking a database for common attack signatures, patterns, traffic, or behavior [12].

By 2025, the total number of devices connected to the global 10T is expected to reach 30.9 billion
units, a significant increase from 13.8 billion units in 2021. One of the most significant current discussions
about lightweight device is its popularity because it is light, small, and convenient to use and carry and has
dressing characteristics [13]. Lightweight devices, due to their limited computational power and constrained
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resources, pose distinct challenges for implementing effective IDSs [14]. These devices are often deployed in
sensitive environments, such as healthcare, industrial automation, and smart homes, where security is
paramount. In this context, IDSs play a crucial role in safeguarding sensitive data and ensuring the integrity
of these systems [15].

Lightweight devices are equipped of tiny embedded systems called sensors. These sensors gather
information from the environment, receive and process it and communicate with the end user. Sensors are
being utilized around us for many purposes and benefits i.e., military target tracking and surveillance,
biomedical health monitoring, detection of catastrophic events, hazardous environment exploration and
seismic sensing, in medical clinics to screen and gather the patient information, and structural sensing [16].
This paper delves into the intricacies of intrusion detection in lightweight devices, discussing the challenges
involved, existing solutions, and future possibilities for enhancing security in these devices.

Lightweight devices are becoming ubiquitous, and an increasing number of applications are being
developed for these devices. Sen and Ramamritham [17] identify that many of these applications deal with
significant amounts of data and involve complex joins and aggregate operations which necessitate a local
database management system on the device. Lightweight devices are extremely vulnerable and attractive to
attackers for their highly heterogeneous components, naive security configurations and weak encryption
verification. This is a challenge as these devices are constrained by limited stable storage and main memory
[18], [19]. The key contributions of this paper are outlined:

— This paper delves into the intricacies of intrusion detection in lightweight devices.
— The identification of challenges involved and existing solutions.
— The future possibilities for enhancing security in these devices.

Multiple concepts (avoid, for example, ‘and’, ‘of’). Be sparing with abbreviations: only
abbreviations firmly established in the field may be eligible. These keywords will be used for indexing
purposes. Indexing and abstracting services depend on the accuracy of the title, extracting from it keywords
useful in cross-referencing and computer searching. An improperly titled paper may never reach the audience
for which it was intended, so be specific.

The current research studies (review and survey) are covered in this section. The significance and
necessity of this scoping review will be demonstrated. Kim et al. [20] has demonstrated that a blockchain is
emerging as a solution to solve the problem in the 10T network by storing blocks to each device. However,
lightweight devices cannot store all the blockchain due to their low storage capacity. Therefore, they
proposed a storage compression consensus (SCC) algorithm which compresses a blockchain in each device to
ensure the storage capacity. Similarly, Dittmann and Jelitto [21] introduced a blockchain proxy as a service
for lightweight 10T devices to offload communication with a blockchain while retaining full control of all
transactions committed to the shared ledger.

In a different study, Chen et al. [22] proposed a lightweight and real-time key establishment scheme
for wearable devices by leveraging the integrated accelerometer. Specifically, they introduced a novel way
for users to initialize a shared key using random shakes or movements on their wearable devices. As
highlighted by [23], they addressed the problem of securing the exchange of information in IoT networks
towards overcoming confidentiality issues with low resources and small latency. They also presented a new
efficient, flexible, lightweight, and secure cipher algorithm for 10T applications.

Hoglund et al. [24] developed an automated certificate enrollment protocol light enough for highly
constrained devices, which provides end-to-end security between certificate authorities (CA) and the recipient
10T devices. Furthermore, Le-Tuan et al. [25] introduced a lightweight resource description framework (RDF)
engine, which comprises of RDF storage and SPARQL (standard query language and protocol) processor, for
lightweight edge devices, called RDF4Led. RDF4Led follows the reduce instruction set computer (RISC)
design philosophy. The design comprises a flash-aware storage structure, an indexing scheme and a low-
memory-footprint join algorithm which improves scalability as well as robustness over competing solutions.

Malluhi et al. [26] proposed a decentralized CP-ABE scheme that can deal well with the problem of
security of user, and additionally possesses some nice properties meeting the requirement for lightweight-
device applications, such as fast decryption, constant-size of secret key, optimized cipher text size and fine-
grained access control. Al-Maitah et al. [27] proposed a selective memory balancing (SMB) technique for
improving the performance of residential lightweight devices. Langiu et al. [28] presented UpKit, a portable
and lightweight software update framework for constrained 10T devices encompassing all phases of the
update process from the generation and signature of a new firmware to the transmission of the latter to an loT
device, its verification and installation. Arshad et al. [29] proposed an intrusion detection framework for the
energy-constrained lightweight devices which form the foundation of an industrial internet of things (l10T)
ecosystem. In view of the ad hoc nature of such systems as well as emerging complex threats such as botnets,
they assessed the feasibility of collaboration between the host (IoT devices) and the edge devices for
effective intrusion detection whilst minimizing energy consumption and communication overhead.
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2. METHOD

A systematic review provides a transparent method to analyze, synthesize and evaluate existing
literature. The systematic literature review (SLR) identified the need for a systematic review to evaluate the
use of IDS in the lightweight devices. In addition, it also identifies the strengths and weaknesses of existing
methods. To the best of our knowledge, no review paper has been published that provides a critical
assessment and analysis of the literature on IDS in lightweight devices. Therefore, the goal of this paper is to
close the research gap. In the systematic literature review, the techniques demonstrated in [30] is used to
accomplish the planning, conducting, and reporting process. Figure 2 shows the steps required in systematic
review. It identifies the need for a systematic review to assess the use of IDS in lightweight devices. It also
determined the weaknesses and strengths of the existing methods. The existing systematic review process
consists of several steps that must be carried out systematically, which includes the development of review
protocols, conducting systematic reviews, analyzing, visualizing, and presenting the results, and discussing
recommendations.

Planning Stage
-Define objective
-Develope Coding
Scheme

Conducting
Stage

-Source Search
-Filter Result
-Review Result

Reporting
-Summarize Result
-Organize Finding
-Present Finding

N~

Figure 2. Research method.

2.1. Research questions.

The overall objective of this SLR is to gain insight into studies based on lightweight devices. This
study outlines and answers four vital research questions (RQs). These key RQs will enable us to categorize
and comprehend the current research in lightweight devices and identify the limitations and future research
directions in the field. The key RQs are given below.

— RQL: what are the demographic characteristics of the selected studies?

— RQ2: what is the research focus of the selected studies?

RQ3: what are the contributions proposed by the selected studies, and how they can be categorized?
RQ4: what is the state-of-the-art proposal in the field of study?

2.2. Data source

The papers used in this study were retrieved from two electronic databases (Scopus and Springer
Link). This database is the primary data source for finding potentially relevant studies. However, Google
Scholar was excluded due to the low precision and the overlap of the results from other data sources adopted
in the study. As a result, all relevant articles in Google Scholar have been captured by the other sources.

2.3. Search strategy and study selection.

The search string represents synonyms and alternative spellings using the Boolean OR and Boolean
AND. Therefore, four keywords were chosen: “intrusion detection system”, “security technique”,
“lightweight devices”, and “loT devices”. The following search terms are used to select the main studies
(“security technigues” OR “security methods” OR “physical security techniques”) AND (“lightweight
devices” OR “loT devices”).

The purpose of the study selection process is to identify related articles most relevant to this SLR
research target. This process has been carefully studied to improve the reliability of the selection process and
minimize the bias error. Therefore, if an article appears in multiple sources, only one is considered based on
our search order. Figure 3 illustrates the process for selecting studies for systematic review.
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Figure 3. Flowchart

2.4. Data extraction

Research on this study analysis has been extracted from the Scopus and Springer Link electronic
databases. These studies are identified by research work published between 2000 and 2021 by using a
combination of search keywords. This search has produced much research and then filtered using inclusion
and exclusion criteria as shown in Table 1. The data extraction technique eliminates unreliable and nonpeer-
reviewed articles and any duplicates. Studies with unclear methodology and articles in languages other than
English were excluded from the review. A total of 678 articles identified using this search strategy were
individually selected for final research. As a result of the final selection, 55 articles were assessed.

Table 1. Inclusion and exclusion criteria
Inclusion criteria Exclusion criteria
Articles published from 2000-2021  Articles outside the scope of security technique in LWD
Articles written in English language  Non-English papers
Studies published in LWD/I0T field  Non-peer reviewed and non-full text articles review studies
Articles discussing issues in LWD Duplicates articles

2.5. Overview of selected studies

Table 2 provides an overview of various research papers in 10T security, including machine learning
algorithms for cyber attacks, profiling lightweight devices, detecting cyber attacks in power control systems,
and detecting malicious activities in home area networks. Some papers focus on real-world experiments,
while others are limited to simulations. The proposed methodologies show high accuracy rates, enhanced
security and stability, and improved efficiency compared to other algorithms. However, some approaches
lack real-life deployment and scalability evaluation.

Table 2 provides a comprehensive overview of the current state of loT security research, and the
various techniques being explored to address the challenges in this domain, for examples, lack of scalable
solutions for 10T security as the number of connected devices continues to grow. More research is needed to
develop security approaches that can effectively handle the increasing scale of 10T systems. Also, there’s a
need for more robust and efficient encryption algorithms to secure 10T data. Existing algorithms may not be
sufficient to protect against evolving security threats in 10T environments.

Furthermore, there are challenges in securing shared lightweight devices where multiple users or
applications may access the same device. Developing access control mechanisms and secure data-sharing protocols
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is an important research area. Moreover, there are opportunities for improving anomaly detection in loT systems to
identify and mitigate security threats. More advanced machine learning and data analysis techniques could be
explored to enhance the accuracy and responsiveness of anomaly detection. Thus, there is a need for more efficient
key management and distribution mechanisms in 10T environments to support secure communication and data
protection. Developing lightweight and decentralized key management solutions is an important research gap.

Table 2. Enhancement focus of selected studies
Study  High accuracy  Lower resource consumption  Enhanced security  Improved performance?  Evaluation metric?

[31] No No No Yes No
[32] No Yes No No No
[33] No Yes Yes No No
[34] Yes No No No Yes
[35] Yes Yes No No No
[36] Yes No Yes Yes No
[37] No Yes Yes Yes No
[38] No Yes No No No
[39] No No Yes Yes No
[40] Yes No Yes Yes Yes
[41] Yes No No Yes Yes
[42] No Yes No No No
[43] Yes Yes No No No
[44] No No Yes Yes No
[45] No Yes Yes Yes No
[46] Yes Yes Yes Yes No
[47] No No Yes No No
[48] No No Yes No No
[49] Yes No Yes No No
[50] No Yes No Yes No
[51] Yes No Yes Yes No
[52] Yes Yes No Yes No
[53] No Yes No No No
[54] No Yes No Yes No
[55] No Yes No No No
[56] No Yes No No No
[57] Yes No No No No
[58] Yes No Yes Yes No
[59] No Yes Yes Yes No
[60] No Yes No No No
[61] Yes Yes No No No
[62] No No No Yes No
[63] Yes No No Yes No
[64] No No Yes Yes No
[65] No Yes Yes Yes No
[66] Yes No Yes Yes No
[67] Yes No Yes No No
[68] No Yes No Yes No
[69] No No Yes Yes No
[70] Yes Yes Yes Yes No
[71] No No Yes No No
[72] No No Yes Yes No
[73] No Yes Yes Yes No
[74] No No Yes Yes No
[75] No No Yes Yes No
[76] No Yes Yes No No
[77] Yes No Yes No No
[78] No Yes No No No
[79] No No No Yes No
[80] Yes No Yes Yes No
[81] No No Yes Yes No
[82] No No Yes Yes No
[83] No No Yes Yes No
[84] Yes Yes Yes No No
[85] No Yes No No No

There’s also a challenge in ensuring the privacy of 10T data, especially in scenarios where sensitive
information is collected and shared. Therefore, exploring privacy-preserving techniques and data anonymization
methods could be valuable research topics. There’s an opportunity for improving the integration of LWD
security with other emerging technologies, such as edge computing and blockchain, to create more
comprehensive and resilient security solutions for 10T systems.
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3. RESULTS AND DISCUSSION
This section is divided into 2 parts. The first part presents the research results of this study. Part 2
focuses on some of the key issues identified with possible recommendations and direction for future work.

3.1. Result

The objective of this paper is to analyze the security techniques of lightweight devices in the current
trend. Out of thousands of studies from our initial search from the electronic databases, 55 studies were
selected from 678 studies (excluding studies that did not meet the inclusion/exclusion criteria) to examine
study similarity. The studies are then analyzed and evaluated. The findings of our study are as follows.

Figure 4 shows the similarities of the benefits obtained from these studies. From the chart, the
advantages of lightweight device security techniques in the current trend are enhanced performance, reduced
cost, enhanced security, and environment flexibility. An advantage that most of the article repeated was
enhanced performance and enhanced security. While these methods offer benefits like increased security and
improved network performance, they also face challenges such as scalability issues and the need for further
research to address specific attack scenarios.

Advantages
" 40
Q@ 35
T 30
—
g 15
o 10
E > [] -
2
Enhanced Enhanced Environmental Reduced Cost
Performance Security Flexibility

Performance Factor

Figure 4. Advantages

Figure 5 visualized the shortcomings of lightweight device security techniques in the current trend,
which are, capacity limitations (eg., power, storage, and memory), threat vulnerabilities (eg., lacks important
security features), and complex computation (eg., consumes time or difficulty in configuring). The most
common disadvantages are limited capacities and exposed to threat. This can make it difficult to ensure data
protection, trust, confidentiality, authentication, and system-wide access control.
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Figure 5. Disadvantages

Figure 6 shows how the test was conducted for security techniques of lightweight devices. In the
current trend, which are, testbed and simulation. Out of the 56 studies analyzed, 28 used Testbed likewise in
simulation.
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Figure 6. Methods

3.2. Challenges in lightweight device intrusion detection

As the landscape of 10T security continues to evolve, the development of effective lightweight
intrusion detection systems (LIDS) and robust encryption algorithms will be essential in safeguarding 10T
ecosystems from emerging security challenges. Furthermore, there are challenges in securing shared
lightweight devices where multiple users or applications may access the same device. Developing access
control mechanisms and secure data-sharing protocols is an important research area. Securing lightweight
devices presents unique challenges due to their inherent limitations. These devices, often characterized by
minimal processing power, memory, and battery life, require IDS that are both effective and resource
efficient. Let’s delve deeper into these key hurdles:

— Resource constraints: lightweight devices typically lack the robust processing power and memory found
in traditional computers. This translates to limitations in running complex algorithms or storing large
datasets, both crucial elements for comprehensive intrusion detection. An IDS for these devices need to
be lightweight and consume minimal resources to avoid impacting the device’s primary functionality.

— Heterogeneity: the diverse nature of lightweight devices adds another layer of complexity. With a
multitude of forms, operating systems, and functionalities. A single, universal IDS solution becomes
impractical. Instead, customization becomes essential, tailoring the IDS to the specific needs and
capabilities of each device type and its intended application.

— Communication constraints: many lightweight devices prioritize low-power operation and may not have
continuous network connectivity. This creates challenges for both transmitting intrusion alerts to a central
monitoring system and receiving updates for the IDS databases themselves. The chosen IDS need to be
adaptable to intermittent communication, ensuring critical alerts are delivered even with limited network
availability.

— Real-time requirements: certain lightweight devices, particularly those critical for safety and security like
medical implants or autonomous vehicles, demand real-time intrusion detection. In these scenarios, even
a slight delay in identifying a threat can have serious consequences. The IDS need to be optimized for
minimal latency, guaranteeing a swift response to any potential intrusion attempt.

By acknowledging these challenges, developers can create robust and efficient IDSs specifically
designed for the unique requirements of resource-constrained devices.

3.3. Discussion

Most of the research on lightweight devices (LWD) focused on how to minimize energy
consumption and accuracy of data, however, there are very few on how to improve the security [15], [27].
Security has always been and perhaps will always be a challenge. But the challenge is even greater when
working within the resource constraints devices. Lightweight devices are practically in all aspect of our lives
due to number of gadgets we are surrounded with. These devices are often available in different sizes and
levels of complexity. Traditionally, power consumption has always been a limiting factor in these devices.
This key factor is also an important challenge that requires ongoing research in the field of lightweight
device. Cybercriminals are always on prowl, devising all sort of ways to steal our data. This is why data
ought to be encrypted upon capture by the LWD device, thereby providing extra and more significant level of
security. Thus, preventing threat such as cyberbullying. By encrypting data, you are giving additional layer of
protection that secures your data from vulnerabilities that might occur further down the communication
chain. Security is no longer optional because users need to know and believe that their data is protected. The
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cost of security breaches can be significant if the vulnerability is used to compromise the security of our
networks or devices. The internet is the most powerful technology known to mankind, without it, our world,
ability to work, keep in touch, and share information, would be radically different. This gives us a sense of
urgency. Since lightweight devices are connected to the internet, attackers can easily gain access to the
device. This is where the IDS come into play. Ideal IDS provide 100% efficiency against the possible
vulnerabilities. Therefore, the significance of IDSs is undeniable.

The main challenges to the effectiveness and interpretation of this systematic review are the poor
quality of the research process, the lack of regular and transparent behavior and reporting, and random errors.
This includes the risk of an overall assessment of the quality of the evidence. The extent to which studies are
designed and implemented is reasonable but does not rule out systematic bias in many published studies. In
this way, the likelihood of overestimating the benefits and underestimating the harm is increased. Much
emphasis was placed on assessing the methodological quality of the selected literature as far as possible and
excluding articles of low methodological quality. This is important because the quality of a systematic review
depends on the relevance and quality of the studies included in the literature review.

Furthermore, some studies lack systematic and transparent conduct and reporting. This may affect
the quality of the review results for the work. Careful attention has been taken in selecting articles for the
review to reduce the chances of making use of such kind of work. This will mitigate the impact of this threat.
Evaluation of evidence quality is an important tool for systematic reviews and impacts the effectiveness of
the work. It helps to initiate the integration of evidence and the transparency of findings. The studies
involved in the study may include bias in the results or conclusions, as this may affect the effectiveness of the
study. In addition, some of the studies used or selected have not fully explained the specific information that
could be extracted. It is important to extract the data systematically. However, if one does not have the
necessary information about the extracted content, it may affect the effectiveness of systematic reviews.

The future of IDS in LWDs lies in its ability to correlate and analyze data from other sources
beyond the ones the device or network has interacted with in the past at record speed. it’s ability to examine
data from other sources in different place would play a vital role in increasing its efficiency. The integration
of edge computing capabilities in lightweight devices can enhance the ability to process data locally,
therefore, reducing the need for constant data transmission and minimizing latency in intrusion detection. As
machine learning techniques continue to evolve, there’s potential for more accurate and resource efficient
intrusion detection in lightweight devices. Customized models can be trained to adapt to the unique
characteristics of each device. Collaborative intelligence devices in 10T ecosystems can benefit from shared
intelligence and centralized management systems, which can provide real-time updates and threat
information, thereby enhancing security across the network. Lastly, the development of standardized
protocols for intrusion detection in lightweight devices can simplify implementation, improve
interoperability, and facilitate the exchange of threat intelligence. one should prioritise mobile cybersecurity
measures, including robust antivirus software, regular updates, user education, and vigilance against social
engineering tactics to safeguard their mobile devices and sensitive data. It also advised that individuals
should check the permissions of apps that they use and think carefully before permitting an app, especially
when it comes to high-risk permissions such as accessibility services.

3.4. Recommendation

Several approaches have been proposed and implemented to address intrusion detection in
lightweight devices. These solutions are typically tailored to meet the specific challenges posed by these
devices. While it is true that LIDS have gained attention in the context of 10T security, there are several
criticisms and challenges associated with their implementation. One of the primary concerns with LIDS is the
trade-off between detection accuracy and resource consumption. Lightweight 10T devices often have limited
computational resources and energy constraints, and implementing robust intrusion detection mechanisms
could further strain these resources. As a result, the effectiveness of LIDS in accurately detecting and
mitigating security threats may be compromised.

Moreover, anomaly detection techniques, which are commonly used in LIDS for 10T security, are
known to generate a significant number of false positives. This could lead to a high rate of false alarms,
resulting in alert fatigue for system administrators and potentially causing them to overlook genuine security
incidents. Additionally, while lightweight cryptographic techniques are explored for securing 10T data, there
are concerns about the adequacy of these methods in providing strong security. Lightweight cryptographic
algorithms may not offer the same level of protection as their traditional counterparts, leaving loT systems
vulnerable to sophisticated security attacks. Furthermore, the dynamic nature of IoT networks and the
diversity of devices and applications pose a significant challenge for LIDS. Adapting intrusion detection
mechanisms to the constantly evolving 10T environment is a complex task, and there is a risk that LIDS may
lag in effectively addressing new and emerging security threats. In conclusion, while LIDS offer potential
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benefits for 10T security, it is important to carefully consider the trade-offs and limitations associated with
their implementation, particularly in the context of resource constrained 10T devices and the evolving nature
of security threats.

4. CONCLUSION

In conclusion, the development of LIDS has garnered significant attention in addressing the specific
security constraints and requirements of lightweight 10T devices. However, it is crucial to carefully consider
the trade-offs and limitations associated with their implementation, particularly in the context of resource
constrained 10T devices and the evolving nature of security threats. As the landscape of loT security
continues to evolve, the development of effective LIDS and robust encryption algorithms will be essential in
safeguarding 10T ecosystems from emerging security challenges. Furthermore, addressing the challenges in
securing shared lightweight devices, improving anomaly detection, efficient key management, and
distribution mechanisms, ensuring the privacy of IoT data, and integrating LWD security with other
emerging technologies are vital research areas that require further exploration and development. By focusing
on these research areas, the 10T community can work towards developing more comprehensive and resilient
security solutions for 10T systems, ultimately enhancing the overall security posture of lightweight devices in
10T environments.
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