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The development of quantum computing is escalating the vulnerability of
conventional cryptography algorithms. To answer this challenge, researchers
develop the post-quantum cryptography (PQC) algorithms. The PQC
algorithms are immune from attacks deployed by quantum computers.
CRYSTALS-Kyber (abbreviated as Kyber) is a PQC algorithm, originally
constructed as public key encryption (PKE), then extended as the key
encapsulation mechanism (KEM) algorithm to securely transfer a shared key
to other parties over unsecured communication channels. The implementation
of Kyber algorithm in hardware ensures a better security standard for securing
systems that prioritize performance. This study provides a literature review of
the Kyber hardware implementations. The review is delivered by a systematic
literature review method to discuss resource and performance optimization,
key design constraints, performance trade-offs, and future research directions
in hardware implementation of Kyber based on existing studies. Area

utilization and energy efficiency are achieved through the optimization of
memory and architecture. The trade-off between performance, flexibility, and
utilization remains relevant in the deployment context. Future work should
accommodate holistic solutions, security, and performance enhancements as
well as fabrication for real-world solutions.
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1. INTRODUCTION

Quantum computing is a multidisciplinary study that is currently being developed to escalate the
capability of conventional computers using the foundation of quantum mechanics. Complicated mathematics
problems can be solved by quantum computers more efficiently compared to conventional computers [1]. By
utilizing Shor’s algorithm [2], quantum computers can resolve the factorization of large prime integers
employed in public-key cryptosystems. As the quantum computers mature, the risk of security breaches in
widely used cryptosystems such as Rivest-Shamir-Adleman (RSA) protocol will increase. In response,
researchers develop the post-quantum cryptography (PQC) algorithms which is resistant to attacks deployed
by quantum computers. PQC algorithms are based on intricate mathematical problems and encoding techniques
such as lattice theory, learning with error problems, hash functions, multivariate polynomials, and error
correction codes [3].

Among these PQC algorithms, Kyber evolved as the standardized algorithm for encryption and key
exchange, recognized by the National Institute of Standards and Technology (NIST). This reflects NIST’s
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confidence in Kyber’s ability to secure crucial communications data against quantum threats. Kyber builds its
security based on the module learning-with-errors (MLWE) problem on module lattices, originally constructed
as public key encryption (PKE) and then extended as the key encapsulation mechanism (KEM) algorithm to
securely transfer a shared key to other parties over unsecured communication channels [4].

Because of Kyber’s strong security and standardized role, hardware implementations are essential for
securing performance-critical IoT and embedded systems like unmanned vehicles and industrial control
systems [5]. Kyber hardware implementations can exploit the inherent computational parallelism [6], resulting
in better performance than its software counterparts. This study provides a systematic literature review of the
Kyber hardware implementations, especially in application-specific integrated circuits (ASIC) and field-
programmable gate arrays (FPGA). This paper discusses existing study in resource and performance
optimization, key design constraints, performance trade-offs, and future research directions in hardware
implementation of Kyber. The goal of this paper is to present a comprehensive understanding of the state-of-
the-art and highlight research gaps that can be valuable for directing future hardware-oriented PQC
developments.

2. METHOD

This study follows the systematic literature review (SLR) method [7], [8] to collect, identify, evaluate,
and interpret findings from multiple references on the specific research questions. Figure 1 displays the SLR
guide to deploy literature review development that consists of four phases: planning, selection, extraction, and
execution.
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Figure 1. The phases to conduct systematic literature review [9]

2.1. Planning

The planning phase constructs a clear foundation for conducting the literature review. The first step
is to formulate the literature review: to provide an overview of current advancements and identify the research
gaps for directing future Kyber hardware research. The second step is to develop a protocol for the literature
review.

In this study, three research questions are specified to guide the literature review process and ensure
the consistency of the scope and focus. The research questions are defined as follows:
RQI1: What is the current state-of-the-art in resource and performance optimization in hardware
implementations of Kyber?
RQ2: What are the key design constraints and trade-offs that influence optimization strategies in hardware
implementations of Kyber?
RQ3: What are the future works highlighted in the literature on the hardware implementations of Kyber?
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2.2. Selection

The selection phase ensures only relevant and high-quality references are included. Practical screening
and exclusion criteria are used to determine whether a literature can be selected. Only English papers of at least
three pages reporting FPGA or ASIC implementation of Kyber are considered. Next step is specifying the
method for searching the literature. This study searches papers and conference proceedings from IEEEXplore,
Scopus, and ScienceDirect that published from 2021 until 2025. The keywords used for searching the literature
are “Kyber hardware” and “hardware implementation Kyber”.

2.3. Extraction

In the extraction phase, the literature that met the inclusion criteria is analyzed. Relevant information
that is directly related to Kyber hardware implementations is extracted. The key data items include the target
hardware platform: FPGA and ASIC; performance metrics: area utilization, throughput, latency, energy, and
power consumption; and implementation techniques: pipelining, parallelization, and memory optimization.
The next step is a quality appraisal, which involves screening and evaluating the selected literature for quality
and relevance. Exclusion criteria ensure only high-quality literature is selected.

2.4. Execution

The extracted data is then analyzed in the execution phase, involving study synthesis of studies to
identify current state-of-the-arts, key-design constraints, and research gaps in Kyber hardware implementation.
This synthesis identifies best practices and potential directions for future Kyber hardware research. To ensure
academic rigor, the systematic process and results of the review are documented. This paper also details the
methodology of the literature review, compares Kyber hardware implementation across selected studies,
highlights key findings, and outlines future work in Kyber hardware studies.

3. RESULTS AND DISCUSSION

The extracted data from the extraction phase is analyzed in the execution phase. This involves
synthesis of studies to identify the best practices and potential directions for future research in Kyber hardware
design. The writing process includes the methodology for conducting the literature review process, a
comparison of Kyber hardware implementation across selected literature, key findings that highlight
performance and hardware-specific design considerations, and future work for advancing Kyber hardware
implementation.

3.1. RQ1: What is the current state-of-the-art in resource and performance optimization in hardware
implementations of Kyber?

The key optimization strategies to improve resource and performance are highlighted in Table 1,
summarizing the current state-of-the-art in Kyber hardware implementation. Area reduction has been discussed
in studies [10]-[16], significant improvement in area utilization is achieved by employing specialized number
theoretic transform (NTT) and inverse NTT (INTT) architectures such as block RAM (BRAM)-free pipelined
designs, lookup table (LUT)-based approaches, and unified cores. Other studies [17]-[23] adopt resource reuse
techniques to realize lower hardware costs across NTT/INTT modules. This resource reuse techniques
including register sharing, reconfigurable data paths, and first in first out (FIFO)-based pipelines. Efficient
memory management also contributes to area savings. This strategy includes compact addressing schemes and
single-bank memory for polynomial-wise multiplication [24]-[29]. Another approach targets the hash and
arithmetic modules. Compact secure hash algorithm 3 (SHA-3) modules, folded Keccak implementations, and
tightly integrated hashing with NTT or sampling reduce overheads, while arithmetic optimizations leverage
efficient multiplication and modular reduction strategies [20], [25], [30]-[34].

Time optimization is predominantly achieved through pipelining and parallelization. Inter and intra-
module pipelining, loop pipelining, and pipelined pointwise multiply-accumulate reduce latency within
transform computations [12]-[16], [19], [20], [22]—-[24]. Parallelization techniques, such as parallel polynomial
sampling, merging preprocessing with NTT, and compact scheduling of operations, enable immediate
execution of independent computations [26], [27], [29]-[33], [35]-[38]. Complementary scheduling and
control approaches, such as inter-module cooperation and instruction-set-based synchronization, further
enhance execution efficiency [14], [15], [19].

Other optimizations have been applied to improve the throughput by fully pipelining SHA-3, modified
sampling techniques, and NTT/INTT computations, as well as parallelizing transform modules [22], [39]. In
addition, several works emphasize polishing security-oriented designs. The goal is to provide side-channel
resistance through masking-protected implementations, duplication with randomized clocks, and combined
countermeasures [17], [40], [41]. Finally, energy optimization has attracted attention as an improvement
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strategy. A study [42] has reduced energy consumption per bit by minimizing I/O data movement and
pipelining entire operations of Kyber hardware.

Overall, the surveyed works demonstrate a consistent trend of balancing compactness, speed,
throughput, security, and energy efficiency. The breadth of techniques reflects the multi-objective nature of
Kyber hardware design, where improvements in one dimension often require careful trade-offs in others.

Table 1. Current state-of-the-art in resource and performance improvements of Kyber hardware
Optimization target Techniques Literature
Area - BRAM-free, unified cores, LUT-based, reconfigurable architectures, [10]-[34]
compact/specialized NTT designs.
- Register reuse, reusing computing cores, reconfigurable datapath,
continuous pipelines with FIFO interleaving, NTT/INTT modules reuse.
- Avoid BRAMs, compact memory addressing, efficient memory access,
single-bank memory for PWM, FIFO-based designs.
- Compact SHA-3 module, half-fold Keccak, tightly integrated Keccak
with NTT or sampling, unified hashing and arithmetic units.
- Optimized SPM, Barrett reduction, configurable PEs with Dadda tree
modular reduction.
Time - Inter and intra-module pipelining, loop pipelining, dataflow pipelining, [12]-[16], [19], [20], [23],
pipelined pointwise multiplication, memory-based pipelined NTT/INTT. [24], [26], [27], [29]-[32],
- Parallel polynomial sampling, customized memory, merge preprocessing  [36]
and NTT, compact scheduling, immediate computation of parallel
iterations.
- Inter-module cooperation, instruction-set-based scheduling, synchronized
timing diagrams.

Throughput - Fully pipelined SHA-3, sampling, and NTT computations. [221, [39]
- Parallelization of NTT/INTT modules.
Security-oriented - Masking-protected designs, duplication with clock randomization, [17], [40], [41]
design combined SCA countermeasures.
Energy - Reduce I/O data movement, pipelining entire operations to minimize [42]
energy per bit.

3.2. RQ2: What are the key design constraints and trade-offs that influence optimization strategies in
hardware implementations of Kyber?

Table 2 highlights the key design constraints and trade-offs that shape existing Kyber hardware
implementations. One of the most prominent challenges is balancing time and area efficiency, as reducing
execution time often requires additional hardware resources and vice versa. For example, replacing NTT method
with schoolbook polynomial multiplication (SPM) in Kyber can reduce the area for polynomial multiplication but
produce slower performance [10]. Whereas a pipelined decimation in frequency (DIF)-based NTT with pre-
processing integration [19] and unified NTT/INTT cores helps save area, but it suffers from bigger latency and
requires mitigation by implementing pipelining and modified reduction algorithms [12]. Similarly, increasing
the number of butterfly units (BUs) or parallelizing polynomial cores can significantly reduce computation
time but expose higher area utilization [13], [14], [20], [22]. To overcome this, several works [14], [30]
employing pipelined design combined with architectural reuse, where inter and intra-module pipelining is
applied to enhance speed while minimizing additional area overhead.

Other strategies to optimize performance and keep low area utilization involve Keccak cores design
[15], where dual implementations are applied for either low-area or high-performance [14]. Several works [23],
[24], [34] utilized lightweight Keccak cores designs. Improvement also applied to arithmetic operations such
as adopting unified multipliers that combine NTT, auxiliary modules, and sampling into a compact Datapath
[18]. Other strategies include employing approximate modular reduction [29], adopt polynomial arithmetic
with synchronized scheduling [26], [27], [32], and implementing configurable processing elements (PE) with
Dadda tree reduction [32]. Another method to overcome the area vs time trade-off is employing compact
scheduling with predefined sequence tables combined with a configurable FIFO mechanism [31]. Additionally,
joint pipelining with parallel hashing has also been considered [24], [32], [33].

A second trade-off involves area versus data capacity, where the capacity of data processed will
determine the area utilization. This trade-off is considered for resource-constrained platforms. Signed number
representations have been explored to reduce memory requirements, though with a limited data range [10].
Another strategy involves FPGA, replacing BRAM with FIFO-based memory reduces block memory
consumption but introduces minor latency overheads [16]. Similarly, employing efficient memory access schemes
and single-bank storage reduces area but sacrifices flexibility and throughput [21], [25]. Another study use
compact memory addressing to reduce hardware footprint, but it also reduces the memory capacity [32].
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The trade-off between throughput and area is another critical factor. Several studies [20], [22], [32], [33],
[39] focus on improving the throughput by employing pipelined design on the SHA-3, sampling, and NTT
architectures. Similarly, parallelization of NTT/INTT modules and polynomial multipliers, substantially increases
throughput but also adds resource utilization significantly.

In addition to performance and resource considerations, designers must also account for security versus
performance/area trade-offs. Side-channel countermeasures such as masking-protected decapsulation [40],
duplication with clock randomization [41], and combined side-channel attacks (SCA) protections [17] are proven
methods to enhance protection from SCA but inevitably lead to larger area usage and increased latency. Finally,
energy vs. performance trade-offs is important in low-power environments. Reducing I/O by pipelining operations
can minimize data movements to save energy, though it may slightly increase execution time [42].

Taken together, these trade-offs illustrate the multi-dimensional nature of hardware design for Kyber
PQC. No single strategy can optimize all constraints simultaneously. The choice of techniques depends on the
priority, whether it concerns on compactness, performance, or security robustness. A combined strategy may be
considered to achieve the best results.

Table 2. Key design constraints and trade-off

Trade-offs Design constraints Strategy Literature
Time vs area Balanced compact - Use SPM instead of NTT (slower but smaller area). [10]
area and fast - Unified NTT/INTT core, pipelined reduction algorithms. [12]
execution time - Increase number of BUs, faster but more area utilization. [16], [20]
- Parallel polynomial cores, faster but larger area. [13],[22]
- Reuse NTT/INTT architectures, inter/intra-module pipelining. [14], [30]
- Reuse Keccak cores; configurable BUs and ping-pong RAM. [15]
- High-performance vs. low-area SHA3 core. [17
- Combine NTT, auxiliary modules, and rejection sampling into ~ [18]
compact datapath.
- Pipelined DIF NTT, pre-processing integration, and twiddle [19]
factor.
- Compact SHA-3/Keccak cores. [23], [24], [34]
- Unified polynomial arithmetic and synchronized scheduling. [26], [271, [32]
- Barrett reduction with approximation, internal instruction sets.  [29]
- Compact scheduling combined with configurable FIFOs. [31]
- Configurable PE and modular reduction via Dadda tree. [32]
- Joint pipelining and parallelism with hashing/sampling. [24], [32], [33]
Area vs data Minimal area for - Use signed number representation. [10]
capacity resource-constrained - Replace BRAM with FIFO-based memory. [16]
devices - Efficient memory access and single-bank storage. [21], [25]
- Compact memory addressing for polynomial arithmetic. [32]
Throughput vs ~ Balancing area - Fully pipelined SHA-3, sampling, and NTT computations. [22], [39]
area utilization and - Parallelization of NTT/INTT and polynomial multipliers. [20], [32], [33]
throughput
Security vs Keep low area and - Use masking-protected decapsulation. [40]
performance/a  latency while provide - Duplication with clock randomization for SCA resistance. [41]
rea side-channel - Employ multiple SCA countermeasures. [17]
resistance
Energy vs Energy saving for - Reduce I/O by pipelining entire operation. [42]
performance low-power
environments

3.3. RQ3: What are the future works highlighted in the literature on the hardware implementations of
Kyber?

Table 3 outlines future research directions for Kyber hardware implementations. A key discussion is
to support multiple lattice-based PQC schemes through a unified architecture. Several works [18], [27], [29],
[32], [36] started to design unified NTT/INTT cores to enable Kyber, Dilithium, and Saber to be implemented
on a single chip. The next studies can explore the trade-off between performance and utilization of a unified
design and its optimization.

Another interesting direction is the development of comprehensive protection against implementation
attacks. Current methods such as masking, duplication, clock randomization, and secure memory management
have proven effective but have the prohibited cost in area, latency, and power [14], [17], [21], [23]-[25], [27],
[32], [36], [39]-[41]. Future works must highlight the strategies to achieve balance between security and
efficiency, ensure the suitability for both constrained and high-performance scenarios.

The future research on Kyber implementation must address complete algorithm support and parameter
scalability. To get more realistic evaluations and readiness of implementation, the hardware designs should
deliver key generation, encapsulation, and decapsulation operations across all NIST security levels [19], [28],
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[31]. Fabrication and real-world evaluation are the next topics for future research. Most implementations of
Kyber have been demonstrated on FPGA platforms. ASIC-based prototypes can be investigated to get more
accurate long-term performance evaluation [20], [39], [42].

Another future research direction lies in optimizations for constrained devices, where resources are
limited. Technical approaches such as BRAM-free designs, compact addressing, and reduced I/O should be
refined to retain acceptable performance in resource-constrained environments [10], [16], [21], [25], [41], [42].
Collaboration between software libraries and hardware accelerators can be considered to deliver flexible, high-
performance, and portable Kyber deployment [38]. Additionally, energy-efficient design remains essential for
portable and embedded devices [16], [21], [25], [42]. Several techniques such as optimized pipelining depth,
reduced I/O activity, and energy-aware datapath design can be explored to improve the energy efficiency.

Performance enhancement is also mentioned in the literature. Future work on Kyber hardware
implementation should consider cross-scheme techniques such as advanced modular reduction, specialized
scheduling, or hashing optimizations to be adapted in Kyber [19], [30], [32], [33], [37]. Complementary, further
exploration is needed to integrate Kyber into real-world applications such as communication systems,
embedded devices, and cloud hardware accelerators. Designing Kyber hardware for practical systems should
verify that the security standard and performance meet the reliability of existing infrastructure [24], [26], [32],
[39]. Standardized benchmarking needs to be refined to verify the performance and provide a fair comparison
across the implementation [20].

Overall, future research should shift from isolated optimizations toward holistic design frameworks
that integrate scalability, security, adaptability, and energy efficiency, while ensuring comparability and
readiness for real-world deployment.

Table 3. Future research directions in Kyber hardware implementation

Future research direction

Description

Literature

Adaptability to other lattice-based
PQC schemes

Protection against implementation
attacks

Full algorithm support and
parameter scalability

Fabrication and real-world
evaluation

Optimizations for constrained
devices

Integration into real-world
applications

Performance enhancement through
cross-scheme techniques
Improving energy efficiency

Hardware—software co-design
approaches

Standardized benchmarking and
fair comparison

Extend architectures to support multiple lattice-based
cryptosystems.

Develop lightweight and effective countermeasures for side-
channel and fault attacks.

Expand implementations to cover all operations and all
parameter sets in Kyber algorithm.

Encourage ASIC chip fabrication. Evaluate area, energy, and
performance in practical deployment environments.

Tailor architectures for resource-constrained devices, while
retaining acceptable performance.

Explore how optimized Kyber cores can be integrated into
real-world cases and meet the real applications standard.
Borrow optimization methods from other PQC or
cryptographic schemes to further accelerate Kyber.
Energy-optimized designs to enable low-power Kyber
implementations.

Investigate co-optimization between software libraries and
hardware accelerators to improve Kyber deployments.
Refining common evaluation metrics and benchmarking
methods across platforms to enable fair performance
comparison.

[18], [27], [29], [32], [36]
[141, [17], [21], [23]-[25),
[271, [32], [36], [39]-[41]
[19], [28], [31]

[20], [39], [42]

[10], [16], [21], [251, [41],
[42]

[24], [26], [32], [39]

[19], [30], [32], [33], [37]
[16], [21], [25], [42]

[38]

[20]

4. CONCLUSION

This review paper presents a detailed analysis of the existing scientific literature focused on the
hardware implementation of the Kyber PQC algorithm, highlights the recent advancements and state-of-the-
art techniques. The surveyed works demonstrate a consistent trend of balancing performance and resource
utilization through optimization. However, the improvements come with trade-offs in different dimensions,
illustrating the multi-dimensional nature of hardware design for Kyber. The choice of improvement techniques
should be guided by design priorities. A combined strategy may be considered to achieve the best results.
Future research should move toward holistic design frameworks that integrate performance, efficiency, and
security while ensuring comparability and readiness for real-world applications. These findings provide
valuable insights for the next iterations of studies in the field of Kyber PQC hardware design. Exploration and
comparison with other PQC schemes will be the next step to obtain more comprehensive results.
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