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Data-driven innovation in healthcare, finance, and smart cities increasingly
depends on sharing rich datasets, but such sharing raises severe privacy risks
and regulatory challenges. Privacy-preserving data publishing (PPDP) seeks
to release useful data while preventing re-identification and inference
attacks. This paper presents a comprehensive survey of anonymization
techniques for PPDP, spanning traditional models (k-anonymity, I-diversity,
t-closeness, and pseudonymization) and modern approaches (differential
privacy (DP), synthetic data generation, federated learning (FL), secure
multi-party computation (SMPC), homomorphic encryption (HE),
blockchain-based schemes, and quantum-safe cryptography). We propose a
taxonomy that organizes these methods by privacy guarantees, data utility,
scalability, and computational cost, and we provide a comparative analysis
of their strengths, limitations, and typical application domains. The survey
also reviews legal and ethical frameworks, with particular attention to
general data protection regulation GDPR, health insurance portability and
accountability act (HIPAA), and related regulations, and highlights
emerging trends such as artificial intelligence (Al-driven) anonymization
and privacy risks from large language models (LLMs) and quantum
computing. Overall, the study shows that various techniques fail to protect
all data scenarios so we need to create hybrid systems which will provide
explainable anonymization solutions at different scales to protect privacy
and maintain useful data utility.
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1. INTRODUCTION

The research team employed systematic survey methods through four stages to achieve study
transparency and reproducibility. The research process consisted of four stages beginning with planning then
literature search followed by screening and ending with synthesis.

We first defined the scope of the review as anonymization techniques for privacy-preserving data
publishing (PPDP), including both traditional and modern approaches together with their legal and ethical
context. We then searched major digital libraries—IEEE Xplore, ACM Digital Library, Scopus, Web of
Science, ScienceDirect, SpringerLink, and PubMed—using combinations of the following keywords and

phrases: “privacy-preserving data publishing,” “data anonymization,
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microdata de-identification,” “k-
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anonymity,” “I-diversity,” “t-closeness,” “differential privacy,” “synthetic data,” “federated learning,”
“secure multi-party computation,” “homomorphic encryption,” “blockchain privacy,” and “quantum-safe
cryptography.” The research examined publications which appeared between 2002 and May 2025 with
special focus on studies from 2019 and later.

The research includes peer-reviewed journal articles and full conference papers which fulfill three
conditions: i) the papers either present new anonymization methods or PPDP techniques or they analyze
these methods or evaluate their effectiveness, ii) the papers conduct surveys and create taxonomies and
perform comparative analyses of privacy-preserving mechanisms which affect data publishing operations,
and iii) the papers examine both regulatory and ethical issues which affect the privacy protection of released
datasets through anonymization methods. We excluded short workshop papers, non—peer-reviewed reports,
patents, purely theoretical cryptographic results without a data publishing scenario, and papers focusing
solely on access control or secure communication without anonymization.

The search results produced 450 distinct records which became 312 after removing duplicates. Two
authors conducted title and abstract screenings to remove studies that did not meet criteria before they
conducted full-text evaluations of the remaining papers. Disagreements were resolved through discussion.
The research produced 55 primary studies which included 38 journal articles and 17 conference papers. The
research team used backward and forward snowballing techniques to grow their initial dataset through the
identification of vital surveys and highly referenced papers which presented connected information although
they lacked the specific search keywords.

We retrieved the following details from each study we chose: i) the study used which anonymization
model or mechanism; ii) the study focused on which specific data type and what particular application field,;
iii) the study based its threat assessment on which privacy protection standards; iv) the study assessed how
well the data maintained its usefulness while evaluating its ability to scale and its computational
requirements; v) the study provided complete information about its implementation process along with
available software tools; and vi) the study recognized any legal or moral obligations which needed to be
addressed. The information helped us create Figure 1 and Table 1 content and establish the structure for
discussing privacy utility tradeoffs and legal frameworks and remaining research questions.

Anonymization Techniques

Traditional Modern

k-Anonymity Differential Privacy
: Synthetic Data
Federated Learning
SMPC

Homomorphic Encrypt.
Blockchain-Based
Quantum-Safe

Figure 1. Taxonomy of traditional and modern anonymization techniques for privacy-preserving data
publishing

The digital era has made data the fundamental force which drives healthcare, financial,
transportation, and smart city innovations [1]. Organizations now have access to extensive data collections
because connected devices link to social media platforms and internet of things (10T) ecosystems which
enable predictive analytics and personalized service delivery [2]. The process of data anonymization becomes
vulnerable to identification through high-profile incidents which include the Netflix Prize re-identification
and the Cambridge Analytica scandal [3]-[5]. The new data sharing methods have created essential barriers
which need to protect personal data while maintaining confidentiality standards and public trust.

Problem definition PPDP aims to release useful datasets while preventing re-identification, attribute
inference, and membership attacks [6]. In practice, organizations must balance three conflicting objectives:
privacy protection, analytical utility, and scalability [7]. Overly aggressive anonymization or perturbation can
destroy statistical structure and model performance, whereas weak protection exposes individuals to harms such
as discrimination, reputational damage, and regulatory penalties [8]. Regulations including the general data
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protection regulation (GDPR), the California consumer privacy act (CCPA), and the health insurance portability
and accountability act (HIPAA) further require organizations to justify anonymization choices, document
residual risks, and demonstrate compliance when sharing data for research or operational analytics [9].

Table 1. Comparative analysis of major anonymization techniques in PPDP scenarios

Technique Privacy guarantee  Data utility  Scalability Computational complexity  Regulatory compliance
k-anonymity Weak High Moderate Low Limited
I-diversity/t-closeness  Moderate Moderate Moderate Moderate Moderate
DP Strong Variable High Moderate High
Synthetic data Moderate-strong High High High High
FL Strong Variable High High High
SMPC Strong Variable Low Very high High
HE Strong High Low Very high High
Blockchain-based Moderate-strong Variable Low High Moderate
Quantum-safe Strong Variable Moderate High High

A wide range of anonymization techniques has been proposed for PPDP [10], [11]. Classical models
such as k-anonymity, I-diversity, and t-closeness remain influential, and recent work continues to refine them
through optimization-based and clustering-based algorithms that reduce information loss and mitigate
skewness and homogeneity attacks [12]. In parallel, modern approaches—including DP, synthetic data
generation, FL, SMPC, HE, and blockchain-based access control—have been adopted in domains such as
healthcare, finance, and smart cities [13], [14]. Several surveys review subsets of this landscape, focusing on
big data anonymization, microdata de-identification, DP, or synthetic data, but they typically concentrate on
specific techniques or sectors rather than providing a unified perspective.

Despite this rich literature, there is still limited work that jointly: i) compares traditional and modern
anonymization techniques under a unified taxonomy, ii) analyzes privacy—utility—scalability trade-offs across
heterogeneous application domains, iii) connects technical mechanisms to concrete legal and ethical
requirements, and iv) discusses emerging threats from Al-driven attacks and quantum computing together
with corresponding quantum-safe and hybrid solutions. Existing surveys often address a single family of
methods or a single domain and rarely integrate attack models, regulatory guidance, and deployment
considerations into one coherent framework.

The survey evaluates all anonymization methods which defend PPDP data from disclosure. The
research contains three essential findings which are: i) systematic taxonomy: the study establishes a
classification system which organizes anonymization methods into two categories of traditional and modern
techniques that include quantum-safe and blockchain-based solutions while showing their relationship to
privacy threats and attack models (Figure 1), ii) in-depth comparative analysis: the research performs an
extensive evaluation of privacy protection systems and data utility and system operational performance and
calculation needs and official regulations for different anonymization techniques which are shown in Table 1,
iii) emerging trends: the research identifies three new trends which include artificial intelligence (Al-based)
data protection methods and privacy threats from big language models and generative Al systems and
decentralized systems based on blockchain technology and FL and quantum-resistant encryption methods,
iv) legal and ethical context: the research investigates how GDPR and HIPAA and CCPA and other privacy
regulations affect anonymization methods while it identifies ethical problems which stem from privacy
protection data distribution methods, v) future directions: the paper presents current research obstacles which
need solution to develop deployable PPDP pipeline-based anonymization systems that provide scalability and
robustness and explainable results, and vi) significance: the survey combines attack models with current and
previous anonymity techniques and legal frameworks and ethical standards and modern technological
advancements to establish a unified resource which serves users from academic and professional
backgrounds. The system enables users to choose methods for data protection while performing risk
evaluations and designing systems which protect sensitive information during healthcare and financial and
smart city data publication. The research develops advanced hybrid and explainable anonymization systems
which achieve improved results in privacy protection and data utility and system performance.

The subsequent sections of this survey are organized as follows. Section 2 conducts a detailed
examination of privacy threats along with their attack models. Section 3 assesses the effectiveness of
conventional data protection methods which use anonymization techniques. Section 4 reviews modern
techniques which improve existing data protection systems. Section 5 provides a detailed evaluation of the
privacy preservation versus data utility trade-offs. The legal and ethical frameworks which control privacy
practices are explained in section 6. The current obstacles are described in section 7 while potential research
directions are specified. The section 8 of the paper combines essential findings with concluding statements.
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2. PRIVACY THREATS AND ATTACK MODELS

The process of anonymization needs to be based on the understanding of adversary capabilities. This
section explains privacy threats, attack models, and their implications, with real-world examples and
emerging risks.

2.1. Re-identification attacks

The re-identification attacks reveal individual identities by connecting anonymized records to
external datasets. The linkage attacks involve matching quasi-identifiers (e.g., age, gender, and zone
improvement plan (ZIP) code) with external sources. Narayanan and Shmatikov [15] demonstrated how
Netflix user de-anonymization occurs through matching movie ratings with internet movie database (IMDb)
profiles even when data is sparse. The re-identification of medical records became possible through the use
of voter registration data according to Sweeney [16]. The singling-out attacks involves separating a record
into a small group which makes re-identification more probable [17]. A person becomes identifiable through
unique attribute combinations even when there are no exact matches in the dataset. The temporal re-
identification attack emerges when dynamic datasets like mobility traces allow adversaries to track records
across time through behavioral pattern analysis [18].

2.2. Background knowledge attacks

The attackers can use their existing knowledge to identify important personal details which belong
to the victim. For instance, if an individual’s demographic information is available and it is known that it is
part of a dataset, it is possible to deduce confidential information such as medical conditions. Such inference
attacks typically rely on two main sources of auxiliary information. Researchers can identify political
affiliations through survey data which seems anonymous by analyzing external knowledge from public
records and social media content. Second insider threats create a major security threat because people who
have authorized access to specific parts of the dataset including data analysts can purposefully or accidentally
violate privacy standards. The scenarios demonstrate why organizations need to implement strong
anonymization methods which protect data from being traced back to individuals and stop sensitive
information from escaping [19].

2.3. Homogeneity and skewness attacks

Traditional anonymization techniques face essential security risks because of homogeneity and
skewness attacks which target k-anonymity. A homogeneity attack occurs when all records in an equivalence
class possess identical sensitive attributes which allows an adversary to determine these attributes with
absolute certainty [20], [21]. The hospital dataset becomes vulnerable to privacy breaches when patients are
grouped by ZIP code because all members of a particular group share the same medical diagnosis. The
skewness attack takes advantage of unbalanced distributions of sensitive attributes [22]. Attackers can make
probable inferences about rare attribute occurrences through skewness attacks because these attributes
dominate their respective equivalence classes. The attacks demonstrate that k-anonymity fails to safeguard
data so researchers must create advanced privacy models which will serve as defense mechanisms.

2.4. Inference attacks in machine learning
Machine learning integration into data-driven systems creates new privacy vulnerabilities which
attackers can use to their advantage.

— The model inversion attacks: which allow attackers to rebuild original training data from the output of
models. The research by Fredrikson et al. (2015) [23] proved that neural networks trained on images
could reveal personal identities through facial feature extraction.

— The membership inference attacks: the main goal of membership inference attacks attack is to identify
which data points were used to train models while creating substantial privacy risks in healthcare and
other sensitive domains through FL. Shokri et al. (2017) [24] demonstrated how healthcare models could
be targeted to infer the participation of individual patients.

— The membership inference attacks: the main goal of membership inference attacks attack is to identify
which data points were used to train models while creating substantial privacy risks in healthcare and
other sensitive domains through FL. Shokri et al. (2017) [24] showed that healthcare systems could be
used to identify which patients took part in the study.

— The attribute inference attacks: which try to discover private characteristics such as ethnicity or medical
conditions through non-sensitive input data. The study by Yeom et al. (2018) [25] demonstrated that
genomic models would reveal hidden characteristics by accident.

— The adversarial attacks: is to create specific inputs which take advantage of model vulnerabilities to
reveal private information or modify model responses. The research by Xu et al. (2023) [26] demonstrates
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how attackers can use these inputs to modify model outputs while extracting confidential data. These
attack vectors demonstrate the urgent requirement for strong privacy-protecting solutions in machine
learning systems.

2.5. Emerging threats

The domain of data privacy experiences increased security threats because attackers implement
sophisticated methods and emerging technologies to execute their attacks. Graph-based attacks use the
structural features of graph-based data including social networks to identify individuals after anonymization
processes. The research by Backstrom et al. (2007) [27] showed how attackers use network connections
between nodes to overcome privacy protection systems. The emergence of large language models (LLMs)
has created a new threat through Al-driven attacks which can reveal sensitive information from text data that
appears to be anonymous. The research by Carlini et al. [28] revealed that these models can retrieve private
content from training data which requires the creation of new defensive system. Quantum attacks will
become the future security threat which will compromise all current cryptographic systems that protect
anonymity. The encryption systems which Shor's algorithm [29] can decrypt prove that privacy-preserving
technologies need quantum-resistant solutions. The new vectors demonstrate why organizations need to
predict and solve privacy risks which impact current and future computational systems.

3. TRADITIONAL ANONYMIZATION TECHNIQUES
Traditional methods group individuals to obscure identities, focusing on quasi-identifiers and
sensitive attributes. This section expands on their mechanisms, applications, and limitations.

3.1. k-anonymity

The privacy model k-anonymity protects each unique combination of quasi-identifiers by ensuring
they exist in at least k records so individual records become indistinguishable when grouped with k or more
records [16]. Multiple essential systems need to operate correctly for this principle to become effective. The
generalization technique replaces detailed attribute values with more general categories through the example
of converting 32 years old into the age bracket "30-39". The suppression method removes both specific data
points and complete records which present re-identification threats because they exist in infrequent ZIP code
regions. The bucketization process uses pre-defined bins to convert numerical data while maintaining order
relationships but it decreases the accuracy of the information.

The technique has become a required method for releasing public datasets which includes census
microdata and healthcare records anonymization to fulfill privacy regulations. The deployment of
k-anonymity faces various operational barriers which affect its implementation process. The k-anonymity
model remains vulnerable to homogeneity attacks which occur when all records in a group have identical
sensitive attributes and background knowledge attacks that exploit external information to break anonymity.
The process of increasing K values typically requires excessive generalization which leads to substantial data
utility reduction.

The Mondrian algorithm [30] improves k-anonymity protection for multiple-dimensional data sets
by using an optimization method which maintains data utility while providing enhanced privacy protection.
Research has developed k-anonymity through two optimized methods which combine optimization
techniques with clustering algorithms to achieve enhanced privacy-data disclosure tradeoffs while protecting
against attacks which use similarity patterns and data distribution imbalances in complex datasets. Complex
data environments require advanced anonymization models because these systems need to solve basic
problems which protect data while operating system functions.

3.2. I-diversity

The privacy model I-diversity protects sensitive information by requiring each equivalence class in a
dataset to contain at least | different sensitive attribute value [21]. The model solves specific vulnerabilities in
k-anonymity through its introduction of semantic diversity in sensitive attributes which minimizes attribute
disclosure risks.

The privacy model I-diversity has received multiple extensions to fulfill different privacy
requirements. The privacy model Distinct I-diversity requires each equivalence class to contain | different
sensitive values, but entropy I-diversity uses entropy maximization to defend against inference attacks. The
privacy model recursive (c, I)-diversity adds a supplementary restriction which limits the prevalence of
dominant sensitive values to protect against attribute disclosure risks.

The implementation of I-diversity proves useful in medical records and survey data because it
enhances k-anonymity by requiring diverse diagnoses or survey responses among similar demographic
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groups. The model contains several drawbacks in its implementation. The model remains susceptible to
skewness attacks because of its weakness against uneven distributions of sensitive attributes while its utility
decreases when diversity constraints become too strict because it leads to excessive data generalization.

For example, the hospital dataset must contain a minimum number of different diagnoses for each
demographic category under I-diversity enforcement. The dominance of the common flu in the dataset could
potentially expose sensitive information even when diverse requirements are in place.

3.3. t-closeness

The privacy model t-closeness controls how sensitive attributes within any equivalence class can
differ from their overall dataset distribution through a predefined threshold t which uses statistical distance
metrics like Earth Mover’s distance [31]. The distributional similarity constraint protects sensitive attributes
from disclosure risks because it maintains minimal disclosure risks.

The main goal of t-closeness is to stop attackers from exploiting statistical differences in local data
subsets through skewness and inference attacks. The model protects against privacy breaches by maintaining
global distribution characteristics in each equivalence class.

The privacy model t-closeness functions best with numerical sensitive attributes in datasets which
contain income levels and medical test results because it preserves statistical properties to protect against
attribute inference attacks. The model contains specific difficulties which need to be addressed. The
requirement for exact distributional matching leads to substantial data utility deterioration which becomes
more severe when working with restricted datasets that exhibit limited natural data variation. The calculation
of distributional distances becomes difficult when working with big datasets that have many dimensions
because of performance challenges that arise from complex computations. The t-closeness framework has
developed through various modifications which employ Kullback-Leibler (KL) divergence as a distance
metric to support different data characteristics and analytical requirements.

3.4. Pseudonymization

The pseudonymization process requires the substitution of personal information and social security
numbers with pseudonymous tokens which function as coded identifiers that maintain direct identification
capabilities. The substitution process makes it harder to identify data directly but the information stays
traceable because of the linkage keys that exist in the data. The GDPR treats pseudonymized data as personal
information which must follow all regulatory standards while the article 29 working party [32] provides
supervisory guidance that pseudonymization reduces data identifiability but does not eliminate it so
organizations need to implement appropriate technical and organizational security measures.

The banking industry together with research organizations protect privacy through
pseudonymization because this method enables them to use their analytical systems while maintaining data
protection. The research method contains a major weakness because pseudonymized data becomes
vulnerable to identification threats when researchers combine additional datasets or conduct linkage or
perform inferential attacks. The process of pseudonymization functions independently from true
anonymization because it does not provide a full protection against revealing personal identities. The analysis
of clinical-trial datasets becomes private through coded IDs instead of patient identifiers but external records
and registries could reveal the true identities of patients.

3.5. Practical considerations

The implementation of anonymization techniques requires domain experts to conduct complete
assessments for quasi-identifier selection because this process requires their specialized knowledge. The risks
from insufficient anonymization are dual because both excessive generalization or suppression result in major
data utility loss and insufficient anonymization makes privacy breaches through re-identification more likely.
The software tools anonymization and re-identification risk analysis (ARX) and Amnesia offer specific
frameworks which let users run established anonymization models such as k-anonymity and I-diversity to
solve these problems. The tools which Prasser et al. [33] describe how to enable users to set up anonymization
parameter settings through interfaces which help them assess and enhance protection levels without
compromising data analysis capabilities. Research conducted during recent times combines these tools with
improved k-anonymity and I-diversity algorithms and clustering methods which adjust to particular domains to
obtain superior privacy-utility tradeoffs for modern high-dimensional and streaming data sets.

4. MODERN ANONYMIZATION APPROACHES

Modern techniques solve existing field problems through mathematical methods which combine
cryptographic approaches and machine learning algorithms. The following section explains the operational
systems and their current state of development and actual system implementations.
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4.1. Differential privacy

DP is a formal privacy framework that ensures the inclusion or exclusion of any individual’s data in
a dataset has a negligible impact on the outcome of an analysis. A mechanism satisfies (¢,6) DP requirements
when it modifies individual data records in ways that produce output probability changes which stay within
the established & (privacy budget) and & (failure probability) limits [34]. The privacy-utility trade-off
becomes quantifiable through € which shows the extent of privacy information disclosure.

Multiple systems exist to put DP into operational use. The Laplace mechanism adds Laplace
distribution noise to numerical query results which depends on the query sensitivity level. The Gaussian
mechanism achieves DP through Gaussian noise addition which delivers the best results for systems that
need to run multiple iterations. The exponential mechanism enables DP to handle non-numerical outputs
through a utility function which determines the selection of results through probabilistic methods.

DP has been adopted in large-scale, real-world applications. The U.S. Census Bureau used DP to
defend demographic information during the 2020 Census [35]. The randomized aggregatable
privacy-preserving ordinal response (RAPPOR) framework from Google uses local perturbation to collect
telemetry data which becomes part of the framework [36] while Apple implements DP to study combined
emoji usage statistics without exposing user information. The field has seen two major developments which
involve local DP for pre-aggregation data perturbation and privacy-enhancing FL that combines DP with
decentralized model training for better security and scalability [37].

The system DP keeps its useful characteristics but faces multiple major operational problems which
affect its performance. The introduction of noise leads to major precision deterioration which becomes most
difficult when working with restricted data sets and complex database queries. The selection of an
appropriate € value becomes difficult because it depends on particular situations. OpenDP and TensorFlow
Privacy operate as open-source libraries which enable researchers and practitioners to perform DP data
analysis through their ability to preserve privacy while maintaining useful results.

4.2. Synthetic data generation

The process of synthetic data generation creates artificial datasets which maintain both statistical
properties and structural elements of actual data through the implementation of generative adversarial
networks (GANSs) [38] and variational autoencoders (VAESs) and diffusion models [39]. The methods become
more secure when DP protects them during training because they reduce the chances of identifying individual
data points [38].

This method has become a standard tool which scientists use across different fields of study.
Synthetic electronic health records (EHRS) in healthcare enable research and model development without
compromising patient privacy [39]. The financial industry uses synthetic transaction datasets to fight fraud
and build risk models and fulfill regulatory requirements. Social science researchers protect confidential
survey answers through synthetic datasets which allows them to share data freely while they verify their
research results. The latest advancements in diffusion-based generative models have achieved better results
than GANSs for producing authentic tabular data which maintains its original statistical properties [40].

The development of synthetic data requires solutions of various obstacles which need to be resolved
during its initial creation stage. The search for proper data privacy protection methods against real-world data
becomes difficult because untrained models generate artificial data which lacks realistic characteristics and
displays biased patterns while real-world data might accidentally disclose personal information. The process
of creating high-quality synthetic datasets which operate in complex high-dimensional domains becomes too
expensive to afford. The Synthpop framework demonstrates its operational value through its ability to create
fake census data which maintains both statistical connections and data distribution patterns for researchers
who require privacy protection of personal information [41].

4.3. Federated learning

FL represents a distributed machine learning system which allows users and institutions to train their
local models from their data while sending model updates to a central server for coordination. The
architecture maintains data decentralization which minimizes the need to expose raw datasets directly [42].

FL has been applied in diverse contexts. The predictive model of Gboard from Google uses FL to
enhance its next-word prediction system while protecting user input data from being stored. The healthcare
sector uses FL to create diagnostic models which multiple hospitals can work on together while patients
maintain their privacy [43].

FL provides several benefits, but it encounters multiple significant obstacles. The system continues
to face privacy threats because attackers can use membership inference attacks to determine which data
points were used for model training. The model convergence rate decreases and global model performance
suffers when clients have different data distributions that are not independent from each other. The
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development of personalized FL solves these problems through model adaptation which generates global
models that learn client data patterns to achieve improved accuracy and customized results [44].

4.4. Secure multi-party computation

The SMPC cryptographic system allows different parties to run joint computations on their
confidential data while keeping their input information hidden from all other participants. The three primary
methods of SMPC involve secret sharing which splits data into encrypted shares distributed among
participants and garbled circuits which transform computations into encrypted Boolean circuits and HE
which enables computations on encrypted data [45].

The SMPC protocol allows privacy-sensitive domains to function through its deployment in
financial services for credit scoring and healthcare research collaborations which protect patient information.
The practical use of this technology has become more feasible through recent developments which include
the SPDZ protocol family that provides enhanced performance through its precomputation optimization and
secure arithmetic operation capabilities [46].

The organization continues to encounter ongoing difficulties. The system encounters difficulties in
its growth because it maintains high operational costs for processing and data transfer when dealing with
large or urgent data collections. The security of certain protocols becomes vulnerable to trust-related issues
because they require trusted setup phases for their operation. The Sharemind platform demonstrates the
practical application of SMPC through its deployment which allows organizations to securely analyze joint
data by using secret sharing methods to defend their sensitive information while performing reliable
statistical operations [47].

4.5. Homomorphic encryption

HE operates as a cryptographic system which allows secure operations on encrypted data without
decryption needs thus maintaining complete data privacy throughout the entire process. FHE allows
unrestricted computations on ciphertexts, but PHE operates with restricted operations that depend on the
chosen scheme [48]. HE has been applied in a range of privacy-critical domains. Secure cloud computing
enables service providers to handle protected client information through encryption which prevents them
from obtaining access to the unencrypted data. Private machine learning operations become possible through
HE because it allows model training and inference operations on encrypted data which maintains dataset
privacy during outsourcing and collaborative work [49].

The practicality of HE has become more functional because of recent developments which benefit
machine learning operations. The CKKS scheme enables approximate arithmetic operations which provide
an efficient framework for encrypted computations of real numbers that are prevalent in ML tasks [50]. The
fully homomorphic form of HE requires high computational power which generates substantial performance
and memory consumption that makes it difficult to deploy in big systems and time-sensitive applications. The
open-source libraries Microsoft SEAL and HElib enable adoption through their optimized implementations
which let researchers and practitioners test and implement HE for privacy protection in systems.

4.6. Blockchain-based anonymization

The blockchain-based anonymization system protects privacy through distributed ledger technology
which maintains privacy while providing transparency through its built-in accountability features. The
tamper-resistant audit trails maintain permanent records of anonymization processes which enable
stakeholders to verify compliance while building trust. Organizations can prove their privacy and security
policy compliance through zero-knowledge proofs (ZKPs) which verify compliance without revealing any
sensitive information to protect confidentiality standards and meet regulatory needs [51].

The system allows healthcare organizations to exchange medical information through secure
channels which protect patient confidentiality and supply chain operators to show their operations without
exposing their confidential business information. The implementation of zero-knowledge succinct non-
interactive arguments of knowledge (zk-SNARKS) has brought major improvements to ZKP-based systems
by decreasing proof generation time [52].

The deployment of blockchain-based anonymization systems encounters various technical barriers
which include performance restrictions and large data storage requirements and proof-of-work systems that
use substantial amounts of electricity. The expenses generate opposition against the strong audit capabilities
and tamper-proof features which distributed ledgers provide. Public blockchains function without
authorization yet they enable users to see everything and defend against censorship attempts yet their
performance issues with transaction speed and high fees prevent them from supporting big PPDP operations.
Permissioned blockchains achieve lower latency and reduced energy consumption through their
implementation of light-weight consensus protocols yet they compromise on network decentralization and
create potential governance challenges. The MedRec system shows how blockchain-based audit trails create
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trust for electronic medical record sharing but it requires specific architectural decisions to achieve both
auditability and performance and sustainability goals [53].

4.7. Quantum-safe anonymization

Quantum-safe anonymization protects encrypted datasets from quantum computer decryption
through lattice-based encryption and other post-quantum cryptographic methods [29]. The integration of
guantum-resistant algorithms into PPDP processes provides enduring confidentiality protection for
longitudinal datasets with extended sensitivity periods such as genomic records and national security
archives.

The U.S. National Institute of Standards and Technology (NIST) has standardized post-quantum
cryptographic algorithms with Kyber being one of the schemes that approaches formal deployment [54].
These developments work to establish strong security measures for the expected quantum computing
environment.

The implementation of quantum-safe anonymization methods presents several significant obstacles.
The computational requirements of post-quantum cryptographic methods exceed those of traditional
cryptographic methods which can negatively affect system performance in extensive applications. The
implementation of quantum-safe infrastructure demands substantial modifications to present systems and
communication protocols. The implementation of quantum-safe digital signatures for blockchain-based
PPDP frameworks serves as a practical example according to Fernandez-Carames and Fraga-Lamas [55] to
protect against both classical and quantum adversaries.

5. UTILITY-PRIVACY TRADE-OFFS

The primary difficulty of PPDP requires finding the right equilibrium between data usefulness and
privacy protection because enhanced privacy protection methods reduce the analytical worth of the data.
Organizations need to assess their numerical performance indicators through business requirement
assessment and rigorous testing procedures to achieve their best possible equilibrium.

5.1. Metrics for data utility

The evaluation process for PPDP methods needs robust quantitative assessment methods to
determine the extent of analytical value preservation in anonymized or perturbed datasets. Information loss
metrics assess the extent of data distortion which occurs during transformation procedures by using KL
divergence and mean squared error and generalization loss to measure data distribution changes from their
original state [19]. The evaluation process for essential statistical characteristics in data maintenance uses
moment comparison methods to check mean and variance values and distributional equivalence through the
Kolmogorov-Smirnov test. The dataset proves its value for particular applications through performance
metrics which assess its capabilities by using classification accuracy and regression R2 scores and clustering
quality indices. The evaluation of query accuracy helps determine how well aggregate query results match
their original values after adding noise for DP protection.

5.2. Quantitative evaluation

The impact of PPDP methods on data utility depends on the privacy model and its parameterization.
k-anonymity maintains high utility for basic aggregate queries yet leads to substantial utility loss in advanced
analytics because it requires quasi-identifier generalization and suppression [30]. The privacy budget (¢)
determines the trade-off between privacy guarantees of DP because smaller values of € enhance privacy
protection at the expense of accuracy according to the U.S. Census Bureau’s 2020 application which
struggled with accuracy in small geographic areas [35]. Synthetic data generation maintains high utility when
generative models accurately model variable relationships and correlations yet overfitting especially in GANs
reduces generalizability and affects downstream performance [39]. The performance of FL heavily relies on
client data heterogeneity because DP noise addition typically leads to 5-10% predictive accuracy reduction in
specific applications [44].

5.3. Application-specific considerations

The relationship between privacy and utility in PPDP depends on specific domain requirements
which include operational needs and regulatory requirements and analytical needs. The healthcare field
requires high utility for diagnosis prediction and treatment outcome modeling but must maintain strict
privacy protection to meet regulatory standards and protect patient information. The combination of synthetic
data generation with DP techniques enables collaborative research by protecting identifiable data according
to Rieke et al. [43]. The financial sector depends on fraud detection systems to detect rare patterns in
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transaction data for accurate identification purposes. HE enables analysts to perform operations on encrypted
data but its high processing requirements prevent its use in real-time and big data applications [49] .The high-
speed and large-scale nature of I0oT data streams requires efficient and scalable anonymization methods
because they produce continuous data streams. The FL system operates correctly in restricted distributed
networks because it enables edge devices to develop models independently without requiring them to
transmit their complete data. The combination of bandwidth constraints with device variability creates major
obstacles which prevent large-scale 10T network deployments from achieving their maximum model
performance [44].

5.4. Comparative analysis

The evaluation of prominent anonymization techniques in Table 1 shows their performance based
on privacy guarantees, data utility, scalability, computational complexity, and regulatory compliance. The
evaluation in Table 1 provides a general comparison between anonymization methods while Figure 1
presents their conceptual classification structure.

The evaluation process shows that privacy strength and practical deployability represent two
opposing factors which appear in all assessment results. The combination of k-anonymity provides high data
utility but low computational cost which results in weak privacy protection that fails to meet strict regulatory
standards. The privacy level of I-diversity and t-closeness methods exists at a moderate level because these
improvements reduce data usefulness and extend processing duration.

The mathematical privacy protection of DP depends on the privacy budget (¢) which requires exact
parameter settings to maintain its analytical strength. The process of creating synthetic data produces useful
results which maintain acceptable privacy standards according to formal privacy models but it requires
substantial computational resources. Organizations can run collaborative analytics through FL and SMPC
which protects privacy by distributing data across different locations. The performance of FL depends on the
diversity of its data distribution yet SMPC encounters significant scalability problems because of its
expensive computation and data exchange requirements. HE provides both strong privacy safeguards and
useful data operations on encrypted data but its complex computation makes it unsuitable for big-scale or
urgent applications. The two main obstacles which prevent organizations from deploying these solutions at
large scale stem from blockchain-based systems with quantum-safe anonymization methods which provide
strong privacy protection yet introduce performance delays and make integration more difficult and affect
system scalability.

The research evaluates privacy protection functions for data publishing and anonymization through
an assessment approach which differs from previous investigations about these domains. Existing surveys
often concentrate on big data anonymization, specific mechanisms such as DP or synthetic data, or particular
application domains such as healthcare or scientific data. The research adds new information to existing
knowledge through Table 1 which combines traditional and contemporary methods to create a single
assessment system that assesses both regulatory compliance and business growth opportunities. The
framework provides healthcare and financial and smart city practitioners with methods to choose techniques
which fulfill both technological requirements and legal standards while keeping enough analytical power for
risk prediction and fraud detection and policy assessment.

6. LEGAL AND ETHICAL CONSIDERATIONS

The process of anonymization requires technical design expertise and legal compliance and ethical
responsibility to achieve proper privacy protection and data utility balance. The GDPR classifies
pseudonymized data as personal data which requires strong protection measures, but truly anonymized data
receives exemption status although proving irreversibility remains difficult because of auxiliary data risks.
Organizations that fail to comply with regulations face substantial penalties such as Google received a €50M
fine in 2019.

HIPAA in the United States provides two de-identification methods through Safe Harbor which
requires the removal of 18 identifiers and expert determination which needs statistical proof of low re-
identification risk. These frameworks support valuable applications through de-identified EHRs in healthcare
research but create operational challenges because Safe Harbor lacks flexibility and expert determination
need specialized expertise. The CCPA (California), APPI (Japan), and LGPD (Brazil) together with GDPR
principles have started to establish anonymization as a fundamental component of data governance systems
across their jurisdictions.

The ethical implications of anonymization have become essential issues for public discussion. The
improper implementation of design systems results in biased outcomes which produces unfair treatment of
minority groups as studies have shown that credit scoring systems produce discriminatory results when using
anonymized data. Organizations need to maintain public trust by explaining their methods transparently and
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getting proper consent from vulnerable groups and setting up clear technical oversight through DP's ¢ value.
Strong anonymization practices need to fulfill legal requirements and preserve social equality to defend
privacy rights which should protect all communities with equal protection.

7. OPEN CHALLENGES AND FUTURE DIRECTIONS

The field of PPDP faces various technical and practical and interdisciplinary challenges which slow
down its development despite its significant advancements. Real-time processing needs require lightweight
solutions which include streaming DP and approximate k-anonymity because these methods work with high-
dimensional data and streaming and loT-generated data while maintaining scalability. The protection of data
from adversarial attacks continues to be crucial because Al-based re-identification systems have
outperformed conventional security systems and researchers have created effective robust DP and certified
defense methods which require additional work for improvement. The complex nature of GANs and fully HE
makes it difficult to achieve explainable anonymization because their uninterpretable models create
challenges for trust-based systems and regulatory compliance and auditability processes. The growing use of
hybrid methods which unite DP formal guarantees with synthetic data utility and FL decentralization requires
optimized management to prevent performance degradation. The need for quantum-safe anonymization
methods has become essential because quantum computing poses a threat to cryptographic primitives thus
lattice-based encryption standards are currently being integrated into sensitive genomic data protection. The
need for Al systems which defend user privacy has grown because big language models and foundation
models face data exposure risks when memory storage systems fail or information systems get breached but
DP-based fine-tuning and federated LLMs serve as security measures. The technical development of PPDP
faces various interdisciplinary challenges which need both regional governance frameworks and user-
centered design methods to achieve ethical deployment and improve professional and policy-maker
comprehension. The protection of privacy requires continuous collaboration between computer scientists and
legal experts and ethicists and industry stakeholders to stay ahead of data innovation developments.

8. CONCLUSION

The survey provides a single perspective about anonymization methods which protect personal
information during data publication through both traditional and contemporary privacy preservation
techniques. The survey examines both traditional privacy models which include k-anonymity and I-diversity
and t closeness and pseudonymization and advanced methods which include DP and synthetic data creation
and FL, SMPC, HE, blockchain-based systems, and quantum-safe encryption. We built our research on a
systematic evaluation of existing studies which led to the development of a classification system that groups
these methods based on their privacy protection levels and their ability to preserve data quality and their
performance capabilities and their algorithmic requirements and their compliance with privacy regulations.
The assessment of privacy threats and attack models and GDPR and HIPAA regulation evaluation shows that
PPDP requires technical design implementation to meet legal and ethical requirements instead of depending
on algorithmic anonymization for solution. The review demonstrates that different techniques work best for
specific situations because no single method provides complete solutions for every environment. The
development of hybrid solutions which unite DP with synthetic data and FL systems shows promise for
future applications which must also provide explainable results and auditable trails and resistance to quantum
attacks. The future research agenda needs to create evaluation techniques and standardized testing tools and
multiple areas of expertise to develop efficient PPDP systems which protect privacy while maintaining
essential data worth for ethical data-based development.
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