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 Visual communication has become more popular in recent years. Because 

data must be transferred safely over a restricted bandwidth, then techniques 

of data security and preservation such as masking and encryption have to be 

included after the optimization process for the image in question. The two 

most common methods of data protection are encryption and steganography. 

Steganography is a way for covering data that is hidden in another medium 

without leaving any proof of the data being changed, whereas cryptography 

converts regular data into incomprehensible data, which is known as 

scrambled data. Using the least significant bit (LSB) technique, the 

information was scrambled with graphics. The Vernam encryption algorithm 

and the advanced encryption standard (AES) will have a side in the proposed 

method in the encryption step. The three improvement proposals using 

quality standards and encryption will be compared with the Vernam 

encryption algorithm and the AES encryption algorithm. The effect of the 

improvement ratio and the size of the encrypted data with different threshold 

values will be investigated. 
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1. INTRODUCTION 

Advances in computer, telecommunications, and electronics have resulted in a broad perspective in 

the field of multimedia, which is continually developing in terms of features and technological advancements 

[1]. Every day, we have more multimedia tools and applications on the internet, in our homes, and elsewhere. 

For better results, our usual television (TV) broadcast crew has moved to the digital section. There are 

various issues associated with the rapid rise of multimedia [2], [3]. 

With the introduction of the compact disc and CD-ROM CDI in the 1990s and the availability of 

high-memory and low-cost computers, users were able to create rich programs that served the demands of 

researchers and others interested in applications, games, and education [4]. Video is being employed in a 

wide range of purposes, not simply for entertainment. Video conferencing, medical diagnostics, and security 

gadgets are more valuable everyday tools, but they require improvements in means and data protection [5], 

[6]. Today, reliance on digital media is not limited to the fields of games or education, but has evolved into a 

targeted media tool that has an impact on societies. As a result, it is necessary to raise awareness of its use in 

a way that serves the public interest and increases society's culture and awareness, while also maintaining the 

confidentiality of the transmitted information. Recently, programs and apps have become reliant on the 

integration and integration of two or more sensory media into an educational environment in order to deliver 

various knowledge and experiences. Illustrations, animation, maps, and other media can also be used [7]. 

https://creativecommons.org/licenses/by-sa/4.0/
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Many educators have emphasized the importance of using multimedia in the classroom because it facilitates 

the teaching and learning processes as well as the creation comprises an information database that allows the 

learner to freely engage and deal with the educational program, as well as access knowledge in a range of 

forms and formats, allowing the student to gain a variety of practical skills when using this knowledge in new 

educational scenarios [8], [9]. 

 

 

2. METHOD  

Steganography involves embedding the important information in techniques whereby only the 

sender and receiver can detect the hidden data. Although all media are suitable for steganography, the most 

widely used are videos and images because they contain a large percentage of repetition, so the embedding 

data get less disturbed. Encryption is the process of transforming one type of information into another using 

mathematical equations that require the existence of specific values, which are the encryption key [10]. The 

goal of encryption is to change data from readable to unreadable to prevent unauthorized parties from reading 

or dealing with it, but the problem is that it's easy to discover that the unread image is encrypted right away 

[11]. To transform the regular image (the secret message) into the encrypted image, the encryption procedure 

requires an encryption key and the Vernam encryption technique was utilized in this work [12]. The key, 

which is kept secret, is merged with the original photographs and an algorithm to carry out the encryption 

procedure. To restore the original images in this way, you'll need the encrypted photographs, the technique, 

and the encryption key [13], [14]. One-key encryption is the first, while two-key encryption is the second. 

Figure 1 depicts the system for security stage. 

 

 

 
 

Figure 1. System for security stage 

 

 

3. RELATED WORK 

Research by Uhl and Pommer [15] demonstrate how selective encryption can be used to establish a 

balance between security and processing needs. Wavelet image encoding, particularly wavelet packets, can 

be utilized for effective selective encryption. They discuss the benefits and drawbacks of each in terms of 

security and speed. Research by Hussein [16] uses the two methods for video compression, intra and inter 

coded frames. Intra coded frame based on removing the spatial redundancy that found in the same frame and 

inter coded frames based on removing the temporal redundancy that found between successive frames by 

using motion estimation algorithms. In this method (inter coded frames) two compression approaches have 

been proposed. The first approach is constructed from seven algorithms of motion estimation algorithms 

(forward motion estimation); namely, exhaustive search algorithm (ES), three step search (TSS), new three 

step search (NTSS), four step search (4SS), diamond search (DS), adaptive rood pattern search (ARPS), and 

simple and efficient search (SES). 
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Research by Younsi [17], you will learn how to use visual basic to create a package that will 

implement the operations used in a lossy compression strategy to compress two-dimensional images. The 

transform, quantization, and entropy encoding processes are the three main operations in this method. To 

begin, the wavelet transform is applied to two-dimensional digital pictures. Then, with no obvious loss during 

normal viewing, scalar quantization is used to reduce the redundancies in the images. Finally, an entropy 

encoder is used to compress the image in an effective manner, resulting in a significant reduction in image 

size. The operations are reversed to rebuild the compressed image. 

Research by Sanai et al. [18] attempts to give recipe for selecting two proposed image compression 

algorithm based on wavelet and multiwavelet approaches as well as to make comparison of these approaches 

on gray–scale image. Image compression using wavelet transform was first achieved using Daubchies 4 basis 

function. It is applied to each 8×8 block of the image. Hassan and Younis [19] presented two distinct image 

compression and encryption techniques. In the first, the image is decomposed in the spatial domain using a 

quad tree-based technique. In the second, a wavelet transform and a variation of the set partitioning in 

hierarchical trees (SPIHT) method are employed to deconstruct the image in the transform domain. In this 

paper, a partial encryption method takes advantage of the tree structure to reduce, if not remove, the necessity 

for secret-key encryption. 

Research by Abdulsada [20] show how selective encryption can be used to strike a balance between 

security and processing requirements. For effective selective encryption, wavelet image encoding specifically 

wavelet packets can be used. In terms of security and speed, they analyze the merits and downsides of each. 

This is especially true when image encryption and compression are combined. According to Lin et al. [21], 

SPIHT and advanced encryption standard (AES) were combined to provide a partially encrypting system. 

Compressed SPIHT bit streams are recognized in this technique based on their value to signal quality. Then 

AES is used to encrypt only the important information that a user can define and choose.  

Research by Parimi et al. [22] experimentally compare different ways to represent discrete cosine 

transform (DCT)-encoded visual data in scalable way in terms of their suitability for partial encryption. 

Research by Winder and Bibb [23] discuss the safety of sending medical photos over the internet. They 

propose two cryptosystems: i) the tiny encryption method (TEA) which is a very quick algorithm by block 

and ii) a stream cipher based on Vigenere's ciphering. They demonstrate the distinctions that exist between 

them. Khan et al. [24] presented a steganography algorithm for images using a neural network (NN). They 

used cover images and hidden secret data to extract features, which they then fed into NNs to generate 

outputs. The primary advantage of a NN is that it can sacrifice any non-linear functions. 

Gulhane and Alvi [25] published wavelet transform steganography techniques, these algorithms 

offer several advantages when embedding information. A novel steganography technology for embedding 

sound files has also been developed by a group of researchers. They employed least significant bit (LSB) 3 

instead of LSB1 of the cover for embedding to boost robustness.The algorithm used computer forensics in a 

new technique to improve information security. One of the best features of this method is how tough it is to 

implement. 

 

 

4. THE PROPOSED METHOD 

4.1.  The sender's perspective 

Encrypting and hiding the image, then moving on to the next image, and so on for all four photos (in 

other words, each image to which the encryption and hiding processes are applied before moving to the next 

image ), as shown the Figure 2. 

 

Algorithm. Process of encryption 
Input: Enhanced Images. 

Output: Stegano Images in Video  

Step1: Enter the upgraded photos to be hidden (which are represented by four colour images) 

and the data-hiding cover movie. 

Step2: Enter the secret key, which will be used for encryption and decryption, with a value 

between 2 and 255. 

Step3: To use in the enhanced image encoding procedure, extract the last image from the 

video. 

Step4: Make the images that will be hidden the same size as the cover video. 

Step5: Complete the rest of the image using the secret key to create the image X. 

Step6: To create the image, divide the image by the secret key. Y 

Step7: To create an image, combine the image with the image extracted in step 3. 

Step8: For each colour image, the encoding method produces three colour images (X, Y, Z) 

Step9: Repeat steps 4–7 for the remaining photos. Using the encryption key, each image from 

the previous stage is buried at random points throughout the video. Following are the 

stages that each image goes through: 
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Algorithm. Process of hiding 
Input: Stegano Images in Video. 

Output: Original Images and Video  

Step1: Generate 36 random spots (9 for each optimized image) inside the video, where random 

locations are generated using the secret key. 

Step2: The color image X is separated into three levels: R, G, and B, and the three levels 

are hidden in three images within the video in the least significant bit, where each pixel 

represents eight bits that are hidden as follows: For all locations in each plane of the 

image X, 3 bits in R, 3 bits in G, 2 bits in B. 

Step3: Repeat steps 2 and 3 for the photos Y and Z.  

Step4: For each encoded image consisting of, operations 1 and 2 are repeated (X, Y, Z).  

 

 

 
 

Figure 2. The general structure of the encryption and masking process 

 

 

4.2.  Side of the recipient 

The extraction and decoding of the secret image, followed by the extraction and decoding of the 

following image, for each of the four photos, and so on (in other words, each image to which the two 

processes of extraction and decoding are applied before moving to the next image), as shown in the Figure 3. 

 

Algorithm. Recover images that have been hidden 
Input: Four encoded and optimized images from the video, as well as the secret key 

Output: Encrypted images. 

Step1: Entering the secret key needed to decode and extract the four images from the video 

that are used to generate random numbers, which reflect the frame numbers in which the 

photos were hidden, which are 36 random locations, and the hidden and encrypted images 

inside the film. 

Step2: Extracting the four hidden images in random positions, with RGB layers for the image 

x, y, and z in every three consecutive spots. 

Step3: Merge all images in sequential locations to generate the colour coded image X, the 

next three images to generate Y, and the next three images to generate z, where each x, y, 

and z represents one image of the enhanced images, implying that every nine frames contains 

only one image of the enhanced images. 

Step4: Repeat steps 3–4 to retrieve the remaining three encrypted photos from the remaining 

locations. 

Step5: From the video, four encrypted and optimized pictures are extracted. 

 

Algorithm. Excision of code 
Input: Encrypted images. 

Output: Four Reconstructed Images and video clip. 
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Step1: Extracting the video's last frame for use in the encoding procedure. 

Step2: Use the key of secret to multiply the image X. 

Step3: Making a composite of image X and image Y to create the original image 

Step4: To create the image, subtract the image extracted in step 1 from the image obtained 

in step 3. 

Step5: Continue using steps 2–4 for the remaining three pictures. 

 

 

 
 

Figure 3. General structure of decoding and masking 

 

 

5. RESULTS AND DISCUSSION 

The second proposed approach is security stage: encryption and steganography. Where each image 

is encrypted using an image extracted from the video which is the carrier of confidential data and results, 

where the protection process goes through two stages: the stage of encryption using the development of the 

encryption algorithm Vernam and merging it with the algorithm AES, in two gray images (a),(b) from the 

encryption process as shown in Figure 4, then enters another encryption stage which is a method AES as 

shown in Figure 5, that makes it more difficult to decode and get the resulting we. The image results are 

displayed in the MATLAB window as shown in Figures 4 and 5 for (a) dan (b). 
 

 

  
(a) (b) 

 

Figure 4. Represent images (a), (b) encoded with Vernam cipher after optimizing them with adaptive filter 

and PCA filter 
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(a) (b) 
  

Figure 5. Represent images (a),(b) encoded with Vernam and AES cipher (proposed method) after optimizing 

with adaptive filter and PCA filter 

 

 

The second proposed method is based on hiding the optimized and encrypted images in the frames 

of a video clip, which has over 2,000 frames. Only 72 frames were chosen for data hiding and to complete 

the work of the second proposed method, as shown in Figure 6. Where this data is hidden in random 

segments inside the video using the LSB method and algorithm, depending on a secret key shared between 

the sender and recipient, then the same secret key is used in the video encryption process which was it also 

serves as a disguise for the two images that have been encrypted. As shown in Table 1 and Figure 7, the 

amount of time for Vernam's method and the proposed method is somewhat slow as shown that in Figure 

7(a), but the clarity of the image in the proposed method is better than Vernam's method, as well as the error 

rate as shown that in Figure 7(b),(c) for PSNR and MSE. 
 
 

 
 

Figure 6. Frames of video clips 
 

 

Table 1. Times and PSNR for the second proposed method for images (a, b) 

Images 
Image 
size 

(MB) 

The times PSNR (db) MSE 

Vernam 
cipher 

Proposed 
method 

Vernam 
cipher 

Proposed 
method 

Vernam 
cipher 

Proposed 
method 

Image (a) 797 0.242 1.031 23.721 30.521 11.622 17.688 

Image (b) 517 0.411 1.233 22.670 28.470 13.211 16.221 
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(a) The Time (b) PSNR 
 

 
(c) MSE 

 

Figure 7. The different between Vernam cipher and proposed method (a) the times, (b) PSNR, and (c) MSE 

 

 

6. CONCLUSION 

Due to the necessity to safeguard information communicated over the internet from being violated 

by unauthorized parties, many security solutions have emerged to address data leakage issues. Encryption is 

one of these options, but once the data is decoded, it will be easy to breach, thus a method to boost the 

strength of protection has been presented. Steganography's goal is to hide data by communicating between 

two parties in an unobtrusive manner to a third party. It's a strategy or technique for blocking and hiding data 

within a digital medium till it's hidden that there's a secret connection or information exchange that only he 

knows about. 

The third party can see that there is a connection between two parties (two persons or two parties) 

when security (encryption or cryptography) information is used, but he cannot interpret the information 

because it is encrypted. The third person in the instance of steganography is unaware that something is 

hidden or that there is a link between the two. On the other hand, after acquiring information that had been 

encrypted and hidden by the relevant authority, it was required to propose a method to improve the clarity of 

this information due to the loss and distortion it is subjected to after decoding and re-displaying it after 

concealment. We employed a strategy of improvement based on quality criteria to improve the information's 

clarity and retain it as much as feasible. 
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