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 In the last decade, healthcare systems have played an effective role in 

improving medical services by monitoring and diagnosing patients' health 

remotely. These systems, either in hospitals or in other health centers, have 

experienced significant growth with emerging technologies. They are 

becoming of great interest to many countries worldwide nowadays. Portable 

healthcare monitoring systems (HMS) depend on internet of things (IoT) 

technology due to its effectiveness and reliability in several sectors, as well 

as in the sector of telemedicine. This paper proposes a portable healthcare 

system in an IoT environment controllable via a smartphone application that 

aims to facilitate utilization. This proposed system can track physiological 

indicators of a patient's body as well as the environmental conditions where 

the patient lives in real-time and auto-manage databases. Moreover, this 

paper touched on a comparison between three servers, concerning data 

transfer speeds from the proposed system into the servers. 
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1. INTRODUCTION 

Previously, the science of medicine was advancing in tandem with biological advances, and it was 

not achieving the accuracy, reliability, and speed that it is now due to new technologies and modern medical 

devices. Medical devices include instruments, equipment, appliances, implants, software, materials, reagents, 

and other things that can play a variety of roles in health preservation and recovery [1]. Historically, medical 

diagnosis relied on doctors’ expertise to diagnose and discover diseases. Recently, medical diagnostic 

devices began to spread in conjunction with the emergence of technology, where the semiconductor industry, 

programming, and artificial intelligence (AI) are playing important roles in diagnosing diseases such as 

pneumonia [2], cardiovascular diagnosis [3]–[8], breast cancer [9], [10], brain tumors, diabetes diseases [11]–[13], 

atherosclerosis diseases [14]. Moreover, AI algorithms and the internet of things (IoT) assist us to detect and 

predict diseases before they occur, such as, blood pressure [15], Parkinson's disease, or to enhance COVID-19 

screening, and monitoring by cameras of people who do not wear masks to reduce the spread of pandemics 

[16], [17]. A vast range of different scientific topics has developed because of advances in AI [18], [19]. 

Healthcare monitoring systems (HMS) are a modern technology that can replace the traditional 

management of patients and their health [20]. This technology consists of wearable wireless devices such as 

watches, bracelets, or underwear with sensors that are paired with health center applications to gather 

different kinds of information concerning physiological indicators of a patient's body. Remote HMS can be 

https://creativecommons.org/licenses/by-sa/4.0/
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beneficial to patients in isolated communities and rural regions by enabling them to get care remotely from 

health centers or specialists without having to travel to visit them [21], [22]. 

Remarkably, due to the technological revolution, particularly the IoT, AI, and embedded systems, 

smart HMS began to spread [23]–[25]. These technologies have attracted and helped researchers to develop 

assistant medical systems [26] and different healthcare systems for monitoring several diseases in the last 

decade [27]. In order to develop an advanced HMS in an IoT environment [28]–[32], this paper presents a 

wearable health monitoring system that is easy-to-use, controllable by smartphone, and capable of collecting 

data, whether about physiological indicators of a patient's body or about the environment where the patient 

lives and processing and storing them on databases automatically. 

HMS allow doctors and patients to communicate over long distances, facilitating care, advice, 

reminders, awareness, remote intervention, and telemedicine services such as diagnosis and proper medical 

follow-up when the patient is in a rural area without transportation or impossibility of movement, lack of 

funding, or lack of staff. These systems are expanding to fill these gaps. There have been numerous studies on 

this topic, including one in which [33] developed a HMS based on the PIC16F877A microcontroller to collect 

data from sensors such as respiration sensors, temperature sensors, heartbeat sensors, and blood oxygen level 

sensors. This system can pick up the sensor data, encrypting it using advanced encryption standard (AES128) 

and sending it to the network through IoT, hence providing real-time monitoring of the health care parameters 

for doctors. The data can be accessed at any time by the doctor by logging in to the HTML webpage. 

Sangeethalakshmi et al. [34] presented a system that consists of a mobile application and a global 

system for mobile communication module (GSM) module for continuous wireless monitoring of patients. 

They created this system using an ESP32 microcontroller and some sensors to keep an eye on the patients 

who are either at home or hospitalized using an IoT-based integrated healthcare system to ensure quality 

patient care. The data collected by the heartbeat rate sensor, temperature sensor, electrocardiogram (ECG or 

EKG) sensor, blood pressure sensor, and peripheral oxygen saturation (SpO2) sensor is displayed on OLED 

and sent to the ThingSpeak platform. This system can send a message to the doctor's mobile phone if any of 

the parameters crosses the threshold value. 

Zouka and Hosni [35] proposed a paper aimed at integrating AI technology, such as fuzzy systems 

and artificial neural networks, into a secure HMS. They proposed this solution in order to enable their 

healthcare system to work as a smart healthcare model, capable of deciding the priority by itself depending 

on the physiological data collected from the sensor nodes which connect to the patient’s body.  

Islam et al. [36] developed a “Smart HMS in an IoT environment”. This system was built to monitor a 

patient’s basic health signs such as heartbeat and body temperature as well as the conditions in the room 

where they live in real-time. They used an ESP32 microcontroller with some sensors to capture data from the 

hospital environment, such as the level of carbon monoxide (CO), carbon dioxide (CO2) in the air, and room 

temperature and humidity. In addition, the collected data is processed and then sent to the ThingSpeak 

platform in order to enable doctors to read it remotely. 

The study published in [37] is aimed at exploring different wearable health monitoring modules that 

people wear to monitor body temperature, heart rate, pulse, blood pressure, and physiological information. In 

addition, this study aims to evaluate the effectiveness of wearable health monitoring sensors with the IoT and 

the dependability, accuracy, and reliability of the data collected by these wearable sensors. Alamsyah et al. [38] 

designed a monitoring system aiming to reduce the workload of medic personnel and to accelerate the diagnosis 

process of a patient's illness in real-time, and they tested it aiming to confirm that the system and sensors are 

working correctly. 

This paper is structured as follows: section 2 provides an overview concerning methods and 

materials used for realizing the system, as well as system architecture, sensors used (either wearable or off-

body sensors), the methodology used, and the implementation of the system in the IoT environment. The 

results and some information about servers employed, their latencies, and discussion are presented in  

section 3. Finally, section 4 concludes the paper. 

 

 

2. METHOD 

2.1.  Layers of the IoT environment 

In the context of IoT, the architecture is the structure that defines the software and the physical 

components of the system, the functional standard configuration and organization of the network, and the 

operational methods and data formats that will be used. The architecture of the IoT varies from one 

application to another, depending on the requirements and implementation. Therefore, it does not have a 

single standard reference structure. This means it does not have an easy architecture that can be followed for 

all implementations. However, its three most common architectures are three-layer, four-layer, and five-layer 
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[39]–[41]. Figure 1 presents the four-layer architecture, which we used for our system. The four-layers 

architecture of the system there are: 

a. Application layer: this layer is what the user interacts with. It is the layer responsible for sending the 

user's commands to execute an operation or to receive information and notification. 

b. Data processing layer: this layer processes information and data collected in the "perception" layer. 

Moreover, it stores and analyses the data using advanced data analytics methodologies to take decisions 

depending on the results. 

c. Network layer: this layer handles the transmission of the data collected by sensors and passes the 

commands concerning actuators. In addition, it connects the system to other devices such as servers and 

smartphones. 

d. Perception layer: it is the physical layer of the IoT architecture, where the sensors collect data and the 

actuators interact with their environment. 
 
 

 
 

Figure 1. Four-layers architecture of the system 

 

 

2.2.  Proposed system architecture 

HMS provide several options to improve or change the traditional management of patients. In 

addition, these solutions help the medical centers improve the treatment process of patients, reduce the cost 

of healthcare, and provide healthcare monitoring remotely. The architecture of this system is based on 

advanced modern technologies such as embedded systems, programmable development boards, the IoT, and 

smartphone applications. The system architecture that is shown in Figure 2 presents the structure and 

associations between the components of the proposed system. 
 

 

 
 

Figure 2. System architecture 

 

 

2.2.1. Biomedical sensors 

In the real world, the use of medical sensors is growing day by day. Furthermore, medical diagnosis 

uses many types of these sensors to improve the quality of life based on the measurements related to the 

medical condition of patients collected from them. Implantable, wearable, off-body, and environmental 

sensors are the four types of sensors [42]–[44]. The sensing section in our system is responsible for 
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measuring and reading many different measurements concerning physiological indicators of patients, such as 

the body temperature, the heart rate, the oxygen level in the blood, etcetera. In addition to several sensors 

responsible for collecting data about the patient's environment. 

 

2.2.2. Mobile application 

Simple systems are characterized by their flexibility, and they are usually free of complexity during 

employment. For the sake of simplicity and ease of use, we built this simple and flexible HMS with a user 

interface that is an Android application. This interface will help the doctors to manage and monitor the 

patient’s health without the requirement for programming or knowledge of electronics. In our system 

architecture, the section which has been titled "Mobile Application" is responsible for facilitating utilization 

and for the dynamism of the proposed system. In addition to displaying and browsing the patient's data. 

 

2.2.3. IoT cloud and server 

The term "IoT cloud and server" refers to everything related to delivering the data collected by 

medical sensors to databases on the server. In this section, we proposed a new HMS based on IoT techniques. 

Patients' data is collected by wearable monitoring sensor nodes which relate to a microcontroller (ESP32). 

This data is transmitted directly to the servers using mobile data via (SIM800L) or via Wi-Fi. Both the 

message queuing telemetry transport (MQTT) and hyper text transfer protocol (HTTP) protocols [45], [46] 

have been employed in this section in order to provide timely transfer of patients' data into servers. 

 

2.2.4. Webpage 

The "Webpage" section was built in order to visualize and display the gathered data. It has been 

developed using languages for web development such as hypertext markup language (HTML), cascading 

style sheets (CSS), and JavaScript. To visualize the data anytime and anywhere in the world, this webpage 

was built to be accessed by doctors either through their smartphones or through computers. 

 

2.3.  Healthcare monitoring system 

Due to its excellent characteristics in both processing and IoT [47], we used an ESP32 

microcontroller as a central processor for the proposed system. This ESP32 controller has been developed 

and produced as an integrated board that can be used in healthcare systems, wearables, automation, smart 

home applications, audio applications, cloud-based IoT applications, and more [48], [49]. In addition, we 

used different sensors to gather bio data concerning the patient shown in Figure 3. These sensors are divided 

into two categories: wearable sensors and patient environment sensors. 

 

 

 
 

Figure 3. Healthcare system and sensors 

 

 

2.3.1. Wearable healthcare sensors 

Recently, wearable sensor modules for physiological indicators of a patient's body have begun to 

spread and have attracted much attention. These wearable sensors can measure different physiological 

indicators such as breathing rate, body position, body temperature, blood pressure, pulse, oximeter, and ECG. 

We used in our system two sensors as wearable sensors, which are body temperature sensors (LM35) and 

dual integrated sensors to measure pulse oximetry and heart rate (MAX30102). 
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2.3.2. Patient environment sensors 

In her notes on nursing, nightingale (1860/1969) wrote that "The patient's environment plays a major 

role in enhancing his health condition, and the doctor needs to take initiative to create an appropriate 

environment that helps the patient gradually recover his health because an inappropriate environment affects his 

life or his vital or physiological condition”. We used in this proposed system four sensors to gather different 

values concerning the CO and CO2 levels, which are (MQ‑9) and (MQ‑135) respectively. Also, for gathering 

data related to air temperature and humidity, we used an integrated temperature and humidity sensor (DHT11). 

 

2.3.3. Mobile application user interface 

This proposed system was controlled by a touch screen to insert the patient's data and for configuration. 

But in this version, the touch screen was replaced with a smartphone application (Figure 4), to make the device 

lightweight and inexpensive. Moreover, smartphone applications have many advantages due to the high-resolution 

screens and advanced processors of smartphones. We developed this application to be smooth, effective, and 

completely capable of setting up the system, browsing patient information and managing the database. 

 

 

 
 

Figure 4. Smartphone application UI (user interface) 

 

 

2.3.4. Working principle 

The proposed system in Figure 5 was developed to be compact, portable, standard and controllable 

by a smartphone. The doctors utilize the Android application that was specifically created to control this 

system. Initially, the system must relate to the smartphone via Bluetooth to allow the doctor to type in the 

patient's information such as his name and identification number. Then he must verify this data if it is correct 

before he submits it to the microcontroller that will receive, process, and save this data. In the second step, 

the system will automatically connect to the network through Wi-Fi. Then, the system will start sending 

requests to a PHP file via Wi-Fi using HTTP and MQTT protocols or wirelessly using the GSM. 

The PHP file is responsible for executing requests that come from the system immediately. In addition, 

this file plays the role of mediator between the system and databases. The algorithms in this file are designed to 

be able to operationally build dynamic relational or non-relational databases to store patients' data on them. All 

these previous operations were executed in a few seconds. Subsequently, the system will start gathering data 

continuously from the patient's body and his environment and transfer it to databases via Wi-Fi or GSM. 
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Figure 5. Interconnection between the components of the system 

 

 

3. RESULTS AND DISCUSSION 

3.1.  Physical components of the proposed system 

The physical components (hardware) of this system serve as the cornerstone for the entire system. 

We built the system using an ESP32 board, which is integrated with Bluetooth and Wi-Fi. Figure 6 presents 

this microcontroller connected with sensors and a GSM module (SIM800L). We use these sensors to collect 

physiological indicators from a patient's body and data concerning the environment where he/she lives. 

The physiological indicators such as heart rate and blood oxygen saturation are collected by one 

integrated sensor, which is MAX30102. Whereas the body temperature is collected by the temperature sensor 

LM35. The MQ-9 and MQ135 sensors measure concentrations of CO and CO2 in the air to provide some 

important information about the environmental conditions where the patient lives. In addition, the 

temperature and humidity of the air are collected by the dual integrated sensor, which is DHT11. 

 

3.2.  Time between requests 

This system has been tested in three different ways. The first test was on a local server, then on the 

ThingSpeak platform, and finally on the servers of the Hostinger company. We measured the delay between 

sending a request and the response with the same characteristics of system and the same network 

performance. The result is presented in Figure 7. 
 

 

  
  

Figure 6. System’s hardware Figure 7. Test latency time between requests for 3 

servers 

 

 

3.3.  General results of the proposed monitoring system 

The proposed system was tested with different people and environments. First of all, we tested the 

connectivity with a smartphone application via Bluetooth. Then we sent the patient's information to the 

system. The time taken from sending data to the moment it reached the processor was 0.2 seconds. This time 

is the average of 30 tests. 



Bulletin of Electr Eng & Inf  ISSN: 2302-9285  

 

Healthcare monitoring system for automatic database management using mobile … (Shawki Saleh) 

1061 

This system has been designed to be autonomous in order to create databases automatically 

depending on the data received via Bluetooth. It has been tested to create databases on local servers, 

ThingSpeak, and Hostinger servers and it accomplished the intended task successfully. Figure 8 depicts the 

results of this test in detail. The time elapsed between sending (POST) data to the server and receiving a 

response (which equals "200 Ok") that indicates the databases were created correctly-was 2.015 seconds, 

2.325 seconds, and 2.213 seconds for local server, ThingSpeak, and Hostinger servers, respectively. These 

times are averages of 30 tests for each of them. Also, concerning the time elapsed between requests, this 

system has been tested on three different servers. The first test was on a local server, then on the ThingSpeak 

platform, and finally on the servers of the Hostinger company. We measured the time between sending a 

request (POST DATA) and the response, with the same characteristics of the system and the same network 

performance. We found 2.00 seconds, 15.32 seconds, and 3.6 seconds related to the local server, ThingSpeak 

platform, and Hostinger servers, respectively. The results of this test are illustrated in Figure 7. 

In fact, this proposed embedded system was developed to be autonomous, to work whenever and 

wherever, to create databases automatically for collecting data from the patient's body and his environment, 

and to analyze and store this data. The system successfully completed the tasks for which it was established 

in the IoT environment. In addition to the efficiency of the smartphone application for setting up the system, 

browsing data, receiving alerts. 

 

3.4.  The ThingSpeak platform's outcome 

Figure 8 shows the response coming from the ThingSpeak platform after creating the database 

correctly. This response represents one of the thirty responses that we relied on to calculate the response 

time. When the database was successfully created on the ThingSpeak platform, the system began to collect 

physiological indicators from the body, as shown in Figure 9.  
 
 

 
 

Figure 8. Response from thing speak 
 

 

 
 

Figure 9. Physiological indicators collected from the body 
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Physiological indicators collected from the body are automatically sent to the server depending on the 

patient ID, channel number, password, and field name. The database on the ThingSpeak platform contains 7 

fields (as shown in Figures 10-16). Each field represents one of the sensors. Figure  10(a) represents the air 

temperature measurements associated to the date when they are taken, and Figure 10(b) represents the last 

value has been measured. Further, the air humidity measurements collected by the same sensor DHT11 are 

shown in Figure 11(a) as a graph and the last value of humidity in Figure 11(b). Figures 12(a) and 13(a) 

illustrate the data collected by MQ-9 and MQ-135 concerning CO and CO2 levels in the air of the environment 

where patients live. On the other hand, the last levels of CO and CO2 are presented in Figures 12(b) and 13(b), 

respectively. We also illustrate the results of data concerning heart rate in Figure 14(a), blood oxygen 

saturation in Figure 15(a), and body temperature in Figure 16(a). In addition to their latest values has been 

taken by the sensors are illustrated in Figures 14(b), 15(b), and 16(b) respectively. 
 

 

  
(a) (b) 

 

Figure 10. Air temperature collected by sensor DHT11 as (a) global graph and (b) last measurement 
 

 

  
(a) (b) 

 

Figure 11. Air humidity collected by sensor DHT11 as (a) global graph and (b) last measure  
 

 

  
(a) (b) 

 

Figure 12. CO level collected by sensor MQ-9 as (a) graph of CO level and (b) last measure of CO 
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(a) (b) 

 

Figure 13. CO2 level collected by sensor MQ-135as (a) graph of CO2 and (b) last measure of CO2 
 

 

  
(a) (b) 

 

Figure 14. Heart rate collected by sensor MAX30102 as (a) global graph and (b) last heart rate measurement 
 
 

  
(a) (b) 

 

Figure 15. Blood oxygen saturation collected by sensor MAX30102 as (a) graph of SpO2 and (b) last measure 

 

 

3.5.  The result of the local and hosting servers 

We tested the system on the local server and then on the Hostinger servers. It gave us the same results 

because the algorithms that are responsible for managing the databases of the system are the same for each of 

them. The seven sequential figures (from Figures 17-23) show the data collected by the system. These data are: 

air temperature, air humidity, CO, CO2, heart rate, blood oxygen saturation (SpO2), and body temperature in the 

last figure of these sequential figures. These 7 figures, from Figures 17-23, represent physiological indicators 

collected from the body and environment of a patient which are saved on the local server and hostinger servers. 
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(a) (b) 

 

Figure 16. Body temperature collected by sensor LM35 as (a) global graph and (b) last measure 

 

 

 
 

Figure 17. Air temperature 
 

 
 

Figure 18. Air humidity 
 

  

 
 

Figure 19. CO level 

 
 

Figure 20. CO2 level 

 

 

3.6.  Comparison with some related works 

Table 1 illustrates a comparison between the proposed system and related work mentioned in this 

paper. This comparison is concerning the hardware used, visualization of data, servers used, encryption that 

is used to protect data, and the methods used to manage databases. This system includes many of the 

techniques that have been mentioned in previous literature. In fact, we built this system to be autonomous 

and able to synchronize databases automatically to enhance data reliability; capable of managing databases 

automatically; mobile and working anywhere, anytime due to different communication technologies that 

have been used, such as Bluetooth, mobile data (GSM), and Wi-Fi. Moreover, it is free of complexity, 

operates effectively and can send SMS alerts or make calls in abnormal conditions. 
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Figure 21. Heart-rate 

 
 

Figure 22. Blood oxygen saturation 
  

  

 
 

Figure 23. Body temperature 
 

 

Table 1. Comparison of the literature concerning hardware, visualization, and management of data 

Work Year MCU |CPU Data encryptions GUI Databases 
Databases 

management 

[33] 2017 PIC16F877A Standard AES128 LCD + WEB PAGE NO database NO database 

[34] 2021 ESP32 N/A OLED +WEB PAGE ThingSpeak Manually 
[35] 2021 Microchip A5 Algorithm LCD 2*16 Azure IoT Hub Manually 

[36] 2020 ESP32 N/A WEB PAGE ThingSpeak Manually 

[37] 2021 Unmentioned N/A LCD N/A N/A 
[38] 2020 Raspberry ssl LCD+WEB WEB Server Manually 

Proposed 

system 

2022 NodeMCU 

ESP32 board 

SSL Smartphone screen + 

WEB PAGE 

Thing Speak, local server, 

Hostinger’s server 

Automatically 

 

 

4. CONCLUSION 

The proposed solution was to create an autonomous, advanced, and portable system that is easy to use 

and free of complexity to save time and effort. We developed this system to be able to collect physiological 

indicators from a patient's body and his/her environment, analyze, store, and synchronize this data on a local 

server or on external servers such as ThingSpeak servers and real hosts such as Hostinger servers. This system 

is considered advanced compared to its peer systems mentioned in previous literature due to its flexibility and 

efficiency. It contains a control, settings, and display screen, which is an application that works on smartphones. 

In addition to the sensors, the GSM module, and the microcontroller, they are integrated with the Wi-Fi and 

Bluetooth modules, which makes it small and lightweight. This paper presented an embedded system for 

healthcare monitoring remotely in an IoT environment that works anytime and anywhere. In addition, it can 

facilitate the management of databases via a smartphone by the doctor or the person responsible for the patient. 
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