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There is growing concern about IT security in the healthcare sector due to
the number of cyberattacks. The objective of the review is to analyze the
state of adoption of computer security in the healthcare sector and provide
valuable knowledge to researchers and health organizations interested in this
field of study. An exhaustive search of international and regional articles on
computer security in healthcare organizations was conducted using Scopus,
Dimensions, and pubMed databases. Preferred reporting items for systematic
reviews and meta-analysis (PRISMA) statement was used for the selection
of articles published between 2018 and 2022. The final number of articles
considered is 50. The review explored approaches related to computer
security types, mechanisms, and technologies. The findings reveal that
blockchain is the most widely used technology to protect medical
information. In addition, network, software, and hardware security
approaches are employed, using mechanisms such as data encryption,

authentication, and access control. Based on these findings, a perimeter
security model for the protection of medical information is proposed. In
conclusion, these results highlight the importance of adopting robust security
measures in terms of networks, software, and hardware, as well as adopting
blockchain technology to improve data security in the healthcare sector.
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1. INTRODUCTION

Worldwide concern about computer security, or cybersecurity, in information technology has
increased due to the growing number of cyberattacks on various organizations. The healthcare sector is not
exempt from this problem, as sensitive data is currently handled on electronic devices. In this sense,
Sénmez et al. [1] state that during the pandemic, health systems became the main targets of cybercriminals,
which is a constant challenge in the search for optimal security for health organizations. It is important to note
that the COVID-19 pandemic has forced healthcare organizations around the world to adopt telemedicine, or
telehealth, as a form of care. However, the security standards implemented in the information systems are
inadequate or low, making them vulnerable to computer attacks, especially in developing countries.

Likewise, the COVID-19 pandemic has underscored the necessity for Latin American nations to
embrace information and communication technologies (ICT) in order to address the hurdles associated with
advancing digital healthcare. In this context, Costa et al. [2] affirm that computer security has become
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essential due to the increase in the use of information technologies (IT), the growth of internet access, and the
emergence of new technologies such as the internet of things (IoT). This has led to increased use, data
transfer over internet networks, and storage of information on servers and in the cloud. However, the massive
use of ICT has also exposed users and organizations to cyberattacks [3]. This means that once cybercriminals
can infiltrate and gain access to patient data, they are able to sell it for identity theft purposes or demand a
ransom to recover it. Therefore, there is a growing concern and need for information security in Latin
America to ensure the availability, privacy, and integrity of information.

Healthcare organizations store private patient information, including diagnoses and medical records.
However, with the use of ICT, networked systems and devices become vulnerable, and data is exposed. The
need to ensure a secure and reliable healthcare system is a fundamental priority, highlighting the importance
of protecting the privacy and confidentiality of patient’s medical information [4], [5]. To achieve optimal
security, it is essential to know the forms or types of computer security. In addition, computer security is
constantly evolving due to the increase in threats in the digital environment and is vital for many healthcare
organizations that are increasingly dependent on computer systems. Therefore, the continuous development
and adoption of security is a must for the healthcare sector.

Therefore, this systematic review of the literature (SRL) aims to provide useful knowledge to other
researchers and health organizations interested in this field of study to help them gain a better understanding
and perspective on the forms of computer security adaptations to improve the security and maintain the
integrity of medical data. In addition, this review proposes improvements and added information security
measures in information systems in the health sector based on different approaches to information security
extracted from the review of international and regional articles. Because of the development of new IT,
remote medical care and the storage of patient information in information systems are increasing, making
health systems more vulnerable to computer attacks [6]. Therefore, improving and increasing computer
security measures is of vital importance to maintaining the availability, privacy, and integrity of information
stored in information systems.

2. METHOD

Explaining the research involves conducting a SRL specifically focused on computer security in the
healthcare industry. The study aims to explore and analyze the existing literature related to this specific area.
To ensure rigor and transparency in the review process, the preferred reporting items for systematic reviews
and meta-analysis (PRISMA) methodology will be used. This systematic approach facilitates the
identification and selection of the most relevant articles from various databases and allows for the inclusion
of high-quality studies that contribute to the understanding of computer security in healthcare. By using the
PRISMA methodology, the research provides a comprehensive, evidence-based analysis of the current state
of healthcare IT security and contributes to the development of effective strategies for protecting the
industry's sensitive information. In addition, a bibliometric analysis is carried out to identify the terms that
have the greatest influence on the implementation of IT security in the healthcare sector. The research
structure is described in detail below.

2.1. Definition of research questions

The SRL encompasses the scope of peer-reviewed research through extensive classification and
analysis of already existing related publications. The first step is to define the research questions to
understand the coverage of existing works accurately. By examining related works, insights are gained that
can help researchers develop new insights or ideas [7]. Table 1 presents the research questions used in this
SLR, each of which is identified with the acronym research questions (RQ).

Table 1. Research questions
Id Questions
RQ1 What types of computer security are implemented for the protection of information in the health sector?
RQ2  What computer security mechanisms are most commonly implemented in the health sector?
RQ3  What are the technologies used to strengthen computer security in the health sector?

2.2. Holistic analysis

At this stage, both a generic and a specific analysis of the search for information was carried out. A
combination of Boolean operators was used. To carry out this analysis, the use of a database was required, so
the analysis of several databases to be used, such as Scopus, Dimensions, Science Direct, and pubMed, was
performed. After the analysis process, the Scopus, Dimensions, and pubMed databases were selected. Scopus
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is recognized as one of the largest open-access databases in the world. Dimensions and pubMed are also
open-access databases that contain bibliographic abstracts of international research. On the other hand, it was
decided to discard Science Direct to avoid duplication of information, as this platform, like Scopus, is owned
by Elsevier.

2.3. Search strategy
2.3.1. Generic search

First, an extensive search was conducted to collect a diverse selection of articles relevant to the
topic. This bibliometric search provides a comprehensive assessment of the current state of computer
security, the primary variable, at both international and regional levels. Additionally, it facilitates the
identification of various characteristics, including the countries with the highest research productivity in the
field, commonly used keywords, co-occurrence patterns, and other significant factors. To carry out this
search, the Scopus database was used, which combines quality and a large amount of metadata. Keywords
such as computer security and the health sector were used, which resulted in the obtaining of 2,730 articles.
These were exported to tools such as VOSviewer and Bibliometrix using the R programming language and
its RStudio development environment, which allowed for an exhaustive analysis.

2.3.2. Specific search

Once the research questions were formulated, a specific search was conducted using parameters to
filter the results for information related to the topic. This search was carried out using Boolean equations.
Searches were conducted in different databases: i) Scopus, where the search was performed by title, abstract,
and keywords; ii) Dimensions, where the search was performed by title and abstract; and iii) pubMed, by title
and abstract. The Boolean equation used was as follows: (("computer security" OR "cybersecurity” OR
"privacy" OR "data security") AND ("health" OR "health sector" OR “hospital™)).

2.4. Inclusion and exclusion criteria

The inclusion and exclusion criteria in SRL are essential to ensuring rigor and consistency in the
selection of studies to be analyzed. These criteria set clear limits on the types of studies and the interventions
or phenomena of interest that are considered. They also help to establish a transparent and reproducible
process that improves the quality and validity of the results obtained in the review. Table 2 shows the
inclusion criteria used to select articles, while Table 3 shows the exclusion criteria used.

Table 2. Inclusion criteria
Id Inclusion
IC1  Articles related to computer security in the health sector
IC2  Articles that consider at least cybersecurity, information security or data security parameters in the health sector
IC3  Articles published between 2018 and 2022
IC4  Open access articles
IC5  Articles written in English

Table 3. Exclusion criteria
Id Exclusion
EC1 Atrticles that do not respond to the research question
EC2 Atrticles elaborated in contexts other than health
EC3  Atrticles due to lack of results of interest

3. RESULTS AND DISCUSSION

This systematic review aims to provide valuable knowledge to researchers and health organizations
interested in the area of study through a comprehensive analysis of the various contributions and results of
the authors. To achieve this objective, an analysis is carried out at two levels: a general one, which covers a
broad panorama of the existing literature, and a specific one, which delves into aspects relevant to the
understanding of the subject. In this way, it aims to provide a complete and detailed vision that allows for a
better understanding.

3.1. About the generic search
3.1.1. Scientific production

Figure 1(a) shows that, in terms of scientific production related to health computer security by
continent, Europe is the continent with the highest number of publications. This means that there is a greater
amount of research, scientific articles, or academic papers published on this continent compared to other
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continents. It is followed by the Americas and Asia, which implies that there is also a significant amount of
research related to the field of health computer security. Meanwhile, Figure 1(b) shows the top 10 countries
with the highest number of publications. The top three countries in terms of the number of publications are
India, the United States, and China. India ranks first with more than 350 publications, indicating that this
country has outstanding activity in research and publication of studies related to computer security in the
health sector. The United States ranks second with more than 300 publications, and China ranks third with
more than 100 publications, indicating a strong focus on health IT security in these countries. These results
show that India, the United States, and China are leaders in the research and publication of studies on health
computer security. This could be an indication that these nations are actively involved in creating IT security
solutions to safeguard systems and data in healthcare.

Country

INDIA

UNITED STATES
CHINA

GERMANY
UNITED KINGDOM
AUSTRALIA
SAUDI ARABIA
MALAYSIA
CANADA

SOUTH KOREA

i i i i
0 80 160 240 320 400

Number of documents
(b)

Figure 1. Scientific production, (a) countries by continent and (b) 10 countries with the highest production

3.1.2. Generic search keyword analysis

Figure 2 shows the analysis of the bibliometric co-occurrence network carried out with the
VOSviewer software on the subject of information security in the health sector. A minimum threshold of
5 occurrences was established for the keywords; of the 10,045 keywords and 837 meet this criterion. The
analysis reveals several highlighted terms in the literature. These highlighted terms represent the areas of
greatest interest and relevance in this field of study. The most salient terms identified in the analysis are
healthcare, network security, cybersecurity, computer security, data privacy, cryptography, and
confidentiality. These terms reflect critical and fundamental issues related to healthcare IT security. In
addition, the terms highlighted in the bibliometric analysis reflect their importance in the context of computer
security in the sector. These results may be useful to guide future research and actions focused on
strengthening information security and protection in this area.
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3.2. About the specific search

3.2.1. Study selection
During the identification phase, a total of 2,968 articles were retrieved from the Scopus,

Dimensions, and pubMed databases. In the selection phase, eight duplicate records were eliminated, and the
remaining articles were examined. Using the automated selection functions available in the three databases
and considering the inclusion criteria, 2,850 articles that did not meet the established criteria were excluded.
In the eligibility stage, a complete reading was carried out to evaluate the selection, excluding 60 articles
using the exclusion criteria. Finally, 50 articles were selected for review (see Figure 3).
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Figure 2. The network of co-occurrence of keywords

—
- Records identified through database Additional records identified
% searching through other sources
n=2968 n=0
£ (n=2968) (n=0)
=
]
= Scopus || Dimensions || PubMed
) | (n=778) (n=990) (n=1200)
— [
= ‘ Records after duplicates removed
= (n=2960)
e
a
Records screened Records excluded
(n=2960) (n=2850)
—
Didn’t meet the inclusion
criteria
=
£ Full-text articles assessed for eligibility Full-text articles excluded ‘
o (n=110) (n=60)
Reason:
e Didn't address the research
questions.
Articles elaborated in contexts
2 other than health.
= Studies included in qualitative Articles due to lack of results
E synthesis of interest.
(n=50)

Figure 3. The PRISMA flow diagram of the literature search

3.2.2. Analysis of specific search keywords

A bibliometric analysis of the included articles was performed. Figure 4 shows an overlay display of
trends in keywords used by authors over a specific period. The co-occurrence of keywords is used to
represent the distribution of these words. The main concepts in each period are labeled with distinct
colors [8]. The bibliometric analysis reveals that the articles published in recent years (represented by yellow)
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have focused on specific topics related to computer security, blockchain, medical devices, and technology in
general, and all these topics are linked to the health sector. This suggests that there is growing interest in
addressing computer security in healthcare as well as exploring the potential of emerging technologies such
as blockchain to improve security and efficiency in this sector. The focus of research on these topics may be
driven by the growing need to safeguard sensitive patient data, ensure system and data integrity, and explore
innovative technological solutions to address these issues.
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Figure 4. Distribution of the most used author keywords by year

3.2.3. Classification of studies by category

After SRL's comprehensive analysis, it was classified into three main categories: type of computer
security (see Table 4), type of conventional computer security mechanisms (see Table 5), and emerging
computer security technologies (see Table 6) in the sector of health. In this way, discuss the research
questions.

Table 4. Classification by type of computer security

Types Definition Studies that consider the type of security
Network security It is a type of security designed to protect the [9]-[12]
access, use, and integrity of the network and data.
Hardware security It is a technical security measure to protect devices [13], [14]
or computers from threats or interference.
Software security ~ The technique that focuses on protecting programs [15]}-[17]

and applications installed on computer equipment
against cyberattacks and other risks.

Table 5. Classification by type of computer security mechanisms
Mechanisms Definition Studies that consider the mechanism
Data encryption It is a method that encrypts the content of [18]-[24]
information to restrict access and ensure that only
authorized parties can read or access said information

Authentication It is a method that determines the credentials of a [25], [26]

scheme user to access and obtain information

Custom security It is a method of stricter access controls that consists [27]

checks of customizing access for each user

Authentication Verifies the identity of someone or something to [24], [28]-[30]
allow access to a system and obtain information

Access control It is a method that determines who has permission to [30], [31]

access certain data
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Table 6. Classification by type of emerging technology for computer security
Studies that consider

Technologies Definition
technology
Blockchain It is a distributed and secure database that contains encrypted information [20], [28], [30],
about a transaction on the network, which prevents data manipulation. [32]-[54]
Cloud-based security It is a discipline with the sole purpose of safeguarding data in the cloud. [55]-[58]

3.3. Analysis of the research questions
Through a detailed analysis of each question, the soundness of the research is strengthened.

3.3.1. RQ1: what types of computer security are implemented for the protection of information in the
health sector?

According to Angel [9], the security of patients' electronic health records (EHRS) is a major concern
in medical information systems, which poses special challenges. For this, they consider that it is important to
protect the computer network of a health center against attacks, and it is necessary to implement mobile
guards in the network nodes, thus defending the network against malware attacks to guarantee the
information. In addition, despite the challenges and contradictions in the management and maintenance of the
security of computer networks, it is necessary to address them carefully [10]. Thus improving the security
risk in the management and maintenance of computer networks through the implementation of
countermeasures. Measures that focus on addressing pending problems and potential risks and actively
promote reform and innovation in the management and security of computer networks in the health sector.
Likewise, apply techniques to protect network computers [11]. In addition, to ensure the security of sectional
medical image (SMI) transmission, it is critical to strengthen the hospital network infrastructure by
implementing a four-tiered endpoint network penetration scheme [12]. This approach is based on leveraging
the hospital's existing network facilities and information security policies to facilitate the secure and efficient
exchange of SMIs over the internet. In this way, it seeks to establish a reliable environment that protects the
privacy and integrity of medical images during their transmission.

Likewise, the authors mention that hardware security in wearable devices is critical for monitoring
health data, as the growing popularity of wearable devices has led to their use in various fields, including
health monitoring. However, the rapid commercialization of these devices has meant that some do not meet
the necessary security standards. Strong hardware security measures are necessary to safeguard the device,
the data, and the user [13], as these devices collect and transmit data in their roles of virtualization and
connectivity. Similarly, the 10T and a variety of devices and sensors are being creatively combined in health
4.0, a promising new development in healthcare. However, its implementation can be complicated by
security challenges. For this reason, it is crucial to use a lightweight security approach based on primitive
cryptography and designed based on hardware [14], specifically to improve security.

On the other hand, the security of medical software is especially important. Therefore, it is crucial to
apply techniques to design healthcare software that combines optimal security with preserved usability [15].
Similarly, Hydara et al. [16], mention that in the last decade, cross-site scripting vulnerabilities in web
applications, including mobile versions, have been a significant problem affecting users, including healthcare
users. The authors emphasize the importance of maintaining software security through vulnerability detection
algorithms to protect user data. Similarly, healthcare organizations seek quality and secure software due to
cyber risks to medical data [17], making software security a requirement for quality and reliable healthcare.

Therefore, computer security in the healthcare sector focuses on three aspects: network security,
hardware security, and software security. Network security is the most widely used and recommended type of
security by researchers. Software security is also considered important. However, it is observed that hardware
security is used to a lesser extent compared to the other two aspects of security. This may indicate that more
attention needs to be paid to hardware security in the healthcare sector to ensure comprehensive protection of
systems and data.

3.3.2. RQ2: what computer security mechanisms are most commonly implemented in the health
sector?

Research by Geetha et al. [18], point out that the creation of secure encryption algorithms is
essential when transmitting medical images in a public environment. The use of encryption is presented as
one of the effective solutions to ensuring security in this situation. Since the encryption technique protects the
security of the transmitted health data, encrypted indexes must be included to allow queries on these data
[19]. In addition, to maintain the security of health data, an effective encryption technique must be used [22].
The encryption technique protects electronic medical records (EMRs) efficiently and securely [20], [21].
Likewise, an iris-based biometric encryption system is efficient to ensure the security of patient health data
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on a smart card, a system that uses symmetric key cryptography for encryption and secure storage [23]. On
the other hand, the integration of radio frequency identification (RFID) technology into healthcare systems
aims to improve healthcare management. However, data security issues come to the fore, and to address
security concerns in RFID-based systems, authentication and the advanced encryption standard (AES)
encryption method are used to safeguard confidentiality and data integrity [24].

Similarly, Bahache et al. [25] it is highlighted that healthcare applications that make use of wireless
medical sensor networks (WMSN) contribute to improving the quality of life, but there is a risk of
manipulation due to the lack of security in the data transmitted. Therefore, they consider that security
solutions and authentication schemes are effective ways to address this problem. On the other hand, cloud
computing is widely used in the healthcare sector, so it is especially important to implement the mechanism
of a remote authentication scheme for secure transfer of confidential files, especially patient health
information [26]. Similarly, the adoption of a security verification mechanism for medical devices, along
with verified data security parameters and appropriate custom controls, is crucial to preventing
cyber-attacks [27].

On the other hand, Ramamurthy and Pushpa [28] raise the possibility of implementing a blockchain
management system with three levels of security to protect health data. This approach involves the use of a
user authentication mechanism that verifies identity through a unique combination of identification,
password, and usage pattern. Moreover, by integrating supplementary layers of security, such as
authentication and access control mechanisms, it becomes feasible to enhance the blockchain system for the
decentralized and secure storage and retrieval of medical records [30]. Similarly, in an internet of health
things (IoHT) environment, security needs to be enhanced with authentication protocols to protect patient
data [29]. Similarly, the access control model is critical to protecting patient medical data from insider
cybersecurity threats [31], a model that ensures that only authorized users, such as patients and physicians,
can communicate with each other, beyond the established physical limits.

Therefore, it can be said that the most used information security mechanisms in the healthcare sector
are data encryption, authentication schemes, personalized security checks, and authentication and access
control. Among these mechanisms, data encryption is the most widely used and highly recommended by
researchers. The authentication mechanism is also widely used in the industry. These findings underscore the
importance of implementing strong security measures, such as data encryption, to protect sensitive health
information.

3.3.3. RQ3: what are the technologies used to strengthen computer security in the health sector?

Research by Mohammed et al. [30], mention that the secure sharing of medical information to
protect patient privacy is a major challenge. Therefore, they propose that a decentralized system that
integrates blockchain and the interplanetary file system (IPFS) to store and retrieve medical records can be a
solution to address security issues such as authentication, database leakage, and data integrity in different
environments. On the other hand, the blockchain-based personal health record (PHR) application ensures the
authenticity and security of patients' personal data through encrypted on-chain storage. Furthermore, it
enables patients to track their consent records and actively store the consent mechanism for data exchange
using blockchain technology [33]. Similarly, an exchange scheme for PHR that ensures security and protects
privacy, based on blockchain, enhances diagnostics, and data security within eHealth systems [54].

Likewise, in the EMR, the blockchain system in healthcare not only facilitates the exchange of
information between institutions but also provides adequate protection for EMRs [48]. Since the use of a
blockchain framework to store the hash value of encrypted EMR and perform verification is considered a
promising approach to ensure EMR integrity [20]. Also, to maintain security while sharing records, the
method based on consortium blockchain technology supported by proxy encryption is a solution to the
security problem [51]. Likewise, within the realm of the internet of medical things (IoMT), blockchain
technology ensures security and privacy during the exchange of data [44], [50].

On the other hand, the authors highlight that the integration of blockchain technology in the
healthcare sector emerges as a feasible and potent solution for facilitating patient-centric access and exchange
of medical information. It effectively tackles challenges such as security, interoperability, and block storage
[52], enabling cryptographic record storage [53]. As a revolutionary and decentralized technology,
blockchain safeguards data against unauthorized access [34]. Likewise, this technology is suitable to protect
and improve the security of the EHR [28], [40], [43], [45], [46] as it ensures the security, confidentiality,
scalability, and integrity of electronic health data, thanks to its distinctive characteristics of decentralization,
anonymity, integrity, and tamper-proof verification. In this sense, this technology offers significant potential
to improve the security of EHRs [47]. It is also a promising solution for the reliable and secure exchange of
health information between patients and physicians [41]. In addition, they suggest that the use of blockchain
technology can increase the protection and confidentiality of data [32].
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Kim et al. [55] mentioned that in the conventional management system of EHR, each medical center
independently handles its own medical records, resulting in challenges when it comes to sharing across
diverse platforms. Blockchain technology has emerged as a popular alternative, but full data storage is
challenging due to size and cost. To address this, they see cloud computing as a promising option with
storage and scalability benefits. However, cloud security has vulnerabilities to computer attacks; to address
this, they recommend combining it with blockchain technology. Meanwhile, Bhatia and Malhotra [56],
strengthen security in the cloud with mechanisms for secure storage of data in health systems, which replace
the shortcomings of existing approaches to conventional cloud security. Moreover, Al-Zumia et al. [57],
consider that cloud computing offers advantages in terms of having powerful computing capabilities and
large storage resources. However, it needs to be strengthened to preserve data privacy through a novel
approach in designing a private cloud-based data aggregation scheme that is resilient to mobile health
network failures, Mittal et al. [58] strengthen cloud security with an innovative algorithm that allows the
development of a secure and efficient e-health cloud model that is based on the use of identity-based
cryptography to guarantee the protection of information.

Therefore, it can be affirmed that blockchain technology is the most widely adopted by researchers
to strengthen the security of medical information. This indicates that blockchain technology is perceived as
an effective solution to address security challenges in the healthcare sector. Additionally, a few researchers
have embraced cloud-based security. However, there is a view that cloud-based security should be supported
by blockchain to ensure greater privacy and integrity in the handling of medical and patient data. This
suggests that some experts believe that the combination of both technologies could further strengthen data
security in the healthcare sector.

4. COMPUTER SECURITY MODEL PROPOSAL

As a complement to the computer security measures proposed and implemented by the authors of
the articles analyzed, this research proposes a perimeter security model that includes protection elements
such as firewalls, virtual private networks (VPN), access and identity controls, honeypots, and distributed
denial of service (anti-DDoS) systems, among others, as the first line of defense in a computer network.
Figure 5 shows the model, where healthcare users access the system through a VPN, verifying their identity
through authentication (username and password) and a digital token. Before reaching the perimeter security,
a verification against DDoS attacks is performed. Perimeter security is controlled by a next-generation
firewall (NGFW) that detects and prevents attacks through application-level security policies. In addition, a
web application firewall (WAF) is used to monitor, filter, or block hypertext transfer protocol (HTTP) traffic
to and from a secure web application. An anti-spam filter is also applied to the email servers. To access the
health data server, NGFW verification is required, and finally, a database protection shield is in place.
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Figure 5. Proposed security model architecture

5. CONCLUSION

The objective of this study was to provide useful insights to other researchers about the state and
adaptations of computer security to improve security and maintain data integrity in the healthcare sector. The
research has concluded that, in the health sector, the most used security approaches are network, software,
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and hardware security, as well as data encryption mechanisms, authentication, and emerging technologies
like blockchain and cloud-based security. Study observations suggest the importance of adopting strong
security measures in terms of networks, software, and hardware, as well as harnessing the potential of
blockchain technology and cloud-based security to improve data security in the healthcare sector. This work
has opened several questions that require further investigation. Further work is needed to address emerging
threats and challenges and to strengthen the technological infrastructure used to ensure the confidentiality,
integrity, and availability of medical information.
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