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ABSTRACT

The internet of things (IoT) research envisions a world in which common place
objects are linked to the internet and trade, store, process, and gather data from
their surroundings. Due to their inherent resource limitations, IoT devices are
typically unable to directly host application services, despite their increasing im-
portance for facilitating the supply of data to enable electronic services. Since
it can survive and work in tandem with centralized cloud systems and extends
the latter toward the network edge, fog computing (FC) may be an appropri-
ate paradigm to get around these restrictions. This paper reviews the overview
of the IoT in terms of application and design parameters and FC. Meanwhile,
this paper presents the architecture of fog computing for IoT (FC-IoT) in terms
of communication, security, data quality, sensing and actuation management,
codification, analysis, and decision-making. Additionally, this review provides
several characteristics and challenges of FC-IoT. Finally, open issues for this
paper have been discussed.
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1. INTRODUCTION
The internet of things (IoT) is one of the most talked-about innovations because of the numerous

benefits it could bring to modern life. As the IoT continues to advance, an increasing number of objects in our
surroundings will be able to connect to the Internet and communicate with one another automatically, without
any intervention from humans [1], [2]. The original motivation behind the IoT was to eliminate the need for
manual data entry by replacing it with a network of interconnected devices equipped with sensors to collect
data from their surroundings.

The integration of the IoT and cloud computing offers numerous advantages for a wide range of IoT
applications. However, given to the rising number of IoT delopements with varying platforms, the development
of new IoT applications is a difficult task [3], [4]. This is because massive amounts of data are produced by
IoT apps due to the use of sensors and other IoT devices. The next step is to evaluate these massive data sets in
order to settle on a course of action. The amount of bandwidth needed to upload all of this information to the
cloud is excessive [3]. These issues are handled by implementing fog computing.
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The phrase fog computing was first used by Cisco [5]. It’s state-of-the-art hardware, and it has many
uses beyond just the IoT. Fog computing provides similar data processing and storage capabilities to IoT con-
sumers as the cloud [6], [7]. Instead of sending data to a remote server in the cloud, fog devices can process
and store data locally. Similar communication, processing, and storage capacities are provided by fog and the
cloud [8].

Fog computing is used in the IoT to improve performance and efficiency while reducing the amount
of data that must be sent to the cloud for processing, analysis, and storage. Data collected by sensors will be
sent to network edge devices for temporary storage and operation to reduce network traffic and delay [9].

This paper provides a synopsis of research into the merits, traits, and current state of the art of fog
computing (FC) in relation to the IoT, which is referred to here as FC-IoT. In this article, we explore the
integration of the FC-IoT, focusing on its benefits, new applications, and challenges. There are related concepts
and papers that discuss how to combine the IoT with the fog. Unanswered questions about the IoT and fog
computing are discussed as well.

Section 2 describes FC and the IoT. Section 3 presents the architecture of FC-IoT. Section 4 provides
characteristics and challenges of FC-IoT. Section 5 provides open issues for this paper. Finally, this paper is
concluded in section 6.

2. FOG COMPUTING AND INTERNET OF THINGS
2.1. Fog computing

In reference to the industrial revolution, fog computing, often known as fogging, is a more advanced
version of cloud computing that provides service and application and (highest process and lowest delay) to
independent, diverse devices located in an industry [10]. The purpose is to place intelligence control, operating,
and storage close to data devices. Real-time applications with highest information operating, extreme ability,
and scalability are crucial for Industry 4.0. Due to its many advantages over cloud computing, fog computing
offers the finest options for this kind of setting. By introducing the concept of network edge computing, the
extension of cloud computing seeks to reduce the load on the cloud.

The lowest delay and improved cache memory are necessary for the industrial automation of real-time
services and decision-making processes. Applications of real-time, movement, lowest delay, position con-
sciousness, quantity of users, and cache-based edge nodes are required performance requirements on this basis
of distribution. Between internet cloud infrastructure and end-user devices are virtualized nodes, sometimes
referred to as cloudlets or fog nodes. Fog computing offers similar applications and services as the cloud does
but with superior quality of service (QoS) matrices performance that addresses crucial IoT requirements. Fog
computing has several key benefits that affect how it is used in the IoT, including:
– By storing information at the network’s periphery rather than in far clouds, transmission lags can be elimi-

nated.

– Fog computing provides quicker data processing and analysis for IoT applications.

– Data storage on edge nodes will cut down on processing and computation time.

– When caching is enabled on nodes, the network will not send out duplicate information.

– Can deal with all IoT applications, such as vehicular ad-hoc networks (VANETs), smart grids, smart cities,
and device-to-device (D2D), which rely on edge networking.

– Permits a limited two-way dialogue between cloud providers and client devices.
For the vast array of smart IoT devices that will be used in the near future, fog computing is the cor-

nerstone of the solutions that it will offer for more effective, efficient, and managed communication methods.
A prospective supporter of industrial automation is fog computing, which offers more features than cloud com-
puting with regard to delay, safety, position consciousness, the quantity of server devices, real-time application,
and movement.

2.2. Internet of things
Smart devices and processes must constantly exchange information on the appearance of defects,

elements, stocking, various demands, and various instructions to increase activity, chase, ability, production
quality, and industry expansion. Intelligent cities, intelligent factories, and intelligent products are significant
IoT-useful instances, according to this perspective.
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2.2.1. IoT-applications
Every stage, from the detection of errors through the use of communication and networking tech-

nologies to address them, has to be streamlined and offers the possibility for further study. These applications
are referred to as smart in the literature because they have qualities like intelligence, efficiency, dependability,
sustainability, confidentiality, and safety.
– Smart city applications: in 2050, the population of the world’s cities is projected to be around 6 billion [11].

With the development of technology infrastructure, the demand for services would rise along with the pop-
ulation growth. Enormous data is the name given to this big data origination. There are numerous domains
that need to be intelligent in order to construct a future intelligent city, including the intelligent home, intelli-
gent transportation, intelligent institution, intelligent office, intelligent agriculture, and intelligent health-care
facilities.

– Smart factory applications: robotics and distributed automated systems make up smart industries. Machine
learning (ML) algorithms and artificial intelligence (AI) technology make it possible for this futuristic smart
factory floor. Controllers, autonomous systems, microchips, actuators, and sensors are built into these auto-
mated devices.

– Smart product applications: Industry 4.0 development is fueled by IoT, production time, big data, and cloud
computing. Industry 4.0 items are intelligent because sensors and microchips are built right into them.

2.2.2. Design parameters of IoT
The manufacturing sector is currently having difficulty attaining its objectives due to the rising cus-

tomer and market demands. The concept of industry-wide automation that increases manufacturing process
flexibility was developed by Industry 4.0. These design parameters are:
– Latency: there should be a restriction to prevent any delays of any kind, including processing, propagation,

transmission, and computing, as some IoT applications are time-sensitive.

– Performance: these QoS needs will always trade off in terms of performance. The elements affecting per-
formance should be balanced in a way that is optimal, helpful, and effective. Future automation will demand
performance maintenance solutions.

– Low cost: low-cost smart devices should be employed for IoT applications to avoid affecting CAPEX/OPEX.
The amount of deployment required for Industry 4.0 shouldn’t be so high as to hurt sales.

– Energy and long battery life: for more effective results, the network’s overall energy should be kept. The
battery capacity of smart gadgets should be sufficient to enable extended use.

– Security, safety, and privacy: these are highly strict requirements that must be met by all IoT applications.
For instance, privacy and security indoor an intelligent factory should be such that no one may access the
sensitive data.

– Reliability: applications using the IoT necessitate dependable real-time connectivity.

– Standardization: such network standardization does not yet exist, making it an open research problem.

– Network topology: how many smart devices and servers (cloud, fog, and e-nodes) should be distributed
throughout a network to meet QoS requirements?

– Monitoring network: mobility, the environment, and wireless. The network topology may vary due to natural
events, necessitating regular system management and monitoring.

3. ARCHITECTURE OF FC-IOT
As shown in Figure 1, a conceptual architecture for a cloud-fog-IoT application is presented in this

section. This architecture has six layers as follows.

3.1. Communication
The communication viewpoint facilitates communication among the various network nodes, and it is

widely acknowledged as a crucial core capability [12], [13]. The usage of network virtualization in current IoT
systems and in the FC-IoT is yet in its nonage, despite the fact that it is a very hot issue (by containing both
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SDN and virtualization-based network function). This is supported by the scant literature on the subject and
the scant attention other review initiatives in the fog area, such [14], have paid to this dimension.
– Standardization: the protocol being utilized is one of the most important factors in ensuring proper combi-

nation and relationship between IoT nodes and services. These protocols enable programmers to build IoT
systems with infrastructure compatibility [15]-[17].

– Semantics of network: the network semantics of the connection standard is a crucial component. For impor-
tant systems, this feature is crucial since it ensures that the data transmitted by the network’s various nodes
gets received. Currently, a variety of mechanisms, including retransmission, handshake, and multicasting,
can be employed to ensure the semantics of the network [18], [19].

– Low-latency: when fog computing is used up to the network’s edge, it makes it easier to offer lowest delay
replies, provided that it is used in conjunction with suitable data connection protocols. To enhance the
response between nodes (cloud or fog), or among nodes and devices, various protocols may be applied. To
achieve low-latency, some of the previously examined protocols have been applied and modified [20], [21].

– Mobility: the great mobility of certain of the devices used in IoT applications is what distinguishes them
[22], [23]. To accommodate this mobility, several protocols use routing and resource discovery techniques.
The task of creating and maintaining routes between distant nodes is performed by routing mechanisms.

Figure 1. Architecture of fog computing for IoT

3.2. Security
The security perspective has an impact on the entire architecture due to all transmission, information,

and actions should be conducted in a way that ensures system security in a broad sense, particularly in accor-
dance with the requirements for data quality, security, and dependability. Although reviews on FC often place
a stronger confirmation on information computer and technology (ICT) elements [24], standards (such as the
security perspective in the OpenFog reference architecture [25]) and surveys on fog computing identify secu-
rity as a core capability. It has been acknowledged the need to broaden the security perspective in the context
of fog for IoT to cover not only ICT problems but also security problems that may develop since the use of
sensors-based physical and actuators [26].
– Safety: for vital IoT systems, safety is a crucial characteristic. Normally, the principles and action reasons of

IoT communication must include provisions for safety. However, foggy conditions should aid in the creation
of such regulations [27], [28].
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– Security: IoT system security typically rests on at least four fundamental pillars: (i) integrity (detection and
prevention of unauthorized information alteration); (ii) confidentiality (ensuring that data is delivered to the
intended recipient while preventing disclosure to unauthorized parties); (iii) data loss (preventing information
loss during transmission); and (iv) intrusion detection (determine if an unlawful node is attempting to access
to the network) [29], [30].

– Privacy: controlling data access and attempting to prevent fraudulent or unauthorized users from obtaining
user information is the key strategy for ensuring the privacy of the data [31].

3.3. Data quality
Although this perspective is occasionally considered or incorporated as a part of other perspectives

(e.g., in the OpenFog data, analytics, and control perspective), it is crucial for IoT requirements to separate
out a full-fledged data quality perspective [32]. His viewpoint is responsible for processing all the realized and
obtained aggregation to improve their quality while also lowering the volume of data that needs to be delivered
by IoT nodes or kept in fog/cloud users. Three distinct elements make up this perspective, which are sometimes
carried out in order: information filtering, information normalization, and information aggregation [33].
– Data normalization: FC-IoT are very diverse in their makeup. The coveraged of sensors can vary, ranging

from weak to strong, with differences in orders of magnitude. Similar to this, fog nodes have a heterogeneous
nature and can offer various services. Therefore, in order to facilitate data transmission, all sensed and given
information should be standardized [34].

– Filtering of information: filtering of information is a feature designed to cut down on the amount of infor-
mation delivered by removing redundant, incorrect, or flawed data. Since limiting the data traffic as fast as
feasible, data filtering techniques should be put into use as close to the edge as practicable. Although sensors
may employ lightweight filtering, more robust and advanced information filtering algorithms are still needed
to remove some disturbances during the data collection phase [35].

– Data aggregation: the further reduction of the gathered data was the main goal of the data aggregation
component. To do this, it employs a variety of complimentary processes centered on data fusion, hierarchical
aggregation, and enhancing system security through data aggregation [36]. In an effort to lower the size of
the data collection and create a special data flow, data fusion techniques attempt to combine various types
of data. To achieve this, several arithmetic procedures (to obtain more representative values) and spatial-
temporal techniques (to score information in accordance with their position/timing) can be used. The result
is the production of more consistent and representative values for a large sample [37].

3.4. Sensing and actuation management
The equipment (both physical and virtual) in charge of detecting the environment and acting in spec-

ified circumstances or pursuant to orders make up the sensing and actuation management viewpoint. This
viewpoint spans all domains because while physical devices are a component of the network setup to ensure
the proper functioning of the application, virtual sensors or actuators may be included in fog and cloud nodes.
Additionally, it is a specialization of the management functionality that is usually found in all major associated
fog standards and surveys [38]-[40].
– Sensors: most IoT devices have the ability to sense in order to comprehend their surroundings and determine

whether or not their business objectives are being met. This element can handle two different types of sensors:
sensors based physically, which use specialized hardware to collect data directly from the environment, and
virtual sensors, which get their data from other sources [41], [42].

– Actuators: other systems, however, are built on a strong actuation phase and a sensing phase. As a result, the
actuators have the ability to modify the environment in order to fully or partially automate the achievement
of the intended objectives [43], [44].

3.5. Cloudification
In the architecture of the fog, cloudification functions as a little distributed cloud. With the help

of this viewpoint, constrained cloud services and resources could be brought nearer to the edge, decreasing
needless global-scope interactions that are well-known in fog computing [45]-[47]. Virtualization techniques
are necessary to enable the deployment of a cloud inside a fog node and the integration of several applications
into a single node. Additionally, the many instances and services might be combined in order to create more
complicated functionalities.

Bulletin of Electr Eng & Inf, Vol. 13, No. 2, April 2024: 1080–1089



Bulletin of Electr Eng & Inf ISSN: 2302-9285 ❒ 1085

– Virtualization: fog nodes can build virtual machines (VM) to enable particular IoT services, creating iso-
lated environments thanks to virtualization. As a result, a fog node, for example, may have various VMs
supporting various systems installed. The approach utilized to enclose the IoT method and the way that
virtual pictures are moved from one node to another, offering the node’s need for movement, as well as the
network’s reliability, are the two primary aspects that must be taken into consideration [48], [49].

– Storage: to hasten to process, decrease data transfer latency, and boost system stability, data can be initially
kept on edge or fog nodes. Various methods are being used to store this data on fog nodes or on various
network infrastructure components [13], [50].

3.6. Decision-making and analytics
The decision-making and analytics viewpoint, which is widely acknowledged as a key component of

fog computing [6], [51], [52], is in charge of analyzing the stored data in order to produce various analytics
and detect particular scenarios. The set of short-term analytics in the fog and long-term analytics in the cloud
can enable both proactive and reactive decision-making in ubiquitous environments, enhancing system scala-
bility and encompassing a wider range of IoT applications. In these environments, a large number of sensors
continuously collect data and transmit it to the fog.
– Information analytics: applying cutting-edge analytics methods to data sets in order to uncover particular

circumstances is known as data analytics. We can categorize this element into small information analytics,
Big information analytics, and hierarchical information analytics by concentrating on where data are analyzed
[53].

– Decision-making: the agility in making decisions to activate certain business processes and regulations at
the correct time is vital and has a clear impact on resource utilization and customer satisfaction, just as the
speed at which the obtained data must be delivered and processed [54], [55].

4. CHARACTERISTICS AND CHALLENGES
This section shows several characteristics and the challenges for fog computing in IoT. We focus

on low latency, large-scale applications, mobility of devices, decentralization, low capability of devices, and
geographic distribution. The description of these issues are as follows.
– Low latency: there are several challenges to the characteristic of low latency, as follows. Identity authentica-

tion, intrusion detection, access control, lightweight protocols design, secure data sharing, secure data search,
verifiable computation, privacy-preserving data aggregation, decentralized and salable secure infrastructure.

– Large-scale applications: there are several challenges to the characteristic of large-scale applications, as
follows. Identity authentication, intrusion detection, sensitive data identification and protection, secure data
sharing, detection of rogue fog nodes and IoT devices, resilience to Sybil attacks, secure content distribu-
tion, secure big data analysis, privacy-preserving packet forwarding, and decentralized and salable secure
infrastructure.

– Mobility of devices: there are several challenges to the characteristic of mobility of devices, as follows.
Identity authentication, data integrity protection, trust management, secure data search, resilience to Sybil
attacks, secure content distribution, privacy-preserving data aggregation, privacy-preserving packet forward-
ing, decentralized and salable secure infrastructure.

– Decentralization: there are several challenges to the characteristic of decentralization, as follows. Intrusion
detection, access control, sensitive information protection and identification, trust management, detection
of rogue IoT devices and fog nodes, data integrity protection, resilience to Sybil attacks, secure data search,
secure data sharing, privacy-preserving data aggregation, privacy exposure in data combination, decentralized
and scalable secure infrastructure.

– Low capability of devices: there are several challenges to the characteristic of low capability of devices, as
follows. Lightweight protocols design, secure data sharing, secure data search, secure aided computation,
and secure big data analysis.

– Location awareness: there are several challenges to the characteristic of location awareness, as follows.
Location privacy leakage, privacy-preserving packet forwarding, and decentralized and scalable secure in-
frastructure.
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– Geographic distribution: there are several challenges to the characteristic of geographic distribution, as
follows. Location privacy leakage, privacy-preserving packet forwarding, decentralized and scalable secure
infrastructure.

5. OPEN ISSUES
This section discusses several open issues in fog computing for IoT. These issues are the preservation

of location privacy, rogue fog node, and IoT device detection, exposure to privacy in data combination, and
secure infrastructure that is decentralized and scalable. These issues are provided as follows.
– Preservation of location privacy: local real-time services, local data management, and local content dissem-

ination all benefit from the location awareness and spatial spread of fog computing. In order to enable a user
to find friends within the same fog node’s coverage region, Huo et al. [56] devised a location difference-
based proximity detection mechanism. In order to stop an attacker from deliberately claiming a fake position
for service access, Yang et al. [57] suggested that fog nodes’ locations be verified. Fog computing thereby
increases the allure of numerous location-based services and features. Unfortunately, the localization compo-
nent of fog computing exposes users’ whereabouts without their knowledge. For instance, a wearable gadget
uploads its acquired data to a fog node, which then sends the data or a summary of the data to the cloud.

– Rogue fog node and IoT device detection: the fog computing architecture leaves fog nodes and IoT devices
open to a wide variety of cyber-attacks. The compromised IoT devices and fog nodes may seem to be reliable
connections in an effort to trick users into establishing contact with them. Fog nodes have been shown by
Roman et al. [58] to be susceptible to various DoS attacks, including wireless and dispersed DoS assaults
fog nodes’ lack of resources compared to the cloud can cause jamming. In fog computing, Liang et al. [59]
demonstrated the viability of man-in-the-middle attacks in the event that the gateway has been compromised
or substituted with a false one. The user’s secret key can be retrieved from the digital certificate if the device
is compromised or hacked. In addition, even if the IoT devices and fog nodes are safe, they may still turn
into rogue nodes if they are financially motivated to do so. For instance, an evil fog node may be used to
spread lies and deceit to unsuspecting motorists.

– Exposure to privacy in data combination: in IoT applications, devices serve as data producers, generating and
processing data at varied granularities. Some data may be inherently sensitive, such as that from a heart rate
sensor, while other data may be completely safe. The gathered data may not seem very sensitive individually,
but when combined, they pose serious threats to privacy and security [60]. The use of fog computing for IoT
exacerbates this issue because one of its primary goals is to enable explicit collaboration among fog nodes that
can gather and process data from several IoT devices. For illustration, a patient purchases certain medications
from a drugstore and pays by using a credit card (confidential patient information). If the pharmacy lacks
personal computers, its options are limited in knowledge about the patient, including recalling the face and
the patient’s credit card information.

– Secure infrastructure that is decentralized and scalable: fog computing is a distributed, scalable, and adapt-
able approach that welcomes and encourages the addition and removal of IoT devices and fog nodes as
needed. The lack of a centralised server makes it challenging to build a secure architecture in a distributed
framework.

6. CONCLUSION
Industry 4.0 will be a revolutionary period with a vast array of smart devices that will facilitate IoT

applications across all industries. The implementation of smart devices will alter perspectives in all spheres
of human life. One of the ideas that have gained increased significance and impact is fog computing. There
are numerous options available right now for enhancing device connectivity, data security and privacy, data
quality, or even how apps respond to the environment. This paper describes FC and the IoT. Also, this paper
presents the architecture of FC-IoT and provides characteristics challenges, and open issues for FC-IoT. We
are currently working to expand the number of solutions that have been analysed and the IoT contexts in which
they are used. For example, smart connected vehicles, smart buildings, and other key environments are where
many IoT applications are being developed. We are currently analysing how various approaches and solutions
are being used in these situations. This paper can be used as a starting point for thinking about how to improve
FC-IoT security and privacy.
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