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ABSTRACT

The growth of the internet of things (IoT) increases the need to develop the
trust computational model for heterogeneous networks with various IoT devices.
Trust models are considered as an effective tool to mitigate insider attacks in-
duced by IoT devices. However, trust models are exposed to on-off attacks, in
which devices randomly exhibit good and bad behaviors to avoid being catego-
rized as low-trust devices. The objective of this work is to recognize the mali-
cious devices executing on-off attacks in IoT applications. This paper introduces
an on-off attack detection strategy for the trust computational model based on
the non-parametric index named intra-daily variability (IV). IV indicates trust
fragmentation which depends on the frequency and the transitions between pe-
riods of low and high trust values of a device. The higher value of IV indicates
the occurrence of fragmented trust values and the lower value of IV indicates
the occurrence of non-fragmented trust values. Experimental results show that
the proposed model outperforms the baseline methods by increasing the on-off
attack detection rate.
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1. INTRODUCTION
The internet of things (IoT) helps to establish heterogeneous environments where smart devices with

different processing and storage capabilities can cooperate and communicate to provide services to the user
[1]-[3]. The trust computational models play an essential role in IoT since it determines whether a specific IoT
device can provide a satisfactory service to the user and can identify the malicious IoT devices presented in
the network [4]-[6]. Since the trust management system detects misbehaving devices effectively, it becomes
an attractive target for adversaries. Attacks such as conflicting behavior attacks, on-off attacks, sybil attacks,
and bad-mouthing attacks can undermine the accuracy of the trust management systems [7]-[10]. In an on-off
attack, a malicious device exhibits legitimate and malicious behavior randomly to avoid being categorized as
a low-trusted device [11]-[13]. During the on state, the device will exhibit a malicious attack; while during
the off state, the device will exhibit normal behavior. Various methods such as counting the number of attacks
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performed within a particular time frame, dynamic sliding window strategy, and machine learning methods are
used to detect the on-off attacks. Each method has its merits and demerits; the related works section discusses
these.

In this paper, we present an intra-daily variability (IV) based method to detect the nodes exhibiting
on-off attacks in the trust management system. In chronobiology, IV is used to measure circadian rhythm
disturbance, where circadian rhythm is a 24-hour pattern that regulates the physical, mental, and behavioral
changes. One typical example of circadian rhythm is sleeping during the night and awake during the day. IV
is used to measure rhythm fragmentation [14], [15], i.e. taking naps during the day and awake at night. This
IV concept has been used to detect the fragmentation of the trust values of a node. It provides the value that
defines how much the on-off attack affects the trust model. IV is calculated using the current and previous
trust values of the node. In our work, since IV calculation is done in the cloud, more previous trust values
can be considered for calculating IV. This IV method gives higher attack detection rate than existing methods
in detecting the on-off attack. The remaining section of the paper is arranged as follows: the background of
the proposed work is described in section 2. The works related to on-off attack detection are discussed in
section 3. Section 4 presents the proposed method of detecting on-off attacks in trust evaluation systems. The
performance of the proposed method is evaluated and the results are presented in section 5, and the conclusion
is drawn in section 6.

2. BACKGROUND
2.1. On-off attack

The on-off attack cycle has been discussed in [16], [17]. This attack cycle comprises two periods,
namely on and off. During the ”on” period, the device launches an attack; hence, the trust value of the device
would be low. Similarly, during the ”off” period, the device behaves normal; hence, the trust value of the device
would be high. Duration of the ”on” and ”off” periods can be of different or equal length based on the device’s
attack strategy. Figure 1 depicts the on-off attack cycle.

Figure 1. On-off attack

2.2. Trust management system
The devices in the network are assumed to be static and each device has a unique identifier. Also, the

devices in the network are assumed to have enough energy and communication power to transmit the data. It
is assumed that the trust model can distinguish temporary errors and malicious behavior. Trust computational
models compute the trustworthiness of the devices participating in the application scenario. For example,
smart healthcare applications such as circadian rhythm monitoring may contain smart devices such as smart
beds, smart lights, and smart doors. While using these devices to monitor health and to make automated
decisions based on the data received from these devices, the trustworthiness of the devices that send data plays
an important role. Hence, it is necessary to ensure that the trustworthiness of the device is high. A secure
and not compromised device would constantly produce reliable data. Whereas, a compromised device would
produce inconsistent data exhibiting anomaly [18]. It is the responsibility of the trust computational model
to detect the devices that exhibit malicious behavior by reducing their trust value. In cases where malicious
devices perform an on-off attack, it is possible for the trust model to classify the malicious device as legitimate.
To avoid such misclassification, the trust values computed by the trust model for a particular device must be
analyzed to find the presence of an on-off attack. The block diagram of a trust management system is presented
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in Figure 2. The basic components of a trust management system include:
− Evidence collector and evidence database: it collects the evidence needed to verify the trustworthiness

of the device and verifies it with the stored evidence. The result is passed to the trust calculation engine.
− Trust calculation engine: it computes the trust value of each smart device based on verified evidence.
− Trust store: it stores the trust values of each device computed at different time intervals. Since our trust

management system resides in the cloud, it could store past trust values of a device to a great extent.
− On-off attack detector: it is responsible to detect the on-off attack behavior of each device. It calculates

the IV using the previously stored trust values and the current trust value. Based on the IV value, it
evaluates the risk factor of the on-off attack behavior of a node. The appropriate decision is delivered as
an output from this component. Based on this, the device may be evicted if the IV value is high.

Figure 2. Trust management system

3. RELATED WORKS
Many research works have addressed the on-off attack detection strategy. Suryani et al. [19] proposed

an algorithm to detect the on-off attacks. The statistical methods are used to identify the IoT object exhibiting
attack behavior. In this work, the on-off attack is considered as an accumulation of trust-based attacks such as
good-mouthing and bad-mouthing attacks. The identity of the object and the number of attacks performed in a
certain period are recorded. If the total number of trust-related attacks exceeds three, the IoT device would be
identified as malicious and performing an on-off attack.

Chae et al. [20] proposed a defending strategy to detect the neighboring nodes which perform on-off
attacks using predictability trust. This predictability trust uses the node’s current trust to predict future behavior
and checks the consistency of its current behavior with the past behavior. If the node’s behavior is inconsistent,
it is suspected as on-off attack. It uses two types of sliding windows such as static and dynamic for normal
and malicious behaviors. The bad behavior window (BBW) can detect six good behaviors (6G) and one bad
behavior (1B) on-off attack, i.e., 86%G and 14%B on-off attack. Since the length of BBW could not meet
the requirement for detecting 9G and 1B attack, the on-off attack would be permitted when the off-to-on ratio
exceeds a certain level.

Sahoo et al. [21] presented a method to detect the on-off attack based on sliding window and misbe-
havior history. The node x monitors the behavior of node y and keeps track of the number of successful (Sx,y)
and unsuccessful interactions (Ux,y) in each time unit (ti). To provide the defense for the trust management
system from the on-off attack, the direct trust is computed using Sx,y , Ux,y , and the misbehavior frequency of
the node. The frequency of misbehavior (freq ∆t) denotes how frequently a node exhibits malicious behavior
within a time frame.

Caminha et al. [22] proposed the smart trust management system using machine learning to detect
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on-off attackers. An elastic slide window is used to discriminate the broken and misbehaving nodes. Farea and
Küçük [23] introduced the model which uses machine learning to identify on-off attacks in the IoT with the
help of artificial neural networks (ANN). ANN multilayer perceptron (MLP) is used to find any inconsistent
change by learning from the recurring characteristics of each node. Based on the features of the node, the data
is classified into either a normal or malicious node. According to Labraoui et al. [24], a trust model named ”O2

trust” to detect the on-off attack is proposed. It maintains the misbehavior history of each node participating
in the network. It uses the penalty policy against this misbehavior history. A technique called predictability
trust to detect the malicious nodes performing the on-off attacks is proposed in [25]. It uses the sliding window
concept to count the number of normal and malicious behaviors of each node. Predictability trust measures
the number of normal behaviors of a node out of total behaviors. The node is identified as malicious if the
predictability trust is not greater than the threshold. Similarly, trust models for wireless sensor networks that
can mitigate on-off attacks are proposed in [16], [24]. The misbehavior history and the aggregated misbehavior
component are used for trust estimation, which helps to detect on-off attacks.

The previous work considers the number of attacks launched within a particular time. If it exceeds the
threshold, the node is identified as performing an on-off attack. Also, since it uses the sliding window concept
to track the misbehavior of the node, the definition of the sliding window becomes a challenging and critical
requirement. In addition, the existing machine-learning methods classify the nodes as malicious or normal.
Unlike existing methods, this work uses a statistical method ”IV” to detect the fragmented behavior of the trust
values, that is the rate of transition between the high and low. The current research involves designing a robust
trust management system that detects the on-off attack.

4. PROPOSED METHOD
This section describes our proposed method IV to detect on-off attacks. Circadian rhythms are phys-

ical, mental and behavioral changes that follow a 24-hour cycle [26], [27]. Circadian rhythm is comprised of
three different variables: i) interdaily stability (IS)-it shows the strength of the circadian rhythm by measuring
the degree of consistency of the activity patterns; ii) IV-it shows the circadian rhythm disturbance by measuring
the frequency and the transitions between rest and activity; and iii) amplitude (AMP)-the difference between
least active 5-hour (L5) and most active 10-hour (M10) patterns in an average 24-hour period [28]. In these
three variables, studies have shown that IV is an excellent variable to analyze, as it is used as a marker of sleep-
wake disruption. If there is a prolonged period of high activity or a continuous period of low or no activity
within 24 hours, the lowest value of IV occurs. If there is a greater degree of fragmentation in the rest-activity
pattern, a higher IV value occurs [29]. The formula for IV is shown in (1):

IV =
n
∑n

i=2(xi−xi−1)
2

(n−1)
∑n

i=1(xi−x̄)2
(1)

Where n represents the total number of data points, x̄ is the mean of all the data points, and xi represents the
individual data point. It is calculated as the ratio of the sum of squared differences between consecutive trust
values to the sum of squared differences between each trust value and the mean trust values.

Inspired by IV in the circadian rhythm context, we estimate the anomalous behavior of devices in the
network and use that to evict the compromised devices quickly. The formula to detect IV has been used to
detect the on-off attack in the trust model. In our case, the trust value of the device computed at different time
intervals has been used to compute the IV. IV indicates trust fragmentation which depends on the frequency
and the transitions between periods of low and high trust values of a device on a test basis. The higher value
of IV indicates the occurrence of fragmented trust values and the lower value of IV indicates the occurrence of
non-fragmented trust values. The trust values computed by the trust computational model range from 0 to 1.
The trust values greater than the threshold are mapped to 1. i.e., high and the trust values less than the threshold
are mapped to 0. i.e., low. The values 1 and 0 are mapped to high and low trust, respectively. When there is no
fragmentation, i.e. if all trust values are zero (malicious) or all trust values are one (legitimate), the IV value
reaches zero. It denotes that there is no fragmented behavior of a device. i.e. the device is either malicious
or legitimate, but it has not shown on-off attack behavior. When there are fragmented trust values, i.e. if trust
values are zero and one alternatively, IV reaches high values, it denotes that there is fragmented behavior of a
device, i.e. the device is exhibiting both legitimate and malicious behavior. The on-off attack detection and IV
computation method are presented in Algorithm 1 and Algorithm 2, respectively.
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Algorithm 1 IV based on-off attack detection

Input: Trust values
Output: Decision about on-off attack detection

PROCEDURE:
1: for each decision epoch do
2: for each Device x belongs to Device Set D do
3: Compute Intra-daily Variability IV x

t by Algorithm 2
4: If IV x

t > Tth

5: Decision: The device x is identified as malicious since it exhibits an On-Off attack
6: Else
7: Decision: The device x is not exhibiting an On-Off attack
8: return Decision about On-Off attack

Algorithm 2 IV computation

Input: Trust values-T
Output: IV value

PROCEDURE:
1: for T do
2: mean.counts = mean(T )
3: numerator = sum(diff(T )2)/(length(T )− 1)
4: denominator = sum((T −mean.counts)2)/length(T )
5: IV = numerator/denominator
6: return IV

The IV calculation and how it relates to trust fragmentation is explained using example trust values
listed in Table 1. We have considered 12 trust values to calculate IV. Hence, the value of n is 12. In the case
1-trust values, x̄ is the mean of all the data. Hence, x̄ = 0.5. Since the trust values are more fragmented, i.e.,
the transitions between low and high trust values, the IV reaches the highest value of 4.

IV =

12× ((1− 0)2 + (0− 1)2 + (1− 0)2 + (0− 1)2 + (1− 0)2 + (0− 1)2+
(1− 0)2) + (0− 1)2 + (1− 0)2 + (0− 1)2 + (1− 0)2)

11× ((0− 0.5)2 + (1− 0.5)2 + (0− 0.5)2 + (1− 0.5)2 + (0− 0.5)2 + (1− 0.5)2

+ (0− 0.5)2 + (1− 0.5)2 + (0− 0.5)2 + (1− 0.5)2 + (0− 0.5)2 + (1− 0.5)2)

IV =
132

33
IV = 4

In case 2-trust values, since the trust values are not fragmented, i.e., there are no transitions between
low and high trust values, the IV reaches the lowest value of 0. In case 3-trust values, since the trust values are
moderately fragmented, i.e., there are some transitions between low and high trust values, the IV reaches the
value of 2.18. Similarly, in case 4-trust values, since the trust values are less fragmented, i.e., high off-to-on
ratio, the IV reaches the value of 0.65. If the IV value exceeds zero, it is considered an on-off attack.

Table 1. Sample data for IV calculation
Timestamp (xi) x1 x2 x3 x4 x5 x6 x7 x8 x9 x10 x11 x12

Case 1-trust values 0 1 0 1 0 1 0 1 0 1 0 1
Case 2-trust values 1 1 1 1 1 1 1 1 1 1 1 1
Case 3-trust values 1 1 0 0 0 0 1 1 0 1 0 1
Case 4-trust values 0 0 0 0 0 0 0 0 0 0 1 1

4.1. Attack detection time
The length of the data, i.e, the total number of trust values computed during different time intervals,

passed as input to the IV is an important factor in detecting on-off attacks. Since IV detection is done in
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cloud, the storage, and processing time would not be a challenge. Hence, all the IV values computed must be
considered to take decision about node eviction. If all the IV values are high, the node could be evicted, or the
trust management system could use the computed IV value to compute the new trust value. This will make the
trust management system as an adaptive system.

4.2. Intra-daily variability threshold
In the trust context, the IV value ranges from zero to four, where zero indicates trust values are not

fragmented and four indicates trust values are fragmented. In the circadian rhythm context, the standard value
of IV in the elderly must be less than 1.10. It does not mean that the IV value less than 1.10 exhibit no frag-
mentation; instead, it implies less fragmentation and will not affect the circadian rhythm much. Similarly, the
standard value, i.e. IV threshold, for on-off attack detection must be defined to meet the security requirement.
In our proposed method, IV value that equals zero is only considered non-fragmented behavior. If it exceeds
zero, it is considered as an on-off attack. Though static threshold can be accessed after many trials and testing,
dynamic threshold and dynamic time duration for IV calculation will reduce further attack possibilities. The
reason is that when static threshold and static time duration is used, it would be easy for an attacker to predict
the behavior of our on-off attack detection model. To avoid this, dynamic threshold and time duration can be
defined in the on-off attack detection model.

5. RESULT AND DISCUSSION
The performance of the proposed approach was tested using real-time experimentation. The real-time

experimentation setup was developed with the Raspberry Pi4, which emerged as an IoT platform installed with
the Raspbian OS. The sensors, such as environment temperature, light, sound, and passive infrared (PIR) are
integrated into the Raspberry Pi. The data from these sensors are sent to the server. To test the on-off attack
detection using IV, a flooding attack was initiated on the IoT device using Python, and the traffic data was
collected using Wireshark. The traffic data available in pcap file are exported into csv format. From the traffic
data, many features, such as no. of packet-in, no. of packet-out, in packet length, and attack status were
retrieved. Only attack status is used to find the trust label from these many features. The attack status contains
0 or 1, i.e. 0 indicates normal behavior and 1 indicates attack behavior. In addition to this attack status, we
included a trust label in this dataset. The trust label contains 0 or 1, i.e. 0 indicates malicious behavior and
1 indicates good/normal behavior. This real-time data collected around 32,400 seconds (9 hours) was used as
input to the ”ActCR” R programming library, which has an inbuilt IV function to find the on-off attack. The
trust labels computed at different time intervals are fed as input to this model. When trust values oscillate
between one and zero, the IV values reach high. It represents that the trust values are fragmented, leading to
the detection of an on-off attack. The experimental parameters are shown in Table 2.

Table 2. Experimental parameters
Parameters Values
IoT device Raspberry Pi4
No. of devices 2
Duration 9 hours
Attack Flooding attack

Figure 3 shows the changes in IV values for different time frames. The legend represents the time
frame used to calculate the IV values. The legend ”last 1 h” shows IV values calculated using data from the
last 1 hour, with 0 indicating no on-off attack and 1 indicating an on-off attack. Similarly, the legend ”last 2
h”, ”last 3 h”, and ”last 4 h” shows IV values calculated using data from the last 2 hours, last 3 hours, and
last 4 hours, respectively. The graph shows that the IV values increase when there is an on-off attack (more
fragmented behavior of a device) and decrease when there is no or less on-off attack (no or less fragmented
behavior of a device). By comparing these, we can see how the IV values change over time and how they are
affected by the time frame used for the calculation.

From Figure 4, we infer that the proposed method IV provides 90% and 80% attack detection rate for
IV threshold values 0.6 and 0.7 respectively. As the baseline methods proposed in [24] fail to detect few on-off
attacks, it gives 58% and 67% attack detection rate for threshold values 0.6 and 0.7 respectively. Similarly, the
other baseline method proposed in [16] gives 40% and 62% attack detection rate for threshold values 0.6 and
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0.7 respectively. The reason is the false negative rate, i.e., the number of on-off attacks detected as non-on-off
attacks or normal behavior. In the baseline methods, if the trust threshold value increases, the on-off attack
detection rate also increases. However in our proposed method, if the IV threshold decreases, the on-off attack
detection rate increases and if the IV threshold increases, the on-off attack detection rate decreases. In the
baseline method, the values greater than the trust threshold are considered trustworthy (off state) and those less
than the trust threshold are considered untrustworthy (on state). Our proposed method uses all the trust values
computed by the trust model to find the value of transitions between high and low trust values. A higher IV
value indicates higher fragmentation in the trust values and implying an on-off attack. Conversely, a lower IV
value indicates no fragmentation in the trust values. The reason for the increased attack detection rate in our
proposed method is the use of IV to detect the on-off attack.

Figure 3. Last hours vs IV Figure 4. Attack detection rate

According to Nasution et al. [30], if the number of good-mouthing and bad-mouthing attacks exceeds
three, the device is marked as malicious for performing an on-off attack., i.e. if three transactions performed by
the device exhibit three good-mouthing attacks or three bad-mouthing attacks, it will also be recognized as an
on-off attack. In our proposed model, if three transactions performed by the device exhibit three good-mouthing
attacks or three bad-mouthing attacks, it will be recognized as non-fragmented behavior., i.e. the device is not
exhibiting two different behaviors. Hence, the IV value would be zero. It states that the device continuously
exhibits good-mouthing or bad-mouthing attack behavior.

Similarly, suppose two transactions performed by the device exhibit two good-mouthing attacks or
two bad-mouthing attacks out of three transactions. In that case, it will not be recognized as the on-off attack
in the method proposed in [30]. Since it exhibits fragmented behavior (i.e. trust labels - 011, 101, or 110),
our proposed model effectively identifies this as an on-off attack. For example, for the case-4 trust values, the
method proposed in [30] could not identify the on-off attack.

6. CONCLUSION
On-off attacks threaten the security of IoT trust models through devices performing good and bad

random behavior. IV helps to detect this fragmented behavior of the devices. The proposed method has been
applied to the data collected from an IoT device to detect the on-off attack. The results show that the proposed
method outperforms the base methods in attack detection rate. The results inferred from this statistical analysis
can be incorporated into the trust management systems to provide better protection against malicious attacks.
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