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 The internet of health things (IoHT) represents an innovative network 

concept that significantly improving healthcare. However, security and 

privacy are the main concerns of IoHT because the transmitted health data is 

often sensitive data about patients’ health status, which needs to be secured 

and protected from unauthorized users and any leakage. Named data 

networking (NDN) is considered the most promising architecture for the 

future internet that perfectly fits with the requirements of IoHT systems, 

especially regarding security and privacy. In this paper, we exploit the 

fundamental features of NDN to design a robust system for IoHT to ensure 

secure communication and access to health data. This system presents a 

content access control model, which prevents attackers and unauthorized 

users from accessing health data, allows only authorized users to access 

these data, and prevents users from accessing “corrupted” or “fake” content. 

The simulation results show that the proposed mechanism slightly delays the 

secure retrieval of health data. However, this delay is tolerable since the 

mechanism protects the health data from unauthorized persons and those 

who try to inject untrusted data into the network. 
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1. INTRODUCTION 

The internet of health things (IoHT) is an extended version of the internet of things (IoT) [1], [2] 

that refers to a collection of internet-connected devices used to carry out tasks and provide healthcare support 

services [3] by enabling the collection, processing, transfer, and tracking of patient health data through IoT 

devices and sensors [4]. IoHT has demonstrated enormous promise to make the healthcare field smart 

through IoT applications and devices that aim to improve treatments, decrease defects, control diseases, and 

lower costs [5]. However, several healthcare-related elements are bringing new approaches and aggressive 

challenges to the healthcare infrastructure that need to be studied and improved. 

Our study addresses two identified data access challenges in the context of health data sharing 

between healthcare staff and patients. Firstly, as healthcare data often contains susceptible information about 

a patient’s health status [6], it should only be accessible to authorized users. Currently, this access control is 

carried out manually or using passwords, resulting in high overheads and being prone to human error. 

Secondly, personal information and sensitive patient data could be altered, used, or compromised without 

real-time control. This poses a risk to the infrastructure and a disastrous effect on people’s lives, as the 

transmission of false data can lead to misdiagnosis and severe health problems and even put patients’ lives at 

https://creativecommons.org/licenses/by-sa/4.0/


Bulletin of Electr Eng & Inf  ISSN: 2302-9285  

 

Data access control for named data of health things (Asmaa EL-Bakkouchi) 

2635 

risk [7], [8]. If these data can be verified (data authentication), this prevents users from accessing erroneous 

or falsified data. 

To meet the above challenges, we rely on the functionalities provided by named data networking 

(NDN) [9]-[12] (which represents the most suitable information-centric networking (ICN) [13] architecture 

for IoHT [14]), including name-based access control to manage data access. Our contribution consists of a 

content access control model that firstly prevents unauthorized users and attackers from accessing protected 

healthcare data and allows only authorized users to access these data. Secondly, it prevents healthcare users 

from accessing erroneous or falsified data. This model allows each node to control the data it receives 

without having to notify another node to do so, which is advantageous in terms of optimizing data recovery 

time, unlike the majority of existing NDN access control solutions, which, despite their advantages, require 

additional interaction with specific nodes to ensure data access control, resulting in increased data retrieval 

time, which is a critical point in the healthcare field. 

The paper is structured as follows. In section 2, we briefly present related work, then in section 3, 

we describe the proposed mechanism, and in section 4, we evaluate the performance of the proposed 

mechanism by presenting the simulation parameters and discussing the obtained results. Finally, we conclude 

the paper and future work in section 5. 

 

 

2. RELATED WORK 

Nowadays, IoHT has emerged as a promising new technology to make the healthcare field smart 

[15]. It enables the collection, processing, transfer, and monitoring of health data remotely using IoT devices 

and sensors [14]. These data are often sensitive patient data that require high protection against any risk of 

leakage or loss [16]. Hence, access control is essential for the security of these data and to prohibit 

unauthorized users from accessing the protected data. 

To achieve effective access control and protect data privacy, EPB-ACM has been proposed in [17]. 

According to this mechanism, the producer encrypts the content using a symmetric key, and the content key 

is encrypted using the authorized user’s public key. After obtaining the encrypted content, the authorized user 

should contact the producer for the decryption key. Despite the advantages of this concept in solving the 

replica content problem, additional interaction between the user and the producer is required to obtain the 

decryption key, resulting in losing the NDN’s advantage in terms of content recovery time. Similarly, the 

works in [18]–[20] also use content encryption by a key and, therefore, have the same disadvantage of 

needing additional interaction with the producer or the management center to request the decryption key. 

Feng and Guo [21] used content encryption by the attribute-based key and ciphertext policy. The producer 

creates the access control policy to encrypt the data. The policy is then sent as ciphertext over the network, 

and the attribute values are cached. The consumer must always ask the multiattribute authorities for the key 

because the ciphertext can only be decrypted if its attributes fit the access structure. Mamane et al. [22] 

propose using hash-based and encryption-based name obfuscation to control content access by preventing 

unauthorized users from obtaining the content. However, name obfuscation leads to the creation of multiple 

replicas of the same content, significantly reducing network caching efficiency. 

Additionally, the producer must calculate the hashed content names in advance for each user and 

keep a table that maps the real name to the obfuscated name when using hash-based obfuscation, which adds 

computation and storage expenses. Wu et al. [23] proposed an access control mechanism based on attributes 

and an encryption policy. In this mechanism, the producer divides the content request into two sections: the 

content named the public content section (PCS), the second concerns the key, and the consumers named the 

content key section (CKS). The principal drawback of this mechanism is the need for additional interaction 

between the consumer and the producer to obtain the decryption key, which increases the content retrieval 

time and requires that the producer is available (connected), which is not always the case. Li et al. [24] 

proposed an attribute-based encryption naming scheme to manage the attributes of the content in a 

distributive manner using an ontology-based management system and to apply the access rules to public or 

cacheable routers using a name attribute collection. Its primary disadvantage is that it only applies to flat 

naming schemes and cannot be applied to hierarchical ones.  

Based on the above research work, despite many approaches that have been proposed, the 

achievability of access control in an NDN network is still limited by some problems. Content key encryption 

is undoubtedly the principal mechanism used for access control. However, the major problem that needs to be 

solved is the optimization of the content retrieval time, which limits the network’s performance, especially 

for domains in which the data retrieval time is significant, like IoHT, and as the data exchanged in IoHT are 

sensitive data that require a low delay. We propose an access control mechanism for health data that adds an 

access value to the interest packet to prevent unauthorized users from accessing these data and also adds a 

trust value to the data packet to prevent users from accessing erroneous or false data. 
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3. THE PROPOSED MECHANISM 

In IoHT, healthcare applications transmit and receive health data between each other and with 

healthcare personnel in open-access environments such as the NDN architecture, which has no restrictions on 

who may access what type of data. These health data often contain susceptible data about the health status of 

patients [6], which need to be secured and protected from unauthorized users due to their critical nature. 

However, IoT has a pervasive nature where the risks of security and privacy breaches are very high if the 

automatic data collection is not verified and managed correctly. Patients’ personal information and sensitive 

data could be altered, utilized, or compromised without real-time control. This not only constitutes a risk to 

infrastructure but also has a disastrous effect on people’s lives, as the transmission of false data can result in 

misdiagnosis and severe health problems and even put patients’ lives in danger [7]. Therefore, an access 

control mechanism is needed to protect health data from being leaked or lost and from unauthorized users. 

Access control constitutes an important security aspect in IoHT environments. Without access control, it is 

impossible to distinguish between legitimate and malicious entities; data producers may publish their data 

under any namespace, and users may access any content, which is exceptionally undesirable in IoHT because 

of the sensitivity of transmitted data. 

 

3.1.  Mechanism objectives 

Our objective is to limit access to available content, prevent unauthorized users from accessing 

health data, allow only authorized users to access these data, and prevent users from accessing “corrupted” or 

“fake” content. This is done by: 

− Verifying the integrity and authenticity of users requesting health data. 

− Enforcing an access control policy to prevent attackers and unauthorized users from accessing health 

data. 

− Verifying the integrity and authenticity of the data received to prevent users from accessing “corrupted” 

or “false” content. 

 

3.2.  Mechanism overview 

Our new mechanism consists of preventing attackers and unauthorized users from accessing 

protected health data and preventing authorized users from accessing “corrupted” or “false” data. The 

existing system has been modified by adding a new field in the interest packet, a new field in the data packet, 

a new table at the content producer concerning access information, and a new table at the user containing the 

trust values of each health service. 

This model works as follows: the user (consumer) sends an interest packet with the access value, 

and then the router checks if this packet contains an access value or not to transmit it to the content producer. 

If the received interest packet contains an access value, it transmits it to the producer. Otherwise, it deletes it 

and considers that the user cannot access the health data. Once the producer receives this packet, it extracts 

the access value to compare it with the values available in its access control table to decide whether the user 

is authorized to receive the content he requested or not. Based on this comparison, the producer decides 

whether to send the requested content. If the extracted access value matches one of the values available in its 

table, the producer sends the corresponding data packet. Otherwise, it deletes the interest packet. Once it 

receives a data packet, it extracts the trust value and compares it to its table. If the trust value is available in 

its table, the user accepts the data packet; otherwise, it deletes it and considers it untrusted. 

 

3.3.  Mechanism design 

Figure 1 presents the secured model for IoHT in NDN networks. This model contains a user, a 

router, and a content producer and relies on a three-step access control: a control at the router for filtering 

interest packets, a control at the producer for limiting access to protected health data, and a control at the user 

for distinguishing trusted data from erroneous and fake data. To start a secure communication, the user adds 

an access value to the header of the interest packet to request the health data and sends this packet to the 

router, which is charged to forward it to the content producer.  

The NDN router plays an essential role in this communication, and it selects the packets to be 

forwarded to the producer, i.e., it filters the packets to be forwarded by forwarding only the packets that 

contain an access value. The router does not know the access values that are valid to receive the health data, 

and its role is to filter the packets that do not contain access values. 

On the router side, if the interest packet received contains an access value, it forwards it to the 

producer. Otherwise, it deletes this packet and considers that the user cannot access the health data. On the 

producer side, when it receives an interest packet, it extracts the access value to check whether the user is 

authorized to receive the corresponding health data. If the access value matches one of its authorized access 

table values, the producer adds a trust value to the header of the corresponding data packet and sends it to the 
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user. Otherwise, it deletes the interest packet and considers that the user cannot access the health data. On the 

user side, when it receives a data packet, it first checks whether it contains a trust value. If it does not contain 

a trust value, it directly deletes this packet; otherwise, it extracts the trust value and checks if it is available in 

its trust list to ensure the authenticity of the received data; otherwise, it deletes this packet. 
 

 

 
 

Figure 1. Proposed mechanism scheme 

 

 

3.4.  The proposed algorithms 

Algorithm 1 illustrates the interest packet filtering algorithm at the intermediate router. In this 

algorithm, the router uses an access-value-based filter, i.e., when it receives an interest packet, it checks 

whether or not it contains an access value. If the interest packet contains an access value, the router forwards 

it to the producer; otherwise, it discards it. 
 

Algorithm 1. Router interest filtering algorithm 
 1: function ONINTEREST (InterestPacket) 

 2:  if (interest packet contains an access value) then 

 3:   send this packet to the producer; 

 4: else 

 5:  drop this packet; 

 6: end if 

 7: end function 

 

Algorithm 2 illustrates the accessibility verification algorithm executed by the content producer. 

First, the producer extracts the access value from the header of the interest packet and checks if this access 

value is included in its table of authorized accesses to obtain the health data to decide whether or not to allow 

the user to obtain the desired data. 
 

Algorithm 2. Producer access verification algorithm 
 1: function ONINTEREST (InterestPacket) 

 2:  Accessvalue ← GetAccessValue (InterestPacket); 

 3:  // Verification if Access Value is available in its access table 

 4: if (Accessvalue == True) then 

 5:  add trust value to the corresponding data packet; 

 6:  send this data packet to the user; 

 7:  else 

 8:  drop interest packet; 

 9: end if 

 10: end function  

 

Algorithm 3 illustrates the algorithm for validating the received data at the user. In this algorithm, 

when the user receives a data packet, he first checks the existence of the trust value and then ensures that it is 

available in its trust list to guarantee the authenticity of the data received. Otherwise, if the data packet does 

not contain a trust value, the user directly deletes it.  

 

Algorithm 3. Consumer data validation algorithm 
  1: function ONDATA (DataPacket) 
  2:  // Verification if data packet contains a trust value 
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  3:  if (data packet contains a Trust Value) then 

  4:  TrustValue ← GetTrustValue (DataPacket); 

  5:  // Verification if trust value is available in its trust list 

  6:  if (TrustValue == True) then 

  7:    get the data packet; 

  8:  else 

  9:   drop the data packet; 

10:  end if 

11:  else 

12:  drop the data packet; 

13: end if 

14: end function 

 

 

4. PERFORMANCE EVALUATION 

In this section, we evaluate the performance of the proposed NDN-based IoHT mechanism in 

different scenarios. We use the ndnSIM simulator [25] to implement the proposed mechanism and the C++ 

language to write the programs. We are mainly interested in the data retrieval time, which is defined as the 

elapsed time between the sending of an interest packet by a user and the receiving of the corresponding data 

packet, including the time to verify the authenticity and privacy of the users and producers of the data, and 

we measure this time for different numbers of requests per second and the use of multiple routers (for 

communication overhead). 

 

4.1.  Simulation environment and parameters 

In named data of health things (NDoHT), access delay constitutes a critical issue because every 

demand gets one response, and without a demand, no response can exist, unlike non-name-based 

architectures where requests are likely to receive multiple data packets. This implies that security measures 

must be applied to each request. We aim to achieve optimal access delay results while reducing the necessary 

overhead. 

In our experiments, the first scenario aims to validate the proposed scheme scenario to limit access 

to health data for unauthorized users, prevent the user from accessing erroneous data, and ensure the 

transmission of patient health data for authorized users. It consists of three users (two authorized users and 

one unauthorized user), one router, and two content producers (one trusted producer and the other considered 

fake or attacker). The link rate in this scenario is 1 Mbps with a latency of 10 ms. We employ the best route 

transfer strategy and transfer a health data file of size 1024 bytes. In this scenario, each user sends one 

request per second for the 50 s. 

In the second scenario, we use a topology that contains 20 users, 5 routers, and 4 producers. Every 5 

users request data from a producer, with a link rate of 1 Mbps and a latency of 10 ms. We employ the best 

route transfer strategy and transfer a health data file of size 1024 bytes. We evaluate the performance of the 

proposed mechanism and standard NDN with different numbers of requests per second ranging from 10 req/s 

to 1000 req/s. We compare the average data retrieval time between standard NDN and the proposed 

mechanism. Standard NDN’s average data retrieval time is measured in the normal case without access 

control. 

Finally, we study the impact of overhead in communication on the user side’s retrieval time of 

health data. For this, we use a topology that consists of one user and one producer, and with each simulation, 

we increase the number of routers from 1 to 8. The link rate in this scenario is 10 Mbps with a latency of 10 

ms. We employ the best route forwarding strategy, and the user requests one health data per second with a 

size of 1024 bytes. We apply the interest packet filtering algorithm only at the first router. 

 

4.2.  Results and discussions 

Figure 2 illustrates the data retrieval time of the first scenario. In this figure, the authorized user 

(user 1) retrieved the requested health data with an average delay of 49 ms between sending the request and 

retrieving the corresponding packet, including the time to verify the authenticity and privacy of the users and 

producers of the data. For user 2, the delay is zero since he is not authorized to access the protected data, so 

the producer had to delete his request and send a message to this user to inform him that he is not authorized 

to access the data. Similarly, for user 3, since the data that arrived does not contain a trust value, the user has 

deleted it. This data is received, and the delay is considered zero since no request has been satisfied. Figure 3 

illustrates an example of Figure 3(a) a message received by the unauthorized user in response to his data 

request and Figure 3(b) a message received by the untrusted producer from user 3 to inform him that he is not 

a trusted producer. 
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Figure 2. Average data retrieval delay of scenario 1 

 

 

  

(a) (b) 

  

Figure 3. Messages received by: (a) unauthorized users and (b) untrusted producers 

 

 

Figure 4 shows the simulation result of the second scenario. It shows the average data retrieval time 

of the proposed mechanism and the NDN standard for different numbers of requests per second. The average 

data retrieval time is about 57 ms and 40 ms for the proposed mechanism and standard NDN, respectively, 

when users requested 10 req/s. These average data retrieval time values become 82 ms and 43 ms for the 

proposed mechanism and standard NDN, respectively, when the number of requests per second increased to 

100 req/s. Similarly, for 500 req/s, the average data retrieval time is 542 ms and 57 ms, and for 1000 req/s, it 

is 854 ms and 376 ms for the proposed and standard NDN mechanism, respectively. We notice that the data 

retrieval time increases when requests increase. The reason for this is that when the user sends several 

requests at the same time or when several users participate in communication at the same time and send 

several requests at the same time, it takes more time to process each request since each request first passes 

through filtering at the routers before arriving at the data producer which in turn first ensures the authenticity 

of the user (if it is authorized or not) and then responds to each request with its corresponding data packet 

which requires more time than in the case of standard NDN where no access control is applied. This average 

data retrieval time increase is insignificant compared to the mechanism’s security improvement. 

Figure 5 shows the simulation result of the data retrieval time of the last scenario. We notice that 

with the increase in the number of routers, the data retrieval time also increases, which is explained by the 

fact that the data request has to pass through several routers before arriving at the producer. Similarly, for the 

response to this request, the data packet has to pass through several routers before arriving at the user, which 

consequently increases the time between sending the request and retrieving the corresponding data. 
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Figure 4. Average data retrieval delay of scenario 2 

 

 

 
 

Figure 5. Data retrieval time for n routers 

 

 

5. CONCLUSION 

This paper proposes an NDN-based access control mechanism for IoHT to ensure secure 

communication and access to health data. This mechanism allows the application of security policies on 

access to health data. We also use this mechanism to filter requests on the router side and data received on 

the user side. In addition, the goal of our mechanism is to limit access to available data, prevent attackers and 

unauthorized users from accessing health data, and allow only authorized users to access health data, as well 

as prevent users from accessing “corrupted” or “fake” data. We implemented and evaluated our mechanism 

in the ndnSIM simulator. The results of our simulations prove the effectiveness of our mechanism. In future 

work, we plan to examine the privacy and security issues of cached content. 
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