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The 5G-enabled vehicular network is an innovative technology that has promise
for intelligent transportation systems. It enables the transmitting of messages
about traffic that deliver the most recent information on congestion, road condi-
tions, and driving surroundings. The communication channel used by vehicle
networks is inherently open, which unfortunately exposes the system to pri-
vacy and security concerns. To solve the problems of deploying a safe vehic-
ular network, some academics have put forth plans. However, a number of cur-
rent methods have significant computational or communication overhead costs.
To solve this problem, an efficient and secure authentication with a privacy-
preserving (ES-APP) scheme established elliptic curve encryption is introduced.
With the proposed ES-APP, the data signed and verified for vehicle-to-vehicle
and vehicle-to-infrastructure modes in the 5G-based vehicular network are more
effective. The ES-APP scheme’s goal is to meet the criteria for the security and
privacy of the 5G-enabled automotive network. Ultimately, this work discusses

the critical survey of the existing studies and the expected outcome for the ES-
APP scheme and further works in the 5G-enabled vehicular network.
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1. INTRODUCTION

Intelligent transportation systems (ITSs) are designed to offer drivers and pedestrians with safer, wiser,
and more effective services [1]-[6]. A key element of ITS is the vehicular network. With the arrival of the 5G
era, every car joint to the vehicular system is now thought to be outfitted with cutting-edge wireless communi-
cation technology for vehicle-to-everything (V2X) connectivity [[7]-[11].

Demand from a wide range of users has led to a fast increase in the number of urban vehicles [[12]—[14].
Due to the current application environment’s need for high-speed transmission and minimal delay, conventional
vehicular ad hoc networks (VANETS) based on 4G networks fall short [[L5]-[19]. The 5G mobile system has
both broad coverage and a high bandwidth. As a result, there are various possible issues with vehicle networks
[20]-[23]].

The data indicates that while the data transfer-based average rate is over 100 Mb/s, the data transmission-
based peak rate via 5G wireless networks can reach 20 Gb/s [24]-[27]. The supported network can provide
a more steady connection and has 1000 times the capacity of current networks [28]], [29]. But, this feature is
coupled by worries about privacy, performance effectiveness, and security. Therefore, it is important to prop-
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erly research these issues in the vehicular network. As a result, before accepting received messages, receivers
on-board units (OBUs) should verify their accuracy and integrity. Anonymous communication is necessary to
maintain privacy and fulfil the unlinkability condition for the users.

The rest of this work is constructed as: section 2, provides taxonomy of existing privacy-preserving
authentication schemes for vehicular network. Section 3, provides the background of this paper. Section 4,
shows the proposed ES-APP scheme. Sections 5 and 6 show the expected results and conclusion of this paper,
respectively.

2. LITERATURE REVIEW

This section provides a quick overview of the various authentication systems for vehicular networks
that also protect users’ privacy. Existing privacy-preserving authentication can be broken down into three main
categories: group signature (GS), public key infrastructure and identity.

2.1. Public key infrastructure
To protect users’ personal information, public key infrastructure(PKI)-based authentication schemes
have the TA pressure a large number of private/public keys and corresponding certificates onto the OBUs of
vehicles. These schemes [30]-[32] are based on PKI. The European Telecommunications Standards Institute
(ETSI) has defined a PKI-based message authentication mechanism at the European level PKI in Cincilla et
al. [30]. The vehicular PKI (VPKI) must be highly scalable if it is to support a large number of ITS stations
(ITS-Ss). Joshi et al. [31] looked at issues with ITS’s C2C architecture’s network and security. Joshi et
al. [31] proposed to develop an efficient method for C2C communication based on the concept of event-
triggered broadcast. For data authenticity, their rely on PKI-based sender authentication. Asghar et al. [32]
presented a system that does away with exponential growth in CRL size while simultaneously streamlining
the authentication procedure. With simulations, Asghar et al. [32] demonstrated how the time it takes to
authenticate a user is drastically cut down. Nevertheless, the major disadvantage of a public key infrastructure-
based- privacy-preserving authentication schemes are:
- Certificate management becomes difficult when a large number of private/public key pairs and their matching
certificates must be preloaded to the OBUs of the vehicles.
- With the loading of large keys and their related certifications, the amount of time a vehicle can be stored in a
vehicle environment is restricted;
- To further increase computational and transmission costs, the verifier must validate the certificate that is
embedded in the message signature.

2.2. Group signature

Multiple researchers collaborate to create a GS-based, privacy-preserving authentication scheme to
overcome the drawbacks of using public key infrastructure. These protocols allow individuals within a group
to anonymously sign on behalf of that group. The group manager has access to the sender’s details in case of
a disagreement. These schemes [33], [34] are based on GS. Tiwari et al. [33] showed the first comprehensive
measuring campaign of an operational PKI that complies with ETSI standards. With a series of tests conducted
on a network of hundreds of devices, we are able to evaluate the efficiency and scalability of PKI. Lim et al.
[34] presented a practical key-management approach for GS-based authentication, where a group is expanded
to include numerous roadside units. Besides from providing a safe method of transporting group keys to mobile
nodes, Lim et al. [34] technique also guarantees other safety measures. However, the primary restrictions of
GS-based authentication with privacy-preserving schemes are:
- It’s essential to rebuild the entire team;
- The private keys of a network of moving nodes are not simple to update;
- If the group isn’t very big, the enemy can easily pick out its members; and
- Once the number of vehicles revoked is high, the signature’s verification technique becomes time-consumed

for vehicular networks.

2.3. Identity (ID)

In order to address the shortcomings of preexisting approaches, like public key infrastructure-based
and GS-based methods, several academics have developed a new identity-based privacy-preserving authentica-
tion methodology. In order to create a private key using the same identity information as the public key, the TA
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must first extract the public key from the identity information. When a message is signed using a private key,
only the sender and the verifier will be able to read it.

In order to achieve the goals of confidentiality, anonymity, and security in a VANET, Alazzawi et al.
[35] suggested a novel pseudo-identity-based approach. In the event that the roadside unit (RSU) is compro-
mised, the proposed approach uses a pseudonym in the joining procedure to conceal the true identity. A robust
and efficient content-sharing mechanism for 5G-enabled vehicle networks was proposed by Cui et al. [36]. Ve-
hicles with content download requests can swiftly sort through the nearby vehicles, select an appropriate proxy
vehicle based on its capabilities and location, and request the proxy vehicle’s content services. Bayat et al. [37]]
proposed a new method of securing vehicle-to-vehicle communications by introducing an innovative authenti-
cation technique for VANETSs. The suggested technique is an RSU-based scheme, with the trusted authority’s
(TA) master key placed in a tamper-proof device at the RSUs. To combat these issues plaguing VANETS,
Cui et al. [38] offered a mutual authentication technique that is both secure and private. In this research,
Al-Shareeda et al. [39] offered a secure and efficient conditional privacy-preserving authentication (CPPA)
technique for protecting against impersonation attacks and increasing performance efficiency. Messages are
signed and verified with the use of bilinear pair cryptography in the proposed SE-CPPA scheme. To ensure
safe communication in VANET, Alshudukhi et al. [40] presented a lightweight authentication mechanism that
also protects conditional privacy. Combining tamper-proof device (TPD) based schemes with roadside unit
(RSU) based schemes, the suggested strategy is well-suited for tackling security and privacy concerns. To ad-
dress the security concerns of 5G-enabled automotive networks, Al-Shareeda et al. [41] provided an efficient
data-sharing mechanism that does not require RSU. Our process consisted of six steps: initializing the TA
(TASetup), creating pseudonym identities (PIDGen), creating keys (KeyGen), signing messages (MsgSign),
verifying individual signatures (SigVerify), and verifying groups of signatures (BSigVerify). Identity schemes
are categorized into Table 1.

Table 1. The existing identity established authentication with privacy-preserving schemes
Author’s name Algorithm Limitation
Alazzawi et al. [33] Elliptic curve cryptography i) vulnerable to side-channel attacks; ii) suffer from privacy-
preserving requirements; and iii) not satisfying unlinkabil-
ity requirements.

Cui et al. [36] Elliptic curve cryptography i) used a large number of ECC operations and ii) massive
computation cost.
Bayat et al. [37]] Bilinear pair cryptography i) massive computation and communication costs; ii) used

time-consuming (MAP-to-point); and iii) not satisfying re-
vocation requirement.

Cui et al. [38] Elliptic curve cryptography i) vulnerable to replay and modification attacks; ii) not sat-
isfying authentication, integrity, non-repudiation; iii) suffer
from privacy-preserving requirements; and iv) not satisfy-
ing unlinkability requirements.

Al-Shareeda et al. [39]  Bilinear pair cryptography i) massive computation costs; ii) massive communication
costs; and iii) used time-consuming operations.

Alshudukhi et al. [40] Elliptic curve cryptography i) vulnerable to side-channel attacks and ii) high computa-
tion and communication costs.

Al-Shareeda et al. [41]  Elliptic curve cryptography i) vulnerable to side-channel attacks and ii) high computa-
tion and communication costs.

3.  BACKGROUND
3.1. Proposed objectives
Research in this area aims to provide a system to improve authentication with privacy-preserving
strategies in a 5G-enabled vehicle network. The following are some of the sub-goals that will help bring this
overall objective closer to fruition:
- To propose a scheme with the aim of satisfying security and privacy requirements.
- To design a scheme for resisting common security attacks.
- To improve the efficiency performance for signing and verifying messages.
- To evaluate the efficiency of the proposal with regard to its message signing, single verification, batch verifi-
cation, and communication costs.
- To compare with exiting schemes in terms of performance evaluating and security requirements.
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3.2. Achieved work
According to the related work section, several of the recent existing schemes have to suffer limitations,
as a result, are not suitable to deploy in the vehicular network. To address the security and privacy issues,
a sophisticated privacy-preserving authentication scheme should be proposed and deployed. The following
several limitation points are:
- Security issues: the authentication, integrity, and revocation needs of the vehicle network leave various
existing systems open to attack.
- Privacy issues: many currently-available techniques fall short of what is needed to guarantee unlinkability.
- Security attacks: there are already a number of techniques, but many of them are vulnerable to attacks
including replay, modification, impersonation, and side-channel.
- Consuming operation: several already-in-use systems have prohibitively high computational and communi-
cation overhead.

3.3. Research problem
The overarching goal of this investigation is to develop better conditional privacy-preserving authen-
tication systems for SG-enabled automotive networks. The following are some instances of the problem:
- The existing schemes are failed to satisfy the quite requirements concerning security and privacy
- The existing schemes are vulnerable to common security attacks such as man-in-the-middle, replay, modifi-
cation, and impersonation attacks.
- The existing schemes have large performance overheads in terms of computation and communication costs.

3.4. Elliptic curve cryptography

Miller [42] first introduced elliptic curve cryptography (ECC) in 1985, and it has since become a
popular technique for creating digital signatures and security algorithms. It assumes that I}, represents a finite
field of non-singular elliptic curve E based prime number order p. It also assumes that a group of points on £/
over F}, utilises (1) with the discriminant © = 4a3 + 27b% # 0.

=z +ar+b (1)

where a, b € F},. It also assumes an infinity on E based point O. Therefore, O and other points (such as K, R,
and D) on E build up a group G of cyclic additive with a generator P and an order ¢, where g is a large prime
number.

4. DESIGN OF THE PROPOSED ES-APP SCHEME
4.1. Privacy and security requirements

In this section, we briefly show that our proposed efficient and secure authentication with a privacy-
preserving (ES-APP) method satisfies the following privacy and security requirements for secure communica-
tion in a 5G-enabled vehicle network. Identity privacy-preservation: vehicles that form VANETSs must do so
incognito. Specifically, no other vehicle or RSU should be able to determine the identify of the sender vehicle
by analyzing the received messages. Unlinkability: two or more malicious messages from the same vehicle
shouldn’t be able to be cross-matched. Message authentication and integrity: any data must have been trans-
mitted by an authentic node, and a verify process node must be able to ensure this and rule out any tampering.
Traceability: only the TA is authorised to establish the true identification of a vehicle in the event of a false
message transmission. Revocation: only the TA has the authority to revoke the original identification of the
vehicle in the event of a false message transmission. Model attacks: the potential attacks are vulnerable to
break communication among vehicles. Thus, the proposed ES-APP scheme will resist them. The description
of these attacks are as: forgery attacks, modify attacks, replay attacks, man-in-the-middle attacks, and side-
channel attacks. Note that these attacks try to damage the communication among vehicles by impersonating
(forgery the real identity) and modify (modification of messages) which precise the these attacks targeting the
authentication schemes.

4.2. Proposal phases
Here, we lay out the steps of the proposed an ES-APP method, which aims to reduce the system’s
overhead while still meeting security and privacy criteria. Initialization, vehicle registration, parameter renewal,
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message signing, single verification, and batch verification are the six stages that make up the proposed ES-
APP method, as shown in Figure 1. Table 2 lists the symbol used and their explanation in this paper. These
stages are discussed in length.

1) Initialization Phase

m‘ 2) Vehicle Registration Phase
CamQQ
OBU

5) Single Verification Phase
6) Batch Verification Ph

Figure 1. Phases of proposed ES-APP scheme

Table 2. Symbol used and their explanations

Symbol Explanations

G An additive group of rank g
P Generator

pand q Two huge prime values

E Elliptic curve

h1 Cryptographic hash function
ENC(.)/DEC(.) Encryption and decryption function symmetric
s € Zy4 Private key

r Random number integer
LPIDv pseudonym-IDs

Pub =s.P public key

ps The pseudonym

TS timestamp

4.2.1. Initialization phase
In this phase, TA is responsible for creating security parameters based on elliptic curve, encryp-
tion/decryption and hash functions.

- An additive group G of rank ¢ and generator P is chosen by the TA, along with two huge prime values p and
q. All points on the elliptic curve E with a definition in terms of y2 = 2% + ax + b mod p, where a, b F},,
belong to the additive group G.

- The private key is a randomly generated number s € Z,, and the public key is calculated as Pub = s.P by
the TA.

- The TA chooses the cryptographic hash function h; and encryption and decryption ENC(.)/DEC(.) func-
tion symmetric.

- TA sets the system parameters { Pub, h1,p,q, G, ENC(.), DEC(.),a, b} as a public parameters.

4.2.2. Vehicle registration phase

In this phase, vehicle should be registered with TA before leaving factories. Before preloading the
public parameters, TA computes a list of pseudonym-IDs and relevant signature keys according to a short valid
period. These parameters will preloads to OBU’s vehicle.

Authentication with privacy-preserving scheme for 5G-enabled vehicular networks (Mays A. Hamdan)
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- In this step, the user provides the TA with their authentic identity (using their RI D,, and password PW) over
a secure connection to begin the procedure. TA saves personal identification into vehicle registration list.

- The TA computes the pseudonym ps = hy(RID,||s||d) to protect and renew RID,,, where d is random
number. The TA saves d and RI D, into registration list of vehicle for renew parameters phase.

- TA computes and preloads list of pseudonym-IDs and relevant signature keys to OBU as: the list of pseudonym-
IDs are LPIDv = {LPID!,, LPID?} ={PID!, = r.P, PID? = ps & hy(r.Pub)}. The relevant sig-
nature keys are LSk; = s.hq(T'S||PID.,||PID2,). Where T'S is a timestamp and 7 is a random number
integer.

- TA submits and saves the system parameter and list of pseudonym-IDs and relevant signature keys to OBU
in order to generate signatures and verify messages.

4.2.3. Renew parameters phase
When the timer is about to run out, the car sends a request to TA to have its parameters renewed.

After verifying the request and time stamp, TA generates a new pseudonym and lists of pseudonym IDs and
related signature keys with a new, brief valid duration. TA uses an elliptic curve to generate symmetric key
sharing between TA and vehicles to encrypt the lists. Once receiving new lists, the vehicle uses parameters to
generate symmetric key sharing between TA and vehicles in order to decrypt the lists and check the validity of
these parameters. The side-channel attack has been resisted in this phase by renewing new parameters before
revealing them.

- Vehicle sends request renew parameters to TA through 5G-BS node. By using one of the pseudonym-ID such
as PID}, and PID?,, the TA reveals the old real identity with using its master key and then computes new
list of pseudonym-IDs.

- Vehicle computes o, = hi(PIDL,||PID2,||T1) of request and sends tuple { PID},, PID2, T}, 0cq4} to
TA though 5G-BS.

- The TA checks freshness of the timestamp 73 by using the following process. As a preliminary step, it
verifies that timestamp 77 is legitimate. The following is checked for every time stamp 7": Let’s pretend 7',
is the time of reception and 7' is the time lag. 7" holds if and only if (7" ; T’ - T'). When that doesn’t happen,
the message is deleted. Assuming 77 is true, the next step is proceed.

- The TA checks the signature o, = 0ycq = h1(PID}||PIDZ,||T}) for avoiding any modification through
third party. Meanwhile, TA revels and checks ps = PID?, & hy(s.PID],)} saved its registration lists. Then
matching with RID,,.

- Once the TA issues the new pseudonym psney = hi(RID,||s||dnew), the TA computes and preloads
new list of pseudonym-IDs and relevant signature keys to OBU as follows. The list of pseudonym-IDs
are LPIDv™" = {LPID!}, LPID?} = {PID}, = ryc0.P, PID?, = pspew & h1(rpew-Pub)}. The
relevant signature keys are LSk; = s.hy(PIDL.||PID?,). Where dye and 7, are a random number
integer.

- The TA encrypts a new LPIDv™*" and LSk; by using elliptic curve parameters as shared symmetric key.
Then these parameters are decrypted through vehicle for using in the next steps.

4.2.4. Message signing phase
In this phase, the vehicle selects randomly unused pseudonym-ID and corresponding signature keys

from a list sent from TA in advance. Before broadcasting the message, the vehicle signs the message with these

parameters. This phase doesn’t use a scalar multiplication operation based on an elliptic curve, therefore, an

this multiplication operation is used instead. Additionally, a signed vehicle computes a single multiplication

operation to support the verifier. Meanwhile, to avoid replay attacks, the proposed ES-APP scheme uses the

current timestamp for each signing message. Finally, the vehicle broadcasts message-signature-tuple including

signature, timestamp, and pseudonym-IDs.

- The vehicle randomly selects PID},, PID?2, and signature LSk; from list saved in OBU.

- The vehicle signs the signature-based message onrsg = LSk;.hi(M||PID.,||PID?||T;), where T; is

timestamp and m is message exchanged.
- The vehicle broadcasts tuple-based message {M, PID},, PID?

v Ve

T;,0Msq} to other vehicles.
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4.2.5. Single verification phase
Another vehicle v; receives a message-signature-tuple that is exchanged by the vehicle in order to
accept it. Before the data is accepted, the vehicle should be checked for authenticity and validity of the message
with a freshness timestamp. In the proposed ES-APP scheme, the public key of the system is used to verify the
signature and to prove the message doesn’t have to change via a third party. Thus, the proposed scheme will
resists security attacks.
- Once the verifying vehicle v; received tuple-based message {M, PID.,, PID?,,T;, 054}, the received
timestamp 7 firstly checked in term of freshness.
- The verifier performs the following checks to ensure the message’s validity and authenticity when using a
signature.
onsg-P =Thi (PID,;||PID2;

(%2

).hi(M||PID.,||PID2,||T;) Pub )

v

4.2.6. Batch verification phase

The proposed method is compatible with batch verification. The verifier vehicle v; examines all sig-
natures simultaneously using the system’s public key once it has received numerous message-signature-tuples
from multiple vehicles. At this step, the proposals also protect against replay attacks by ensuring timestamps
are up-to-date. All of these criteria are validated by the verifier using the public key. The vehicle checks (3).
Note that these above phases are briefly introduced in Figure 2.

Yoim1 OmsgP =730, ha(PID,[|PID;).ha (M| PID,,||[PID3||T;) Pub 3)

)

On-Border Unit (OBU)

Trusted Authorty (TA)
{Pub, hq, p, 9, G, ENC(.), DEC(.), a, b}

Initialization Phase ‘

Vehicle Registration Phase {LSK;, LPID,}

{PID};, PID3;, T+, Oreq}

Renew Parameters Phase
{LSK}®” LPID,}

Message Signing Phase ﬁ‘ {M, PID;;, PID%;, T4, Oy } 'ﬁ

Signer Verifier

Ortsg- P =?hy (PIDL,||PID?,).hy (M||PID],||PID?,||T;) Pub Single Verification Phase

Batch Verification Phase

> ortag P —'22),,(1'11),",|]1'11),-f,).1,.(mu’m,‘_,\\1}11),—’,”'1;)1'”1;
i=1 i=1
Figure 2. Phases of proposed ES-APP scheme

5.  RESULT

Here, we assess the effectiveness of the proposed ES-APP system and compare it to previous works
by [39]-[41]. In order to determine how long certain cryptographic procedures take, this work makes use of
the MIRACL cryptographic library [43]. The processor is a 1.80 GHz Intel(R) Core(TM) i7-8550u with 8 GB
of RAM and Windows 10 as the operating system.

5.1. Computation costs

Timing requirements for cryptographic procedures are as: T3, = 5.811 ms stands for the time it takes
to do a bilinear pairing procedure. In Gy, T? = 1.5654 ms represents the time required to execute the scalar
multiplication operation with respect to the bilinear pairing. Time required to execute the point addition on
the bilinear pairing in GG is denoted by TI%’ = 0.0106. Specifically, T}, = 4.1724 ms is the amount of
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cost it takes to run the map-to-point function on the bilinear pairing in G;. The cost required to do scalar
multiplication about the ECC in an additive group G is denoted by TS = 0.6718 ms. The time required to
execute the point-addition operation about the ECC in an additive group G is denoted by 7,7 = 0.0031 ms.
Secure hash cryptography has a time cost of 7T}, = 0.001 ms seconds per function call. Figure 3 summarizes
the computation costs of the proposal and other schemes.

135 141

14 127

costms
m

1g 45

13
o= 17 21 21 16
, :
[] mll N o1
40 41 42 Cur

Schemes

B Sning B Sverfication B verfication
Figure 3. Analysis of computation costs

5.2. Communication costs

The communication cost of the proposed ES-APP and other schemes is compared and analyzed here.
The key concern is the amount of data transferred for the signature tuple, which includes pseudonym-IDs,
signatures, and timestamps. If each item in (1 is 128 bytes in size, then pis 64 bytes in size. Given that p is
20 bytes in length, we may deduce that each item in G takes up 40 bytes. When the message’s contents are not
included, we assume that the output sizes of the timestamp, the secure hash function, and the item in the integer
group Z, are 4, 20, and 20 bytes, respectively. Figure 4 summarizes communication costs for our proposal and
others.

250
200

« 150

220
120
I 98
- I Bq
40 4 42 Our

Schemes

tn
[:

Figure 4. Comparing the expenses of different methods of communicating

5.3. Security comparison

In this part, we describe the expected result of the ES-APP proposal. The proposed ES-APP scheme
will be compared to current ID-based security and privacy schemes in terms of security (messaging integrity and
authentication, traceability, and revocation), privacy (privacy-preserving and unlinkability), attack-resistance
(resistance to forgery, modification, replay, man-in-the-middle attacks, and side-channel attacks), and perfor-
mance evaluation (computational cost and communicative overhead). Comparing the proposed ES-APP scheme
to current ID-based schemes with regard to security and privacy is presented in Table 3.
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Table 3. A review of hybrid-based security mechanisms

[39] [40] [41]] ES-APP
Security requirements Yes Yes Yes Yes
Privacy requirements Yes Yes Yes Yes
Resistant to replay attacks Yes Yes Yes Yes
Resistant to forgery attacks Yes Yes Yes Yes
Resistant to modify attacks Yes Yes Yes Yes
Resistant to MITM attacks Yes Yes Yes Yes
Resistant to side-channel attacks No No No Yes
Performance evaluation High Medium Medium Low

As shown in Table 3, the ES-APP scheme proposes renewing the parameter phase to renew pseudonym-
ID, and lists in order to avoid side-channel attacks from revealing the real identity and used to disrupt the sys-
tem. Unlike the other work, they never renew the original identity of the vehicle, which cause a side-channel
attack to occur. Meanwhile, since singers just select pseudonym IDs and relevant signature keys from lists,
there are no extra computation costs for the signer side. Since the proposed uses a less operations-based elliptic
curve, the communication costs are very low compared with others.

6. CONCLUSION

Open access channels used by 5G-enabled vehicle networks create a number of security and privacy
concerns. To safeguard V2X communication in a 5G network, this work presents an ES-APP mechanism. The
proposed ES-APP has two primary goals: i) to protect against attacks on model security and ii) to accommodate
needs for confidentiality and safety in a mobile network. In the proposed list-based mechanism, the messages
are checked by a public system. In addition to traditional ID-based techniques, the ES-APP also makes use
of the elliptical curve parameter. The proposed ES-APP lessens computational and transmission overheads by
serially signing and certifying the message while broadcasting. Implementing the proposed security and pri-
vacy plan, future research will compare and contrast the proposed ES-computation APP’s and communication
model’s performance parameters to those of existing ID-based systems.
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