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 Vehicle-to-everything (V2X) communication is an emerging technology that 

facilitates communication among vehicles and numerous environmental 

entities. However, it encounters certain challenges throughout the handover 

process. This study analyses the challenges and complexity of managing 

handover, specifically in maintaining uninterrupted connection and meeting 

the service criteria outlined in the 3GPP 5G new radio (NR) standard. 

Various applications of V2X technology that require handover management 

are explored, such as vehicle safety and traffic management, enhanced driver 

assistance, and autonomous driving. Furthermore, this paper illuminates the 

most recent developments in V2X communication, highlighting the 

significance of efficient handover management, resolving technical issues, 

based on the full potential of the use of V2X apps that contribute to the 

establishment of a transportation ecosystem that is characterized by 

enhanced safety, increased intelligence, and improved connectivity. This 

paper can be used as a starting point for thinking about how to improve  

C-V2X communication. 
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1. INTRODUCTION  

In an era of rapid technological advancement, intelligent transport systems (ITS) are emerging as a 

necessary solution to the growing challenges in the field of transportation [1]. These challenges include 

escalating traffic congestion [2], growing environmental pollution [3], and painful road accidents [4]. ITS 

systems rely on advanced technologies such as sensing and communication to improve traffic flow, reduce 

congestion, and enhance driver and pedestrian safety. Besides, these systems play an important role in 

improving air quality and the environment by reducing harmful emissions [5]. Our investment in the 

development and implementation of ITS systems represents an investment in the future of sustainable and 

safe transportation.  

Technology aims to enhance the transportation experience through innovative techniques. The 

impact of vehicle-to-everything (V2X) technology stands out as a pivotal driver of development [6]. V2X 

serves as a means of communication between vehicles, infrastructure, and the driving environment, adding a 

new layer of understanding that enhances transportation system performance [7]. Through real-time 

information exchange, V2X alerts vehicles to potential hazards and weather conditions, thereby enhancing 

road safety and effectively reducing traffic accidents [8]. Furthermore, V2X contributes to improving traffic 

flow by providing detailed congestion information and concise guidance for alternative routes, optimizing 
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road usage [9]. Notably, V2X also promotes transportation sustainability by enhancing fuel efficiency, 

thereby reducing emissions and improving air quality, aligning with sustainability objectives. In short, V2X 

represents an intelligent and feasible extension of smart transportation systems, enhancing road safety, traffic 

flow, sustainability, and ultimately the overall public transportation experience. 

V2X technology employs dedicated short-range communication (DSRC) for efficient 

communication [10]. DSRC is a wireless protocol enabling real-time data exchange among vehicles and 

infrastructure [11]. This allows vehicles to share critical information like location and speed, enhancing 

safety and decision-making. DSRC’s short-range nature ensures focused communication, while its reliability 

and low latency are ideal for safety applications [12]. In essence, V2X utilizes DSRC to create a connected 

system that improves road safety and traffic efficiency. 

Alongside the advancements of DSRC in V2X technology, there are certain limitations to consider. 

DSRC, operating within a specific frequency band, is constrained in terms of range, making it less effective 

for long-distance communication [13]. This range limitation can hinder its utility in scenarios that require 

information exchange over extended distances.  Furthermore, due to its dedicated frequency band, DSRC can 

experience interference with other wireless communication systems, potentially impacting the reliability and 

consistency of data transmission [14]. Consequently, the coverage and scalability of DSRC-based systems 

may be restricted compared to alternatives. 

As a response to these limitations and with the aim of enhancing V2X communication, cellular 

vehicle-to-everything (C-V2X) technology has gained prominence. C-V2X operates through cellular 

networks, leveraging their infrastructure to facilitate communication between vehicles, infrastructure, and 

other elements [15]. This approach not only provides a wider coverage area but also seamlessly integrates 

with modern communication systems, including 4G and 5G networks [16]. C-V2X technology adds cellular 

network characteristics to allow low-latency and high-reliability vehicle network connections [17]. C-V2X 

has garnered significant attention from experts in the fields of information technology, automotive 

engineering, and transportation engineering, both within academia and industry. The advancement of cellular 

networks from 4G LTE to 5G has led to the evolution of C-V2X technology, transitioning from LTE to V2X 

with new radio technology (NR-V2X) [18]. 

Continuing to explore V2X technologies is an important development, as they are based on the new 

5G standard for cellular networks. The NR-CV2X offers ultra-reliable, low-latency communication 

capabilities, enabling real-time data exchange for safety-critical applications [19]. Unlike LTE-CV2X,  

NR-CV2X operates in the wider 5G frequency range [20], which contributes to increased data flow and 

improved performance in challenging conditions. Its integration with 5G networks makes it compatible and 

widely covered with 5G deployments globally, marking it as an effective force in transforming V2X 

communications to enhance safety and efficiency. 

In the domain of connected cars, wireless vehicle communication is gaining importance due to the 

continuous development of technology. NR-CV2X technology is an intelligent and dependable means of 

facilitating communication between vehicles and the road infrastructure. With numerous innovative and 

future applications, NR-CV2X in handover is one of the keys to success in delivering a seamless and 

effective communication experience for drivers [21]. When we speak of NR-CV2X in handover, we are 

referring to the capacity to seamlessly transition from one service cell to another using this technology [22]. 

This handover is essential for maintaining the vehicle’s constant and uninterrupted connection to the road 

infrastructure. As a result of ongoing research and development in this area, NR-CV2X in handover is now 

capable of attaining faster handover rates and better communication quality. 

To effectively utilize NR-CV2X in the transfer process, certain standards and technical 

specifications must be in place. This necessitates constant upgrades to the road infrastructure and vehicle 

equipment in order to support this advanced technology. When these conditions are met, NR-CV2X in 

handover can provide stable and dependable communication while transitioning between distinct service 

cells. The handover of NR-CV2X is a significant move towards improving vehicle communication with the 

road infrastructure, thereby contributing to improved traffic safety and providing drivers with a seamless and 

enjoyable driving experience. This paper addresses a number of significant challenges in handover 

management, including unnecessary handovers, frequent handovers, ping-pong handovers, failures in 

handover execution, and delays in handover execution. These problems can result in inefficient resource 

utilization, communication disruptions, packet loss, increased latency, service disruptions, and diminished 

user experiences. The organization of the rest of the paper is as follows. Section 1 begins with the 

introduction. Section 2 provides in-depth explanations of the fundamentals of V2X communication, such as 

the V2X communication: type, V2X application, and V2X networking standards. In section 3, we discuss 

V2X’s challenges. In section 4, we deliverables handover management in V2X, highlighting handover 

definition, handover classification, handover issues, and challenges. Section 5 provides related work.  



Bulletin of Electr Eng & Inf  ISSN: 2302-9285  

 

Handover management in vehicle communication: applications, techniques, issues, … (Hamzah Hadi Qasim) 

3169 

Section 6 discuss the open issues and outlines the future research directions. Finally, section 7 concludes this 

review paper. Figure 1 depicts the organizational structure of the review paper. 
 

 

 
 

Figure 1. Structure of the review paper 

 

 

2. FUNDAMENTALS OF V2X COMMUNICATION 

V2X communications is a transformative and advanced technology that facilitates seamless 

communication among vehicles, infrastructure, pedestrians, and cellular networks. This cutting-edge system 

enables the exchange of vital safety information, real-time traffic updates, and warnings among vehicles, 

resulting in increased road safety and decreased accident rates. V2X uses multiple communication protocols, 

including vehicle-to-vehicle (V2V), vehicle-to-infrastructure (V2I), vehicle-to-pedestrian (V2P), and vehicle-

to-network (V2N) [23]–[25]. These communication modes rely on advanced technologies like DSRC and C-

V2X, which enable efficient data transmission and continuous connectivity [26], [27]. However, 

guaranteeing a seamless handover between these various communication modalities presents significant 

obstacles, such as interoperability and network coverage. V2X communications pave the way for a more 

intelligent and interconnected future of transit by addressing these complexities. In this section, we will 

explore the fundamentals of V2X communications and explain how this essential technology for connected 

transportation functions. This section explains the fundamental components of V2X communications, V2X 

applications, the standards used, the evolution of networks, and the devices involved in this innovative 

technology, through comparative analysis. 

V2X Communications represent a significant breakthrough in the realm of transportation technology. 

This innovative approach facilitates communication among cars, as well as with the broader transportation 

ecosystem, including infrastructure, people, and network services [28]. V2X communication types have a 

significant impact on transforming road safety, traffic management, and driving experiences by facilitating smooth 

data transmission and real-time connection [29], [30]. Figure 2 describes the types of vehicle communications. 

Vehicle-to-infrastructure (V2I), communication allows automobiles to communicate with road 

infrastructure through the V2X network [31]. This comprises traffic lights, roadside devices, tollbooths, and 

other smart transportation infrastructure. A V2I connection gives cars real-time traffic, road, and signal 

information [32]. A vehicle approaching an intersection may interact with the traffic signal to optimise traffic 

flow and reduce congestion. V2I communication helps build intelligent traffic management systems, 

improving traffic control and reducing environmental impact. 

Vehicle-to-pedestrian (V2P) involves communication between vehicles and pedestrians that utilise 

phones or wearables [33]. It allows V2V or V2I vehicles to recognise and warn pedestrians and drivers. A 
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pedestrian distracted by their phone may be warned to cross the street carefully, while a driver may be 

warned to prevent collisions. This communication prevents mishaps in busy cities and schools [34]. 
 
 

 
 

Figure 2. Types of vehicle communications 
 

 

Vehicle-to-network (V2N) communication connects automobiles to cloud-based services and 

centralised networks, expanding V2X connections [35]. Vehicles may access many services and real-time data 

by integrating with cellular networks or other wireless communication systems. Over-the-air software upgrades, 

live traffic statistics, and real-time road condition -based route suggestions are included. V2N communication 

allows cars to remain connected and get the latest data to enhance performance and safety [36]. 

Vehicle-to-vehicle (V2X) technology relies on V2V communication for real-time data transmission 

between neighbouring cars. Vehicles communicate speed, position, acceleration, and direction through V2V 

communication [37]. Vehicles share this information to be aware of each other. V2V communication can 

notify drivers of impending collisions and emergencies, improving road safety. This technology is especially 

useful such as when a vehicle's sensors identify risks near blind corners or in bad weather [38]. 

As depicted in Figure 3. Vehicular networks contain a range of V2X applications that include traffic 

management, road safety, and comfort and entertainment applications [39], [40]. Road safety applications 

cover a diverse array of techniques and technologies that have been specifically developed to increase safety 

on highways. These characteristics include danger warning systems and driver assistance software, among 

other functionalities [41], [42]. Traffic management applications include the use of remote car diagnostics 

and the monitoring of air pollution levels. Infotainment apps comprise a range of functions that are targeted 

towards entertainment, including the ability to download music and programmes that enhance user comfort.  

Road safety: the goal is to achieve a zero-tolerance policy for road incidents and a reduction in 

driving-related fatalities in the foreseeable future [43]. The system has collision avoidance capabilities as 

well as the capacity to identify both mobile and stationary road obstructions. It also facilitates the 

dissemination of meteorological information. Among the many additional road safety applications are 

emergency electronic brake lighting, post-crash notifications, and road hazard alerts [44]. 

Traffic management: this category of V2X technology aims to enhance the efficiency of traffic 

movement [45], leading to increased predictability, improved coordination, and enhanced productivity in driving 

experiences [46]. Additionally, it contributes to the reduction of air pollution caused by vehicle emissions. 

Infotainment: the infotainment category is specifically designed to enhance the user’s experience by 

providing sophisticated entertainment components inside the automobile. The aforementioned features 

include online gaming [47], alerts about points of interest [48], and the provision of high-speed internet 

access while on-board [49]. 

Autonomous driving: the concept of autonomous driving refers to the ability of a vehicle to operate 

and navigate without human intervention. V2X technology serves as a crucial enabler for enhancing 
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advanced driver assistance systems (ADAS) [50], and facilitating the progression towards achieving 

completely autonomous driving cars in the foreseeable future. The objective will be accomplished by 

establishing wireless communication between the many sensors installed on board and the infrastructure 

located beside the route [51], [52]. 
 

 

 
 

Figure 3. V2X applications in vehicle contexts 

 

 

2.1.  V2X communication standards architecture 

V2X communication standards introduce a transformative era in transportation by enabling vehicles 

to exchange real-time data with their environment. This dynamic exchange enhances road safety, optimizes 

traffic flow, and opens doors to innovative applications, propelling us towards a connected and safer future of 

mobility. DSRC and wireless access in vehicular environments (WAVE) are two prevalent examples of such 

open standards for vehicle networks [53]. The primary objective of these protocols is to demonstrate 

communication architecture, frequency sharing, application management, security methods, and messaging. 

Cellular systems are currently being developed to provide connections for V2X services in 5G and LTE 

networks [54]. Cellular networks are increasingly being used to link V2X devices because of their high data 

rates, low latency, regulated quality of service (QoS) [55], and dependability, which allow for greater coverage 

capacity and worldwide deployment [56]. To be more precise, the 3GPP standards organization specifies V2X 

services in the LTE network (releases 14) and improved V2X for 5G new radio in future version 15 and 16 [57]. 

The following is a description of critical communication standards for vehicle networks. 

 

2.1.1. Dedicated short range communication (DSRC) 

In the context of V2X communication, DSRC technology has several potential uses, especially in 

the realm of safety. In 1999, the US Federal Communication Commission developed and standardised DSRC 

technology, which is based on IEEE 802.x9 [58]. Various standards groups, including IEEE 1609.x, IEEE 

802.11p [59], and ETSI ITSG5 [60] created a variety of DSRC communication standards. The 

aforementioned specifications all provide V2V and V2I communications via the use of a CSMA CA-based 

architecture [61]. Consequently, the DSRC technologies are very region-specific and dependent on the 

supporting standard, the allotted frequency band, and the V2X application [62]. 

As can be seen in Figure 4, DSRC uses the 5.9 GHz licenced spectrum and is composed of seven 

channels [63]. Two of the seven channels, at the extremes of the spectrum, are reserved for special purposes. 

The middle channel, known as the control channel (CCH) [64], is used in safety-related purposes. The CCH’s 

only purpose is to ensure secure communications. Service channels are the leftover spectrum slots. It’s 

important to note that the service channels are used for both safety-related and non-safety-related reasons. 
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Figure 4. DSRC spectrum 

 

 

2.1.2. LTE-V2X 

The long-term evolution vehicle-to-everything (LTEV2X) refers to a communication technology 

known as CV2X [65], which has been officially documented in release 14 by the third generation partnership 

project (3GPP) [66]. LTE radio interfaces provide D2D communication [67]. Release 12 included D2D/Sidelink 

connectivity [68]. PC5, a new interface, joins the LTE-Uu interface. PC5 has four TMs. Modes 3 and 4 matter 

in vehicle communication [69]. These modes provide fast data transmission, compatibility with high velocities, 

and a new way to access scattered channels. In Mode 3, the cellular network, especially the eNodeB, allocates 

resources. Thus, cellphone coverage is necessary [70]. Mode 4 uses decentralised scheduling and congestion 

management to let devices choose t ؤؤheir radio resources [71]. LTE-V2X may replace IEEE 802.11p since 

Mode 4 is the basic mode. The LTE-V2X system uses LTE’s uplink single-carrier frequency-division multiple 

access (SCFDMA) scheme to reduce OFDM’s high peak-to-average power ratio (PAPR). LTEV2X also 

supports turbo coding [72], quadrature phase-shift keying (QPSK) [73], 16-QAM [74], and 64-QAM (added in 

release 15) [75]. The LTE radio interface has these traits. A 15 kHz subcarrier spacing improves mobile channel 

distortion resilience over IEEE 802.11p’s 156.25 kHz. Radio resources are more granular, allowing for more 

flexible distribution. LTEV2X’s PHY is more advanced than IEEE 802.11p’s. 

 

2.1.3. NR-V2X 

The 5th generation of mobile communication technology [76], new radio, was launched by 3GPP in 

2019 [77]. Release 15 specifies a new wireless radio interface for a variety of use cases and application 

domains, including improved mobile broadband (eMBB) [78] and ultra reliable low latency communications 

(URLLC) [79], as well as V2X interaction. Release 16 is expected to provide comprehensive eMBB, 

URLLC, and vehicular communication details [80]. NR-V2X is meant to enable V2X applications that  

LTE-V2X doesn’t support, not replace them. Both technologies will be in newer vehicles [81]. 

NR-V2X meets a broad range of transmission needs in line with the 5G mobile network concept. It is 

suited for V2X applications that need periodic traffic transmission or the dependable delivery of aperiodic 

communications, as well as various use cases demanding different levels of throughput, latency, and reliability. 

In order to provide additional flexibility, NR-V2X will feature unicast and groupcast communication modes. 

mmWave bands are also being investigated, although this functionality is expected to be developed in future 

versions (like release 17). NRV2X uses sidelinks and two modes like LTEV2X [82]. NR-V2X Modes 1 and 2 

behave like LTEV2X Modes 3 and 4. gNodeBs allocate resources in Mode 1, requiring cellular service [83]. 

Devices only communicate directly. Mode 2 requires no gNodeB coverage [84]. LTEV2X-like resource 

allocation methods are predicted by the proposed system. Mode 2 should also include many submodes. These 

features are still being designed, but their distribution is intended to provide flexibility for V2X use cases. 

NRV2X’s physical layer inherits new radio capabilities and adds V2X upgrades. NR supports two 

uplink transmission methods: orthogonal frequency division multiplexing (OFDM) and discrete fourier 

transform spread OFDM (DFTsOFDM) [85]. The former is preferred for its high throughput efficiency, 

while the latter is suited for low link budget devices. The gadget works in two frequency ranges: sub-6 GHz 

and mmWave [86]. As previously said, later publications will elaborate on this issue. Scalable OFDM 

numerology also benefits from it. Sub-6 GHz frequency ranges use 15, 30, and 60 kHz subcarrier spacing, 

whereas frequency bands above 6 GHz use 60 and 120 kHz. Lowering latency using greater subcarrier 

spacing the frame structure is also improved compared to LTE, allowing for more flexible resource 

allocation. New radio technology uses a slot structure with 14 OFDM symbols. Subcarrier spacing 

determines the number of slots in a sub-frame. Radio resources may be assigned per slot, unlike LTE, which 

has a minimum transmission time interval (TTI) of one subframe, or one millisecond. NR technology uses 

mini-slots (two, four, or seven OFDM symbols) to transmit data with less latency [87]. These mini-slots have 

no slot limits, which is interesting. Multiple antennas at the reception and transmitter ends may be used for 

spatial diversity or spatial multiplexing to increase data transmission rate or reliability. NRV2X may 
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transport user data using LDPC codes and QPSK, 16-QAM, and 64-QAM modulation techniques. Polar 

codes and the cyclic redundancy check (CRC) help regulate data transfer. 

The information presented in Table 1 provides an in-depth comparison of the most recent versions 

of DSRC and C-V2X in terms of a variety of components, functions, and methods. Based on the findings of 

the 5G automotive association (5GAA) [88], [89] it has been determined that C-V2X technology has the 

potential to support fundamental safety applications on a global scale [90]. This is achieved through the 

utilisation of device-to-device connectivity, specifically operating on the 5.9 GHz bandwidth, which is 

widely recognised as a primary and commonly used spectrum. One of the primary benefits of C-V2X, in 

comparison to DSRC, lies in its ability to facilitate direct communication for the purpose of achieving 

interoperable service. Table 1 illustrates the benefits of C-V2X over DSRC [91]. 
 

 

Table 1. Comparative analysis of DSRC and C-V2X communications [92] 
Features DSRC-V2X LTE-V2X NR-V2X 

Radio bands of operation 5.9 GHz 5.9 GHz 5.9 GHz 

Completion of specifications 3/2012 Rel-14: 3/2017.Rel-15, 6/2018. Rel-16: 12/2019Rel-17: 6/ 2021 

Evolution path compatibility with 
IEEE802.11bd 

compatibility with NR-V2X LTE-V2X backward compatibility 

Latency Low V2V latency Rel-14: 20 ms, Rel-15: 10 ms 3 ms or lower 

Modulation 64QAM 64QAM 256QAM 
Waveform OFDM SC-FDM CP-OFDM 

Data rate 6 Mbps 30 Mbps Not determined 
Reliability No guaranteed reliability Rel-14: >90%, Rel-15: > 95% 99.999% 

Operation bandwidth 10 MHz Flexible: 1.4/5/10/20 MHz sub-6 GHz: max. 100 MHz 

mmWave: max. 400 MHz 
Channel estimation Preambles only DMRS: 4/sub-frame DMRS: flexible 

Channel coding BCC Turbo codes Data: LDPCControl: Polar with CRC 

 

 

3. CHALLENGES AND REQUIREMENTS FOR V2X  

V2X communication, including several modes such as V2V, V2I, V2P, and V2N, presents a wide 

range of advantages for interconnected transportation. Nevertheless, the process of achieving a seamless shift 

across different communication modalities presents notable difficulties and requires certain prerequisites in 

order to guarantee a seamless and effective transfer. This discussion will explore the many issues and 

prerequisites related to V2X handover. 

− Latency and delay: to facilitate real-time decision-making, V2X communication necessitates low-latency 

data exchange. To sustain seamless information transmission between vehicles, infrastructure, and 

pedestrians, the handover between various communication modalities should minimise latency and delay. 

Reducing communication latencies is crucial for achieving rapid response times, particularly in  

safety-critical circumstances [93]. 

− Interoperability: obtaining interoperability between various communication technologies is one of the 

primary obstacles in the V2X transition. V2X systems may employ various wireless protocols, such as 

DSRC and C-V2X, and it is essential that they are able to communicate with one another without 

interruption. Standardisation and compatibility between these technologies are required for vehicles to 

maintain continuous connectivity when transitioning between various communication types [94]. 

− Network coverage and reliability: V2X communication relies significantly on network connectivity for 

effective information exchange [95]. In regions with limited or unreliable network coverage, obstacles 

arise, which can result in communication gaps and reduce the efficacy of the V2X transition. Vital to the 

success of V2X communication systems is the provision of consistent and dependable network coverage, 

particularly in rural or remote areas. 

− Security and privacy: V2X communication entails the interchange of sensitive information, such as 

driving behaviour and location data. To prevent unauthorised access, data tampering, and potential 

cyberthreats, it is of the uttermost importance to ensure the security and privacy of this data during 

transfer. Implementing strong encryption and authentication mechanisms is crucial for protecting V2X 

communications [96], [97]. 

− Scalability: the V2X network must be able to scale effectively as the number of connected vehicles and 

devices increases. The system must be able to manage a high volume of data exchanges between vehicles 

and infrastructure without degrading performance. Scalability ensures that V2X communication in an 

expanding transportation ecosystem remains effective and reliable [98]. 

− Redundancy and failover mechanisms: V2X systems need redundancy and failover to maintain 

communication. Redundant communication channels and backup mechanisms reduce communication 

breakdowns in V2X environments [99]. 
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− Regulation and policy: establishing a transparent regulatory framework and policies for V2X 

communication is essential for its widespread adoption. To assure a consistent and standardised V2X 

environment, governments and regulatory bodies must resolve data privacy, spectrum allocation, and 

standardisation issues [100]. 

− Handover in V2X communication presents several challenges due to its dynamic nature and the need for 

uninterrupted data exchange. Challenges include seamless switching between different network types 

(e.g., DSRC and cellular) [101], ensuring low latency during handover, maintaining data integrity, 

addressing security concerns during transitions, and managing signal strength fluctuations to avoid 

disruptions. Overcoming these challenges is crucial for maintaining the reliability and effectiveness of 

V2X communication systems. 

The successful resolution of these issues and the fulfilment of the necessary criteria are of utmost 

importance in order to fully harness the capabilities of interconnected transportation. Through the successful 

navigation of these challenges, V2X communication has the potential to profoundly transform road safety, 

traffic efficiency, and the entire driving experience, therefore contributing to a more intelligent and 

interconnected future. 

 

 

4. HANDOVER MANAGEMENT IN VEHICLES COMMUNICATIONS OVERVIEW 

Within the dynamic and ever-evolving domain of connected transportation, V2X communications 

have evolved into a revolutionary technology, fundamentally modifying how vehicles interact with one 

another and the surrounding infrastructure [102]. The foundation of V2X technology is the concept of 

handover, a fundamental mechanism that enables seamless and uninterrupted connectivity as vehicles 

traverse various network coverage zones.  

Handover is the process of transferring an active communication session from one network cell to 

another as a vehicle traverses different coverage areas [103]. The primary goal of handover in V2X is to 

maintain continuous and seamless connectivity between the vehicle and the network, ensuring reliable 

communication as the vehicle traverses various regions. V2X communications rely significantly on handover 

because of the mobility of vehicles [104]. As they move through different communication network coverage 

areas, vehicles may pass by a variety of base stations or access points. Without efficient handover 

mechanisms, the communication link may be disrupted or lost as the vehicle departs the cell’s coverage area. 

This interruption in communication can be detrimental, particularly for safety-critical applications that 

require real-time data exchange for collision avoidance and other safety services [105]. Therefore, when 

discussing related handover topics, the three major phases must be taken into account: handover information 

gathering and initiation, handover decision making, and handover execution, in accordance with Figure 5. In 

the sections that follow, the three phases are discussed in detail. 
 
 

 
 

Figure 5. Handover management procedure 
 
 

The phase of handover information collection includes the collection of network information as well 

as information pertaining to other system components, including network attributes, base stations, and user 

preferences. Due to this rationale, this stage is referred to by numerous labels in the literature, including 

system detection, handover initiation [106], network discovery [107], system discovery, and handover 

information collection [108]. Data is collected and examined throughout this stage to inform handover 

decisions. The availability of neighbouring network lines may be affected by different variables and can be 

determined by considering various factors, including RSS, throughput, cost, packet loss ratio, handover rate, 
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signal-to-interference ratio (SIR), binary digit (Bit), channel impulse response (CIR), quality of service 

(QoS), distance, and bit error rate (BER), and location parameters [109], [110]. These parameters provide 

valuable information regarding the performance and reliability of neighbouring network links. 

The HO decision-making process evaluates wireless access networks [111]. A vehicle first discovers 

the available networks, then gathers the data required to identify the target network for its affiliation. The source 

[112] sends the measurement report to the control unit (CU (. The CU chooses the optimum BS for connection 

maintenance based on resource availability and network demand. The handover decision-making process is 

centralised or decentralised depending on where it is made. If a handover is needed, the CU alerts the target base 

station (BS) to prepare a connection and enables the source BS to transmit handover orders to the vehicle. 

Execute is the final phase; after selecting a suitable target network for handover, the vehicle 

implements the handover for its re-association with the target network [113], [114]. The vehicle acquires 

resources from a new network while simultaneously relinquishing them from the old. During this phase, the 

vehicle or the network executes and manages the actual handover. These procedures clearly involve 

numerous wireless and data exchanges. In addition, there may be a time requirement to complete the transfer. 

The handover procedure is a crucial part of V2X communications because it entails the seamless 

transmission of communication from one network to another as a vehicle travel through various coverage 

areas. Handover management is crucial for sustaining uninterrupted connectivity and ensuring the 

dependability of V2X applications, such as safety-critical services and infotainment.  On the basis of certain 

criteria, the concept of handover can be classified into various categories as shown in Figure 6. 
 

 

 
 

Figure 6. Classifications of handover management 
 
 

Horizontal handover also known as intra-technology handover [115], horizontal handover occurs 

when a vehicle’s connection from one cell or access point to another within the same communication 

network is changed. Within a NR/5G, a horizontal transition occurs when a vehicle transfers from one base 

station (BS1) to (BS2) as shown in Figure 6. The objective of horizontal handovers is to permit vehicles to 

maintain continuous communication as they traverse diverse coverage areas within a single network 

infrastructure [116]. Vehicles can maintain network connectivity by seamlessly transitioning between access 

points, assuring continuous data exchange and V2X application support. 

Vertical handover also known as inter-technology handover [117], is the transmission of a vehicle 

between distinct communication technologies or networks. Vertical handover occurs, for example, when a 

vehicle travels from NR/5G coverage area to an LTE/4G coverage area. A seamless integration of V2X 

communication technologies requires this type of handover. Vertical handover ensure that vehicles maintain 

continuous connectivity while adapting to changes in the network environment, optimising communication 

performance and dependability [118]. 

Hard Handover unlike soft handover, hard handover involves a complete disconnection from the 

current network before establishing a connection to the new network [119]. As the vehicle transfers between 

networks during a challenging transition, there may be a brief interruption in communication [120]. 

Occasionally, forceful handovers are required for effective network management, particularly in cellular-

based V2X technologies, where transferring the connection quickly can optimise network resources and 

prevent unnecessary data duplication. However, the challenge lies in ensuring that the transfer process is 

rapid enough not to disrupt safety critical V2X applications. 

Soft handover allows a vehicle to maintain simultaneous connections to multiple network cells or 

access points before transferring the communication entirely to the new network [121]. During a delicate 

turnover, the vehicle’s data is split between the current and target networks to ensure a smooth and flawless 

transition. Multiple data sources can be accessed through this overlapping connection, which increases the 
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communication’s reliability. Soft handovers are particularly advantageous in areas with a minor overlap in 

network coverage [122], as they reduce the risk of communication disruptions and ensure robust connectivity 

for safety-critical V2X applications. 

 

4.1.  Handover issues and challenges 

Efficient management of handovers is of utmost importance in the domain of V2X communications 

to guarantee a smooth and uninterrupted connection experience for vehicles as they move between various 

network cells. The term “handover” refers to the procedure of shifting a continuous communication session 

from one cell to another while the vehicle traverses within the range of coverage [123]. Nevertheless, this 

procedure may encounter several obstacles, which might have an adverse effect on the overall efficiency and 

dependability of V2X connections. This section will explore the challenges associated with handover 

management in V2X communications, including issues such as superfluous handover, frequent handover, 

ping pong handover, handover failures, and handover delay [124]–[127]. The efficacy of V2X applications 

may be significantly impacted by each of these difficulties, particularly in situations with high mobility 

where vehicles depend on real-time communication for safety-critical duties and other services. 

− Frequent handovers: when a vehicle is travelling at high speeds or through areas with dense network 

coverage, frequent handovers may occur [128]. As the vehicle’s position changes swiftly, handovers 

between various cells may be triggered to maintain continuous connectivity. Frequent handovers can 

introduce handover latency and signalling overhead, impeding the seamless delivery of V2X services. To 

address this issue, predictive handover mechanisms that predict handover events based on vehicle 

trajectory and network conditions can be employed to reduce the frequency of handovers. 

− Handover delay: handover delay refers to the amount of time required to complete the handover 

procedure, which includes scanning neighbouring cells, making handover decisions, and establishing a 

connection in the destination cell. Excessive handover latency can cause communication disruptions and 

reduce the responsiveness of V2X applications in real time. Minimising handover delay calls for efficient 

handover signalling protocols, rapid handover decision-making algorithms, and seamless network entity 

coordination [129]. 

− Unnecessary handover: unnecessary handover occurs when a vehicle transitions between communication 

networks even though the signal quality of the present network is adequate. This can result in increased 

signaling costs and communication disruptions that are unnecessary. To address this issue, handover 

decision algorithms must be improved by taking into account additional parameters such as signal 

stability, historical handover patterns, and network quality measurements. By implementing hysteresis 

thresholds, it is possible to reduce superfluous handovers and ensure that handovers only occur when the 

network’s quality deteriorates substantially [130]. 

− Ping pong handover: the phenomenon known as the ping pong effect arises when a vehicle undergoes 

frequent and quick handovers between two neighbouring cells as a result of fluctuating signal intensities 

at the border of these cells. The frequent alternation between different states might potentially result in 

instability within the communication connection and a superfluous use of resources. The use of 

sophisticated handover algorithms using hysteresis and signal filtering techniques may effectively address 

the issue of the ping pong effect, thereby minimising unwanted handover oscillations. 

− Handover failures: handover failures occur when a vehicle cannot effectively complete a seamless 

handover [131]. These failures may be caused by network congestion, insufficient handover preparations, 

or handover signalling errors. Robust handover mechanisms with error recovery procedures are required 

to guarantee seamless handover transitions and continuous communication during mobility. 

− Low latency: V2X communications require low latency to assure the exchange of vital and safety-related 

data between vehicles and infrastructure in real time [132]. Response mechanisms should be designed to 

reduce the accuracy of time-in-transit, as any delay may result in message loss or delay, influencing the 

overall safety and efficacy of the system. 

− Mobility management: the operational environment of vehicles is a rapidly-changing environment in 

which vehicles move at different velocities and in different directions [133]. Maintaining continuous 

communication links necessitates that the management of responsiveness overcome obstacles posed by 

high-speed mobility, rapid shifts, and frequent responses. 

− Interference and signal degradation: the quality of the communication link may degrade as a result of 

interference and obstructions, or as vehicles move away from the access point or primary antennas, causing 

the communication signal to weaken [134]. To maintain the dependability of the connection, responsiveness 

management must ensure that signal changes are managed and a seamless transition is achieved. 
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− Scalability: as the number of connected vehicles rises, the V2X response management system must be 

scalable to accommodate the increase [135]. Scalability guarantees the system's effectiveness even in 

densely connected vehicle areas. 

 

 

5. RELATED WORK 

The use of handover management is crucial in ensuring uninterrupted service provision while a 

vehicle is transitioning between adjacent cells. The handover method entails the substitution of the main 

serving base station with a new one. Numerous issues arise during the handover process while transitioning 

the vehicle’s connection from one base station (BS) to another, potentially leading to service disruptions until 

a subsequent connection is established. In this part, we provide a comprehensive overview of the research 

conducted in academic literature, which has proposed multiple methodologies with the primary goal of 

accomplishing efficient handover in diverse contexts. Each methodology has been designed to address 

specific objectives unique to its own environment. Table 2 provides recent publications that apply various 

handover management techniques. 

Aljeri and Boukerche [136] use two-tier handovers in vehicles. In the first layer, long short-term 

memory (LSTM) models predict received signal strength indicator (RSSI) values. Prediction minimises lost 

packets and unnecessary handovers. Stochastic Markov models and vehicle motion estimations decide the 

second layer’s access point. 0-30 m/s. In vehicle networks, LSTM beats simple moving average (SMA), social 

media marketing (SMM), and exponential smoothing. Two-tier design decreased lost packets 18%. Optimised 

handover trigger time improved packet delivery. Future updates should account for access point load and QoS.  

In a study conducted by [36], deep reinforcement learning (DRL) and deep q-network (DQN) were 

used to minimise the duration of handover decision-making and enhance the overall vehicle throughput. The 

use of DQN has been seen to enhance the stability of training in DRL and provide improved convergence for 

the deep DQN approach. The reference signal received power (RSRP) of each vehicle from neighbouring base 

stations is monitored by a central agent, which selects a base station if necessary. Measurement data from E-

UTRAN is helpful since it is the seamless combining of the proposed design into an actual cellular network, 

offering a high degree of flexibility. The use of DRL results in a reduction in changeover triggering time by 

10.04 seconds and a drop in cumulative packet loss by 42.62% when compared to the A3 RSRP method. 

Lin et al. [137] provide a novel strategy that employs DRL and deep deterministic policy gradient 

(DDPG) to address the issue of handover latency in user-centric clustered migration of high-speed vehicle 

users. The effectiveness of this methodology relies upon the collaboration between roadside units (RSUs), 

and V2Vcommunication. Vehicular user equipments use a clustering methodology that is based on many 

characteristics, including their geographic locations, detectable RSUs, vehicle access points (APs), and the 

transmitters connected with them in earlier time periods. When the number of RSUs approaches or exceeds 

14, the DRL technique demonstrates a decrease in handovers (HOs) by at least 50% compared to the baseline 

solutions. The benchmarkers’ utility function and data rate demonstrate a minimum drop of 30% in 

comparison to the clustered arrangement. 

In this study, Khosravi et al. [138] introduce the reinforcement learning algorithm (RLA) as a 

potential solution for minimising the occurrence of handovers. The researchers employed two sparsely 

deployed mmWave networks and one densely deployed mmWave network. The approach described in this 

study is compared with two benchmark methods, namely multi-connectivity handover and SMART 

handover. The suggested methodology demonstrates significant superiority over the baseline methods in both 

the quantity of handovers and, notably, the consistency of connection throughout the trajectory. 

In their study, Liu et al. [139] present a framework that utilises RL and function approximation 

techniques to effectively reduce the occurrence of unnecessary handovers in mobile, heterogeneous 

environments. The proposed solution based on RL demonstrates a reduction in latency of 58%, 37%, and 

19% while simultaneously achieving an improvement in throughput of around 12%, 5%, and 7% when 

compared to the RSRP method. The topics of discussion are Q-learning and state aggregation, in that order. 

When compared to the conventional RSRP method, the suggested reduction technique demonstrates a 

decrease of approximately 18% in superfluous handovers. 

Lee et al. [140] propose a DRL-based double deep Q-network (DDQN) for 5G mmWave dual active 

protocol stack (DAPS) handover. DAPS links source and destination cells following regular handovers. 

Event-based handovers presume constant channel conditions and are unsuitable for volatile mmWave 

networks. To avoid radio connection failures, DDQN uses user equipment (UE) learning agents to learn 

when to handover. For various UE velocities (600 MBps @ 12 m/s), DDQN surpasses DAPS and CHO. 

Arwa et al. [141] performed a study in which they proposed the use of DRL as a viable approach to mitigate 

handover incidents and improve the overall performance of the vehicle network. The use of DRL leads to a 

decrease in the occurrence of adverse outcomes (HO) and an increase in the overall cumulative reward value. 
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Table 2. Research publications on handover management in vehicular networks 
Technique Ref Scenario Method Objective Conclusion 

ML 2023 
[36] 

Scenario in the 
real world 

(DRL) and 
(QDL) 

Maximising 
throughput and 

reducing handover 

decision time 

In comparison to the A3 RSRP baseline, the 
suggested technique exhibits a reduction in 

packet loss of 25.73% and a drop in handover 

latency of 11.56 seconds. 
2019 

[136] 

Access points 

at random 

LSTM Minimize the 

occurrence of 

unnecessary handovers 

The use of a machine learning-based handover 

trigger method demonstrates a reduction in the 

number of lost packets in comparison to a 
hybrid solution, with 80000 packets dropped 

as opposed to 140000 packets. The LSTM 

model has superior accuracy in comparison to 
many forecasting methods. 

2020 

[137] 

Multiple-lane 

urban 
motorway 

(DRL) and 

(DDPG) 

Reduced handovers 

based on average user 
data rate 

The proposed method reduces handovers to 20 

compared to 100 for RSS-based transition 
systems. Considering the typical per-user data 

rate, fewer handovers are desirable. 

2021 
[138] 

Sparse 
mmWave 

network and 

Dense 
mmWave 

network 

RL Reduce number of 
handovers 

The suggested methodology demonstrates 
significant superiority over the baseline 

methods in both the quantity of handovers 

and, notably, the consistency of connection 
throughout the trajectory. 

2021 
[139] 

Heterogeneous RL Minimize unnecessary 
handovers 

The proposed solution based on RL 
demonstrates a reduction in latency of 58%, 

37%, and 19% while simultaneously achieving 

an improvement in throughput of around 12%, 
5%, and 7% when compared to the RSRP 

method. The topics of discussion are  

Q-learning and state aggregation, in that order. 
2022 

[140] 

5G mmWave 

stations 

DRL based 

on DDQN 

Maintain the 

maximum throughput 

with minimal radio 
link failure risk 

The DDQN-based approach consistently 

outperforms DAPS and CHO for varied UE 

velocities (600 MBps at 12 m/s). 

2023 

[141] 

Vehicle 

platoon 

DRL decrease handovers 

(HO) to improve 

vehicle network 

performance 

The suggested model reduces HO and boosts 

cumulative reward. 

2020 
[142] 

Road system 
in the form of 

a grid 

Table-based 
Q-learning in 

RL 

to minimize the 
number of handovers 

When compared to a self-centered reference 
point, the suggested system exhibits a decrease 

in the frequency of handovers by 16.2% and 

an increase in the average length of 
connectivity by 16.9%. 

2020 

[143] 

mm-wave 

UDN 

DDRL minimize the 

frequency of Hos 

DDRL technique reduction in the number of 

frequent handovers (HOs) by a range of 20% 
to 69% when compared to the RBH and 7% to 

49% when compared to the SMART. 

Other 2021 
[28] 

Internet of 
vehicles (IoV) 

Jellyfish, 
dynamic Q 

learning, and 
fuzzy CNN 

Select best network 
and route, to reduce 

unnecessary handovers 

The performance of handover is enhanced by 45 
to 50%, the throughput is improved by 40 to 

45%, and the end-to-end latency is reduced by 
10 to 15% compared to the present methods. 

2020 

[144] 

VANET Cluster based 

handover and 
DEBCK 

to reduce expenses in 

the cluster formation 
process and mitigate 

packet loss rates 

The suggested strategy has the potential to 

strengthen and improve coherence in 
communication during the handover process. 

2020 
[145] 

Heterogeneous ML-based on 
multilayer 

perceptron 

(MLP) 

The decrease in 
handover rate 

The use of this approach effectively mitigates 
the occurrence of frequent handovers while 

concurrently enhancing the quality of service 

experienced by consumers. 
2021 

[146] 

Heterogeneous FAHP Reduce handover time In contrast to the benchmark network selection 

techniques, the suggested method exhibits a 

reduction in changeover times ranging from 
10.85% to 29.12%. 

2021 

[113] 

Heterogeneous MCDM, 

SAW 
approach 

to maintain user QoS 

during a handover 

The V2I-MHA system offers a reduced 

occurrence of handovers for applications that 
exhibit sensitivity to delays. 

 

 

Souza et al. [142] use RL and Tabular Q-learning to decrease vehicular fog computing handovers. 

The agent decides whether the car should connect, stay connected, disengage, or stay detached to an access 

point (AP). The agent interacts with the environment via a state space that includes the mobile device’s 

current location, it is previous position (east, west, north, or south), and its connection status (either 
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disconnected or connected to one of the access points). RL reduced handovers by 16.2% and increased 

unbroken connections by 16.9% across all conditions.  

The research conducted by Mollel et al. [143] introduced double deep reinforcement learning (DDRL) as 

a method to reduce the occurrence of frequent HOs in a millimetre wave (mmwave) ultra-dense network (UDN) 

scenario. The researchers took into account the signal-to-noise ratio (SNR) as well as several environmental 

variables, including obstacles and topographical characteristics. DDRL technique demonstrates a reduction in the 

number of frequent HOs by a range of 20% to 69% when compared to the RBH method. Additionally, DDRL 

exhibits a decrease in HOs by 7% to 49% when compared to the SMART technique. Furthermore, the dynamic 

data rate DDRL technique enhances the overall system throughput for the RBH and self-managed adaptive rate 

tuning (SMART) algorithms by a range of 19% to 40% and 24% to 37%, respectively. 

Awan et al. [144] designed a cluster-based handover and proposed that a dynamic edge backup node 

(DEBCK) could effectively reduce cluster construction costs and packet loss rate. Additionally, DEBCK 

increased capacity and ensured a stable connection. Both the cluster head and the standby mobile edge 

vehicle determined which vehicle to transmit control to. One of its primary drawbacks is the failure of its 

mobile edgednode standby. In addition, cluster heads should not be utilised whenever there is a demand, as 

their use could result in faulty handover or even payment. 

Qi et al. [145] proposes federated learning (FL) for proactive handover in a heterogeneous network. This 

network uses MBSs and SBSs in the mmWave frequency spectrum. MBS users worldwide get a comprehensive 

model. Every mobile user gets the global model and trains a local multi-layer perceptron (MLP) to discover the 

next connected small base station (SBS) based on SNR. All MBS users train and submit their local models 

asynchronously. It updates the global model. This plan aims to decrease handovers, boost worldwide training 

participation, and improve storage capacity. FL lowers reactive handovers. User velocities between 15-20 m/s 

reduce handovers from 30 to 14 compared to a baseline system. Regional QoS improves as user SNR grows. 

Other techniques to handover menagemet utilize different method. Hussain et al. [28] examined a 

variety of methods and technologies utilised in the internet of vehicles (IoV). Three techniques were 

described to assist handover, network selection, and routing in an IoV scenario. The researchers employed 

dynamic q-learning (DQL) to determine a dynamic threshold using the Shannon entropy rule to enable 

handover. According to the researchers, the DQL system decreases unnecessary handovers. Fuzzy 

convolutional neural network (CNN) was utilised by researchers to find the best network. To find the best 

route, researchers employed Jellyfish optimisation. OMNet++ simulated the system’s creation. Latency, 

packet loss, throughput, and handover were used to evaluate performance. 

Tong et al. [146] present a fuzzy analytic hierarchical process (FAHP) method as a means to 

decrease handover time. The researcher takes into account many factors like user preferences, service 

requirements, network features, and user mobility patterns. The algorithm that utilises FAHP with location 

information demonstrates significant reductions in handover times when compared to the RSS-based, multi-

criteria group decision making (MCGDM), and FTOPSIS algorithms. These reductions amount to 39.18%, 

29.12%, and 10.85% correspondingly. In comparison to the FAHP method that lacks position information, 

the approach under consideration demonstrates a reduction in handover times by 20.61% 

Ndashimye et al. [113] the proposed technique is referred to as the multi-criteria-based V2I 

handover algorithm (V2I-MHA) for short. This study aims to evaluate the effectiveness of V2IMHA in 

comparison to four existing handover techniques, namely V2I-MoLoHA, V2I-DHA, traditional, and 

ANDSF-assisted, with respect to two key performance metrics: HOFR and packet loss. The V2I-MHA 

algorithm demonstrates superior performance compared to current handover approaches. The HOFR of  

V2I-MHA is 16% lower than that of V2I-MoLoHA, 51% lower than V2I-DHA, 57% lower than traditional, 

and 62% lower than ANDSF-assisted. 

The above analysis yields several significant findings. The management of handovers in vehicle 

scenarios is often addressed as a matter focused on reducing the frequency of handovers. Moreover, it is 

important to acknowledge that centralised architectures are commonly utilised as a result of the intrinsic 

attributes of handovers. The training process in this case is conducted by a centralised entity, such as a base 

station. The aforementioned organisation collects feedback from individuals operating vehicles, proceeds to 

develop a centralised model using this data, and afterwards carries out actions based on the model that has 

been trained. Distributed approaches are evident in scenarios where the training process occurs autonomously 

on individual vehicles or base stations. The training process within this particular context encompasses a 

central entity, that is, a base station, which collects data from users of vehicles, trains a central model, and 

afterwards makes decisions based on the insights derived from this model, according to the existing scholarly 

works. The use of DRL in the context of NR-CV2X handover has not been extensively adopted. It is 

anticipated that there will be a rise in the adoption of DRL methodologies. Additionally, it is important to 

highlight that DRL does not require a labelled dataset, in contrast to supervised learning, as the agent gains 

knowledge directly from its surroundings. The optimisation of Vertical handover management in NR-CV2X 

will be conducted using DRL techniques. 
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6. OPEN ISSUES AND FUTURE RESEARCH DIRECTIONS 

As handover based V2X communication continues to gain traction in the automotive and 

transportation industries, researchers and industry experts are actively investigating innovative solutions to 

resolve the obstacles and expand the capabilities of this revolutionary technology. Handover-based V2X entails 

the seamless transfer of communication connections between multiple access points or base stations as vehicles 

pass through coverage areas, enabling continuous and reliable communication in intelligent transportation 

systems. In the sections that follow, we will look at specific open questions and possible future research 

directions that could make handover based V2X communication much more effective, reliable, and safe. 

 

6.1.  Handover optimization algorithms 

The research of handover optimisation algorithms has significant importance in the realm of handover 

based V2X communication. In order to ensure uninterrupted communication, it is essential to effectively 

perform a smooth handover while vehicles navigate across different coverage regions. Academic researchers are 

now exploring a range of machine learning methodologies, such as supervised and unsupervised learning, with 

the objective of creating intelligent algorithms that can accurately forecast the most advantageous handover time 

and access point. These algorithms take into account many parameters such as vehicle speed, network 

circumstances, handover delay, and QoS needs for different V2X applications. 

Machine learning models have the capability to examine both past handover data and real-time 

information in order to make judgements based on that data. This enables the achievement of smooth and 

efficient transfer transitions. The objective is to decrease the duration of interruptions during the handover 

process and enhance the decision-making process for handover by considering dynamic network circumstances 

and the movement patterns of vehicles. The use of these algorithms has the potential to enhance the overall 

efficacy and reliability of handover based V2X communication via continuous learning and adaptation to the 

ever-changing environment. 

 

6.2.  V2X edge computing  

Edge computing can improve V2X communication performance. Traditional cloud-based systems may 

cause significant communication delays between cars and faraway data centres. Edge servers and mini data 

centres near RSUs and base stations deliver computer resources to automobiles . Edge computing allows 

network-boundary data processing and decision-making in real time . This decreases round-trip data 

transmission time, improving communication latency and response times. Peripheral computing may offload 

computational tasks from the core cloud infrastructure, lowering network congestion and enhancing V2X 

communication. Data dissemination, task allocation, and V2X system integration are being considered in 

peripheral computing architecture designs. V2X applications may benefit from real-time data processing by 

improving edge computing infrastructure and techniques. 

 

6.3.  V2X security enhancements 

Security is crucial in V2X communication because cars and infrastructure communicate sensitive 

data such as vehicle locations, traffic patterns, and driver conduct. To protect V2X communication and user 

data from cyberattacks, researchers are designing new security measures. Secure authentication solutions are 

being researched to guarantee that only authorised cars and infrastructure may participate in V2X 

communication. V2X data is encrypted to prevent unauthorised access and monitoring. Researchers are also 

creating intrusion detection systems that continually monitor the network for unusual activity and alert users 

of possible security weaknesses. Privacy-protecting solutions are also emphasised in V2X security research. 

Homomorphic encryption encrypts data during transmission and processing, protecting privacy. Secure 

multi-party computing allows several people to collaborate without revealing their private information, 

ensuring V2X communication secrecy. For users and stakeholders to trust handover-based V2X 

communication and accelerate its adoption, V2X security must be rigorous.  

 

6.4.  AI and machine learning in V2X 

AI and ML in V2X communication might boost network performance and safety. Academics are 

using AI models to forecast traffic patterns, congestion, and driving behaviours using vehicle-to-everything 

(V2X) data. Machine learning algorithms can assess large amounts of real-time data from cars, infrastructure, 

and road sensors to make smart judgements. 

 

6.5.  Reliability and redundancy mechanisms 

V2X communication reliability is crucial for safety-critical applications. Redundancy methods that 

offer multiple communication pathways and minimize communication failures are being studied to ensure 

continuous connection. Multi-path routing lets V2X devices create numerous communication pathways. During 
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transfer, a backup route may quickly take over if one channel fails. Real-time multi-path routing enhances V2X 

communication dependability. Cellular and DSRC are being studied for hybrid communication solutions. 

Hybrid techniques provide dependable communication in low-coverage regions by combining their strengths. 

Hybrid methods effortlessly switch between communication channels during handover, improving V2X 

dependability. 

 

6.6.  5G network slicing 
Network slicing is becoming more popular for adapting communication services to V2X applications 

due to 5G networks. Network slicing lets V2X services create bespoke virtual networks.  V2X applications, 

including car safety alerts, traffic congestion updates, and infotainment services may be optimised for QoS and 

latency on every network slice. Safety-critical V2X services may need minimal latency and high dependability. 

Infotainment services may prioritise high data rates and minimal latency.  Researchers are studying V2X 

network slicing implementations. Define appropriate slice properties, implement resource allocation techniques, 

and manage slice handovers. Network slicing lets V2X apps customise network resources. This adjustment 

improves V2X communication by smoothing network slice transitions. 

 

 

7. CONCLUSION 

V2X communications are a revolutionary development in the field of connected transportation. This 

innovative technology enables vehicles to communicate not only with each other (V2V) but also with 

infrastructure (V2I), pedestrians (V2P), and network services (V2N), as well as other elements of the 

transportation ecosystem. V2X communication types play a pivotal role in revolutionising road safety, traffic 

management, and driving experiences in general by facilitating seamless data exchange and real-time 

connectivity. Establishing a cohesive and interconnected ecosystem in which vehicles can share vital 

information and interact with their environments is fundamental to V2X communications. V2X enables 

vehicles to make intelligent judgements, receive real-time traffic updates, and improve pedestrian safety, all 

of which contribute to a safer and more efficient transportation network. However, accomplishing seamless 

V2X handover between various forms of communication presents a number of obstacles and requirements. 

Interoperability, network coverage, low latency, security, scalability, redundancy, and regulatory frameworks 

are among the critical factors that must be addressed to ensure a seamless and dependable V2X handover. In 

spite of these obstacles, the promise of V2X communications cannot be denied. By overcoming obstacles and 

meeting requirements, V2X has the potential to revolutionise how we navigate on roads and in urban areas. It 

contains the key to a wiser, safer, and more sustainable future of transportation, in which vehicles and 

infrastructure optimise traffic flow, reduce incidents, and create a more seamless and connected mobility 

experience. In the end, the development of V2X communications represents a major step towards the 

realisation of intelligent and autonomous transportation. V2X promises to reshape the transportation 

landscape and pave the way for a future in which vehicles and their environs seamless sly collaborate, 

ultimately redefining how we will move and interact on the roadways of the future. 
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