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Software defined networks (SDN) have completely revolutionized the
management and operation of networks. This novel technology entails a
distinctive approach to management. Amidst the advancements, a notable
security concern arises in the form of distributed denial of service (DDoS)
attacks. To counteract this attack, the deployment of intrusion detection
systems (IDS) assumes paramount importance. IDS plays a critical role in
monitoring network traffic, promptly detecting irregularities that may signify
a potential denial of service (DoS) assault. This study delves into a
comprehensive exploration of a DDoS attack on an SDN network using the
OpenDaylight controller and the Mininet emulator. Furthermore, the
assessment extends to evaluating the DDoS attack's repercussions and the
effectiveness of IDS in mitigating such risks. Various performance metrics,
including throughput according to delay time, are monitored to gauge
network performance under duress. The difference in throughput curves
when comparing scenarios with and without IDS highlights the significant
impact of intrusion detection. When the IDS was absent, there was a
noticeable increase in oscillations, indicating greater network susceptibility.
On the other hand, the presence of an IDS created a more regulated
environment, reducing variances and promoting a more stable network.
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1. INTRODUCTION

The concept of software defined networking (SDN) brings about a distinct separation between the
control plane and the data plane within networks. This division introduces a heightened level of flexibility in
network configuration and more efficient management capabilities [1]. SDN networks are governed by a
centralized controller, which streamlines the implementation of security protocols and the identification of
irregularities within network traffic. This aspect proves particularly beneficial in the mitigation of distributed

denial of service (DDoS) attacks [2].

Contrarily, in traditional networks, control, and forwarding functions are tightly intertwined within
individual network devices. Routing decisions and network policies are preconfigured on each device,
necessitating manual interventions and device-specific updates for network changes [3]. This often leads to
intricate and time-consuming network management processes, especially in large-scale setups. SDN disrupts
this norm by uncoupling the control plane and data plane, introducing a centralized controller that takes

charge of network management [4].

Journal homepage: http://beei.org


https://creativecommons.org/licenses/by-sa/4.0/

Bulletin of Electr Eng & Inf ISSN: 2302-9285 g 2751

DDosS attacks exert specific impacts on SDN networks [5]. SDN networks might exhibit heightened
vulnerability to attacks targeting the centralized controller that governs them. Moreover, the adaptable nature
of SDN networks could potentially aid attackers in identifying and exploiting weaknesses [6]. Such DDoS
attacks on SDN networks can occasionally extend their impact to affect other networks connected to the same
controller, leading to widespread disruptions and outages [7]. Intrusion detection systems (IDS) serve as
security tools or systems designed to monitor network and system activities, promptly identifying and
responding to malicious or unauthorized actions. IDS scrutinizes network traffic, system logs, and relevant
data sources to detect signs of intrusion or abnormal behavior [8].

Many studies have delved into the prominent security vulnerabilities presented by SDN networks
and the pressing requirement to counteract the detrimental consequences of DDoS attacks that exploit these
vulnerabilities. In one study [9], a software-defined intrusion detection system was developed which
proactively neutralizes attacks at their source, ensuring the network functions as intended. This approach
incorporates an IDS that can autonomously identify various DDoS threats, and upon detection, communicates
with an SDN controller. Dridi and Zhani [10] introduced SDN guard, an innovative solution crafted to defend
SDN networks from denial of service (DoS) attacks. This is achieved by intelligently rerouting potential
harmful traffic, tweaking flow timeouts, and consolidating flow rules. Kandoi and Antikainen [11] highlights
two unique DoS attacks tailored for OpenFlow SDN setups. The researchers simulated these attacks on
Mininet and explored their impacts, noting that both the timeout duration of a flow rule and the bandwidth of
the control plane significantly influence switch performance. Yet another paper [12] showcases DoS-Guard,
a comprehensive and protocol-agnostic safeguard for SDN networks, designed to identify and alleviate such
threats. Essentially, DoS-Guard is a streamlined add-on for SDN controllers, comprising three primary
elements: a monitor, a detector, and a mitigator. Research by Tian et al. [13], the ramifications of DOS
attacks on SDN controllers are examined. The researchers introduced two countermeasures, namely FlowSec
and Blackbox. FlowSec's strategy limits the packet transmission rate to the controller, while Blackbox
dynamically gauges threat levels, spotting and reacting to varying severe attacks in real-time.

This paper highlights the importance of effective IDS, as demonstrated by the SNORT IDS. The
proficiency in reducing the effects of DDoS attacks and enhancing network stability is clear. Through a deep
comprehension of the complex dynamics between cyber attacks and defensive mechanisms, this research
empowers us to strengthen network defenses against the constantly changing landscape of cyber threats. The
growing susceptibility to DDoS attacks, which may target the central SDN controller, stands out as a major
concern [14]. In this scenario, IDS proves invaluable. IDS remains vigilant over system logs, network
activities, and data sources to identify and react to suspicious or malicious actions. By analyzing network
packets, IDS can recognize and issue alerts for potential security breaches or anomalies. Within SDN
environments, IDS plays a crucial role in detecting and thwarting DDoS attacks by monitoring traffic
patterns, spotting irregular behaviors, and initiating appropriate defenses. Integrating IDS into the SDN
control plane enhances overall network security. IDS gains a comprehensive understanding of network traffic
and dynamically enforces security protocols by leveraging SDN's programmability. By swiftly identifying
potential threats, such as unusual traffic patterns or unexpected activities, IDS ensures the safeguarding of the
SDN infrastructure. This integration bolsters network security by facilitating real-time monitoring and
detection capabilities, augmenting the ability to identify and counter potential threats, including DDoS
attacks [15].

The structure of this paper is organized as: section 2 provides an introduction to the background.
Section 3 delves into the proposed design. Section 4 presents the results and discussions of the analysis.
Conclusion are drawn in section 5.

2. BACKGROUND
2.1. Architecture for software defined network

The architecture of SDN was conceived to foster innovation in networking hardware. Constituting
the crux of SDN are three layers and their corresponding communication interfaces. A depiction of these
layers and communication interfaces follows [16], [17]. The forwarding layer, often referred to as the data
plane, encompasses an array of devices, typically including switching, and routing components. Serving as
the operational core, the data plane undertakes data transmission and collection duties. The control layer,
commonly known as the control plane, is predominantly composed of one or more SDN controllers.
Operating through a mechanism termed the south-bound API as illustrated in Figure 1, its principal role
revolves around the management and orchestration of the underlying hardware infrastructure [18].

In an SDN-centric network, the core intelligence resides in the network controller, dictating the
routes traffic flows will take across the network. Meanwhile, network devices like switches and routers
simply relay packets according to the flow rules set by the controller. The control plane interacts with the
data plane and the application plane via the southbound interface (SBI) and northbound interface (NBI),
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respectively. Such a setup enhances network management. To elaborate, it facilitates rapid, flexible, and
automated network adjustments, optimizes the use of network assets, and eases the process of
troubleshooting and debugging.
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Figure 1. SDN architecture

2.2. Network security in software defined networking
Given the fluid and adaptable nature inherent to these networks, ensuring security for SDNs stands

as a paramount concern. Below, you'll find pivotal insights into the security landscape of SDNs [19], [20].

— Targeted attacks on SDN controllers: the controllers in SDNs hold immense allure for potential attackers,
serving as the neural hub of the network. Compromising a controller could yield catastrophic
consequences, offering malefactors control over the entire network. They might reroute traffic,
manipulate components maliciously, or even bring adversarial elements to a halt.

— Controller integrity and authenticity: guaranteeing the unadulterated authenticity of SDN controllers is of
utmost importance. Robust mechanisms for authentication and integrity verification are imperative to
ascertain that solely sanctioned and untainted controllers establish communication with the network.

— Data plane vulnerabilities: the partition between the control and data planes introduces novel vulnerabilities
in the data plane. The security of switches and routers employed for data transfer becomes pivotal in
combatting threats such as buffer overflows, injection of malicious traffic, and service disruptions.

— Isolation and multi-tenancy: in shared SDN environments, where disparate entities share a common
network, meticulous isolation of locations is indispensable. This prevents cross-contamination and
inadvertent data leaks, preserving each entity's integrity.

— Enforced access control: robust access control mechanisms must be enacted to ensure that exclusively
authorized entities can interact with SDN resources and controllers, preventing unauthorized interventions.

— Confidentiality and encryption: upholding the confidentiality of data and safeguarding against
interception mandates the implementation of encryption protocols for communications spanning various
SDN network elements, encompassing controllers and data transmission components.

— The security landscape of SDN networks necessitates a comprehensive approach, combining technical
safeguards, stringent security protocols, and heightened awareness to counter emerging threats in an
environment characterized by extensive programmability [21].

3. PROPOSED DESIGN

This article centers its attention on cyber-attacks, with a specific focus on the impactful realm of DDoS
attacks in the context of SDN. The primary objectives of these attacks involve undermining network
performance, instigating disruptions, and enabling the centralized management and control of network
resources. Achieving this is made possible through the segmentation of the control plane and data plane within a
network's architectural framework. Amidst SDN's benefits, encompassing flexibility and scalability, emerges a
parallel landscape of fresh security threats. Among the looming threats to SDN, DoS attacks prominently stand
out. DDoS attacks [22], characterized by their overwhelming flood of traffic, serve to incapacitate network
resources and disrupt services. The ramifications of DDoS attacks on an SDN network are profound, resulting
in performance deterioration, downtime, and significant financial losses.

In this battle against such assaults, IDS emerge as pivotal guardians [23]. A cornerstone of network
security, the IDS is exemplified by SNORT, a renowned open-source IDS. SNORT engages in the
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surveillance of network traffic, utilizing a blend of packet sniffing and signature-based detection to unearth
potential threats and intrusions. Operating as an IDS, SNORT instantaneously scrutinizes network traffic,
cross-referencing packet contents against a pre-established database of rules and signatures. These rules
outline the behavioral patterns associated with well-known attacks or malicious activities.

Upon discovering a match, SNORT generates alarms or logs, delivering a comprehensive
breakdown of the suspected intrusion. Among its capabilities, SNORT employs deep packet inspection, a
technique that delves into network protocols and payloads to identify various attack forms. These
functionalities collectively safeguard SDN networks against potential threats targeting switches, controllers,
and links. In the scope of this study, throughput and latency were gauged using the widely used Iperf tool,
both before and after the incorporation of SNORT, as well as before and after a DDoS attack. This section
delves into the intricacies of the design and deployment of SNORT within an SDN framework, with the
objective of detecting and mitigating DDoS assaults. Illustrated in Figure 2 is a model outlining the topology
of a DDoS attack within an SDN network, alongside the application of SNORT IDS. This model encompasses
two critical phases: the initiation of the DDoS attack and its subsequent detection via SNORT IDS.

Controller

/

Snort IDS

\

Attacker SDN Network

Figure 2. DDoS attack in SDN

The measurement of throughput and latency is facilitated through the utilization of the popular
open-source tool, Iperf. This tool effectively assesses the speed and quality of network connections by
generating network traffic between a client and server. Among the myriad metrics that Iperf can monitor,
throughput, latency, and packet loss are prominent factors that contribute to the evaluation.

4. RESULTS AND DISCUSSION

In this simulation scenario, our focus shifts to executing a DDoS attack within an SDN network [24],
alongside the incorporation of the SNORT intrusion detection system. After these actions, we proceed to
capture data both pre and post DDoS attack, as well as prior to and after implementing the SNORT IDS.

4.1. Experimental setup

Our experimental setup was hosted on a server equipped with Ubuntu 20.04, powered by an Intel(R)
Core (TM) i7-1165G7 CPU @ 2.80 GHz and bolstered by 16 GB RAM. For network topology emulation, we
leveraged Mininet 2.3.0, a platform that facilitates the creation of a virtual ecosystem comprising hosts,
switches, controllers, and links. The OpenFlow switch implementation was done using OpenvSwitch (OVS).
The entire virtual network was orchestrated by OpenDaylight, with the interaction between the switches and
the OpenDaylight controller facilitated by the OpenFlow protocol, version 1.3. To mimic the DDoS attack
dynamics, we employed the hping3 utility, renowned for dispatching tailored TCP/IP packets. Additionally,
for generating throughput and delay essential for attack initiation, we utilized Iperf, a robust packet
manipulation tool [25].

4.2. Scenario before DDoS attack

Examining the graph depicted in Figure 3, it becomes apparent that with the progression of time,
there exists a fluctuation in the flow rate within the range of 9.3 to 10.5 Mbps. This variation persists until the
12" time unit, at which point the flow rate stabilizes at 9.6 Mbps. Upon further scrutiny, a declining trend in
flow rate emerges, evident as the measurement drops to 9.38 Mbps by the 15™ time unit. After this point,
alterations in throughput become more pronounced, coinciding with the DoS attack.

Detection and mitigation of DDoS attack in SDN based instrusion detection system (Meryem Chouikik)



2754 O3 ISSN: 2302-9285

TCP Flow

T T
TCP Flow —+—

98 W I“.‘ | |

Throughput(Mbps)
"

9.6 - |/ \ | |
\

{ AN
9.4 - 1 \ /

9.2

Time(sec)

Figure 3. Throughput before the scenario of DDoS attack

4.3. Scenario after the DDoS attack

Referring to the graph displayed in Figure 4, an initial surge is notable, with the flow reaching its
pinnacle value of 630 Mbps at time 1. Subsequently, a noticeable reduction follows, accompanied by

fluctuations within the range of 8 to 12 Mbps. This pattern leads us to the inference that a decline in
throughput becomes evident post the DDoS attack.
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Figure 4. Throughput after the scenario of DDoS attack

4.4. Scenario without integrated intrusion detection systems

Upon scrutinizing the graph illustrated in Figure 5, a tripartite division becomes evident in the
absence of an IDS. In the initial segment, a peak value is observed, subsequently undergoing a gradual
decline until it reaches zero. The subsequent part maintains a steady value, while the concluding phase
showcases an incremental ascent, transforming the curve into an upward trajectory. This discernment leads us

to the conclusion that prior to the incorporation of SNORT, the flow rate oscillates between decline, stability,
and augmentation.

4.5. Scenario with integrated intrusion detection systems

Based on the data presented in Figure 6, it becomes evident that the utilization of an IDS imparts
distinct characteristics to the curve depicted in the Figure 6. Notably, there are segments within the curve that
exhibit clear increments, while other portions display marginal decreases. The pinnacle value within this
context is recorded during the 9™ time unit. In essence, this study thoroughly examined throughput dynamics
by simulating DDoS attacks and implementing SNORT IDS. Operating within a strategically structured
Mininet-OpenDaylight setup, diverse scenarios were analyzed to illuminate nuanced throughput shifts.
Analysis revealed a marked pre-attack throughput curve fluctuation, showcasing the disruptive influence of
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DDoS assaults on network performance. However, with the introduction of DDoS attacks countered by
SNORT IDS, a distinct transformation emerged. Post-attack, the throughput curve displayed heightened
stability, implying the efficacy of defense mechanisms in mitigating detrimental impacts.
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Figure 5. Throughput without IDS Figure 6. Throughput with IDS

Moreover, the interplay between IDS deployment and throughput variations unveiled a noteworthy
insight. The contrast between throughput curves with and without IDS emphasized intrusion detection's
discernible influence. Absence of IDS correlated with amplified oscillations, signaling heightened
vulnerability. Conversely, IDS deployment fostered controlled conditions, curtailing fluctuations, and
enhancing network stability.

5. CONCLUSION

To sum up, this study delved into network throughput dynamics using DDoS attacks and SNORT
IDS in a controlled Mininet-OpenDaylight setup. Observations unveiled meaningful insights. Before DDoS
attacks, we witnessed disruptive throughput fluctuations. After implementing DDoS attacks and SNORT
IDS, curves stabilized, highlighting successful defense mechanisms. Notably, SNORT IDS further minimized
variations, emphasizing its efficacy in enhancing network stability. This research underscores the critical role
of robust IDS, exemplified by SNORT IDS. Its ability to mitigate DDoS impacts and refine network stability
is evident. By understanding the intricate interplay between attacks and defenses, we equip ourselves to
fortify networks in the face of evolving cyber threats. These findings offer practical implications for real-
world network resilience strategies. Recognizing the attack-defense dynamics, we gain insights into
constructing more robust networks. This study provides a valuable lens through which to navigate the
complexities of network security, fostering a proactive approach to cybersecurity in an ever-changing digital
landscape.
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