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 Image encryption is a crucial facet of secure data transmission and storage, 

and this study explores the efficacy of combining sigmoid logistic maps 

(SLM), Hill cipher, and Kronecker's product method in enhancing image 

encryption processes. The evaluation, conducted on diverse images such as 

Lena, Rice, Peppers, Cameraman, and Baboon, unveils noteworthy findings. 

The Lena image emerges as the most successfully encrypted, as evidenced 

by the lowest mean squared error (MSE) at 92.81 and the highest peak 

signal-to-noise ratio (PSNR) at 19.43, reflecting superior fidelity and quality 

preservation. Additionally, the encryption of 64×64 pixels images 

consistently demonstrate robustness, with a high number of pixels change 

rate (NPCR) and unified average change intensity (UACI) values, 

particularly notable for the Cameraman image. Even for 128×128 pixels 

images, commendable encryption performance persists across the tested 

images. The amalgamation of SLM, Hill cipher, and Kronecker's product 

emerges as an effective strategy for balancing security and perceptual quality 

in image encryption, with the Lena image consistently outperforming others 

based on comprehensive metrics. This research provides valuable insights 

for future studies in the dynamic domain of image encryption, emphasizing 

the potential of advanced cryptographic techniques in ensuring secure 

multimedia communication. 
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1. INTRODUCTION 

Image encryption involves securing digital images by altering the pixel values or visual content in a 

manner that makes it challenging for unauthorized users or entities to interpret or access the original 

information [1]-[4]. Commencing the exploration into image encryption, this research delves into the 

intricate process of safeguarding digital images [5]-[7]. This entails the transformation of pixel values or 

visual content to create a formidable barrier against easy interpretation or access by unauthorized entities. 

The overarching aim is to ensure the confidentiality and integrity of images, a critical consideration, 

especially during the phases of storage or transmission [8]. In this pursuit, various encryption techniques, 

ranging from symmetric and public-key encryption to chaotic systems, will be examined to comprehend their 

effectiveness in fortifying digital image security [9]-[11]. Digital image cryptography, within the context of 

secure information transmission and storage, represents a sophisticated domain where cryptographic 
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principles are seamlessly integrated with image protection mechanisms [12], [13]. This research extends its 

focus to the realm of digital image cryptography, emphasizing a meticulous examination of advanced 

cryptographic algorithms tailored to fortify the security of digital imagery. The strategic amalgamation of 

cryptographic techniques with image encryption protocols aims to establish a resilient shield against 

unauthorized interpretation or access [14], [15]. Through a formal exploration, this study aims to dissect the 

intricacies of digital image cryptography, shedding light on how cryptographic methodologies contribute to 

augmenting the confidentiality and integrity of digital images. The investigation will encompass a thorough 

analysis of various cryptographic paradigms, encompassing symmetric and public-key encryption, to discern 

their specific roles and efficacy within the overarching framework of digital image security [16]. 

Digital image encryption, as a critical facet of information security, can be significantly enhanced 

through the judicious amalgamation of multiple methods [17]-[20]. This formal exploration delves into the 

nuanced landscape of employing a synergistic approach, combining various encryption techniques to fortify 

the safeguarding of digital images. The integration of cryptographic methodologies, including both 

symmetric and public-key encryption, coupled with innovative image encryption protocols, creates a 

comprehensive framework aimed at bolstering the confidentiality and integrity of digital imagery [21]. Such 

as [17], this research investigates the limitations of the current image encryption algorithm, which relies on 

low-dimensional chaotic systems characterized by a restricted key space and inadequate security. The 

impracticality of implementing high-dimensional chaotic systems is acknowledged due to their complexity 

and inefficiency. Furthermore, the vulnerability of image encryption algorithms using fixed DNA encoding 

rules is recognized, as these can be susceptible to cracking. The proposed novel technique presented in this 

article addresses these challenges by introducing a method that involves randomly jumping between two 

uncorrelated one-dimensional chaos, thus avoiding linear correlation of the chaotic sequence. The technique 

also leverages the parallel generation of numerous encryption results through the random grouping of DNA 

encoding groups and encoding operations. Subsequently, the optimal solution is selected based on the 

generated encryption results, effectively minimizing ciphertext image instability. Experimental results 

indicate that this algorithm achieves high-security levels, sensitivity to plaintext alterations, and resistance 

against cracking attempts in encrypted images. 

Research by Mfungo et al. [18], introduces a novel image encryption technique in their study, 

wherein they integrate the Kronecker XOR (Exclusive OR) product, Hill cipher, and sigmoid logistic map 

(SLM). The algorithm initiates by left-shifting values in each row of the state matrix by a predetermined 

number of positions, followed by the encryption of the resulting image using the Hill cipher. Subsequently, 

the top value of each odd or even column engages in an XOR operation with all values in the corresponding 

even or odd column, excluding the top value. The resultant image undergoes diffusion through a SLM and is 

subjected to the Kronecker XOR product operation among pixels, resulting in a secure image. Further 

diffusion occurs with additional keys from the SLM for the final product. Comparative analysis with recent 

methodologies demonstrates the proposed method's safety, efficiency, and robustness, as evidenced by 

statistical analysis, differential attack analysis, brute force attack analysis, and information entropy analysis. 

Research by Mfungo et al. [19], combines logistic and sine maps, forming the logistic sine map, and 

integrating the fuzzy concept with the Hénon map, resulting in the creation of the fuzzy Hénon map. These 

maps play a crucial role in generating secure secret keys, while a fuzzy triangular membership function is 

adeptly employed to modify the initial conditions during the diffusion process. The encryption process 

encompasses pixel scrambling, summation of adjacent row values, and XORing the results with randomly 

generated numbers from the chaotic maps. Rigorous testing against various attacks, including statistical 

analysis, local entropy analysis, differential attack analysis, signal-to-noise ratio assessment, signal-to-noise 

distortion ratio evaluation, mean error square analysis, brute force attack scrutiny, and information entropy 

analysis, substantiates the robustness of the proposed scheme. Research by Mfungo and Fu [20], introduces 

an innovative methodology aimed at bolstering image encryption by leveraging a strategic combination of the 

RSA algorithm, homomorphic encryption, and chaotic maps, specifically the sine and logistic map, in 

conjunction with the self-similar properties of the fractal Sierpinski triangle. The proposed fractal-based 

hybrid cryptosystem strategically employs Paillier encryption to uphold security and privacy, while the 

integration of chaotic maps introduces elements of randomness, periodicity, and robustness. Simultaneously, 

the fractal Sierpinski triangle contributes to the generation of intricate shapes at various scales, resulting in a 

significantly expanded key space and heightened sensitivity through the utilization of randomly selected 

initial points. The secret keys derived from the chaotic maps and the Sierpinski triangle play a pivotal role in 

the encryption of digital images. The paper titled "An image encryption with combining 2D SLM, Hill 

cipher, and Kronecker XOR product" introduces a comprehensive approach to image encryption by 

synergistically combining the strengths of 2D SLM, Hill cipher, and Kronecker XOR product. The 

integration of these methods aims to enhance the security and robustness of the encryption process. The 2D 

SLM contribute to the generation of complex and unpredictable sequences, introducing a layer of 

randomness crucial for effective encryption [18], [22]. Hill cipher, known for its versatility in handling 
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matrix operations, is employed to further obfuscate the image data [18], [23]. Additionally, the Kronecker 

XOR product is strategically incorporated to introduce a unique bitwise operation, enhancing the overall 

complexity of the encryption algorithm [18]. Through this amalgamation, the paper seeks to achieve a robust 

image encryption scheme that is resilient against various cryptographic attacks. Based on the problem 

addressed in this study, the research endeavors to develop a novel image encryption approach by 

synergistically incorporating 2D SLM, Hill cipher, and Kronecker XOR products. The primary objective of 

this research is to enhance the security of digital images against unauthorized access and malicious activities 

in the contemporary digital landscape. Three key research objectives are outlined to guide the investigation: 

Investigate the efficacy of 2D SLM; evaluate the impact of Hill cipher on image obfuscation; and assess the 

role of the Kronecker XOR product in encryption complexity. 

 

 

2. METHOD 

2.1.  Logistic maps based on sigmoid function 

Logistic maps represent a mathematical approach with diverse applications, spanning from chaos 

theory to cryptography [18]. The sigmoid function, characterized by its S-shaped curve, is integrated into the 

logistic map equation to generate sequences that exhibit chaotic behavior. The logistic map equation is 

expressed as shown in (1). Where 𝑥𝑛 is the current value, 𝑥𝑛 + 1 is the next value, and 𝑟 is the control 

parameter. To implement the logistic maps based on the sigmoid function, the following pseudocode 

provides a step-by-step in Algorithm 1. 

 

𝑥𝑛 + 1 = 𝑟 × 𝑥𝑛(1 − 𝑥𝑛) (1) 

 

Algorithm 1. Logistic maps based on sigmoid function 
Initialize: 

Set the initial value 𝑥0 within the range (0, 1) 

Choose a suitable control parameter value 𝑟 within the range (2.5, 4) 
Define the number of iterations 𝑛𝑢𝑚_𝑖𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛𝑠 
Algorithm: 

For 𝑖 =  1 to 𝑛𝑢𝑚_𝑖𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛𝑠: 
         𝑥𝑛 + 1 = 𝑟 × 𝑥𝑛(1 − 𝑥𝑛) 
  Output 𝑥𝑛 + 1 
  Set 𝑥𝑛 = 𝑥𝑛 + 1 
End 

 

2.2.  Kronecker product 

The Kronecker product, denoted by ⊗, is a mathematical operation widely utilized in linear algebra 

and signal processing [18], [24]. It is defined for two matrices, A (𝑚 × 𝑛) and B (𝑝 × 𝑞), resulting in a new 

matrix C (𝑚𝑝 × 𝑛𝑞). The Kronecker product combines each element of matrix A with the entire matrix B, 

producing a larger, block-structured matrix. Mathematically, the Kronecker product of matrices A and B is 

represented in (2). For each element 𝐶𝑖𝑗 in 𝐶, it is computed as 𝐶𝑖𝑗=𝑎𝑖𝑗 × 𝐵, where 𝑎𝑖r is the element at 

position (𝑖, 𝑗) in matrix A. The Kronecker product finds applications in various fields, such as image 

processing, quantum mechanics, and coding theory. Based on the Kronecker product, the following 

pseudocode provides a step-by-step in Algorithm 2. 

 

𝐶 = 𝐴 ⊗ 𝐵 (2) 

 

2.3.  Hill cipher 

Hill cipher is a classical symmetric-key cryptographic algorithm that operates on matrices to encrypt 

and decrypt messages [12], [18]. The core of Hill cipher lies in its use of matrix multiplication over a finite 

field. The encryption process involves breaking the plaintext into blocks of fixed size, typically matching the 

dimensions of the key matrix. Each block is then represented as a column vector and multiplied by the key 

matrix modulo the size of the alphabet. The resulting cipher vector represents the encrypted block. 

Decryption follows a similar procedure, with the ciphertext multiplied by the inverse of the key matrix to 

obtain the original plaintext. The strength of Hill cipher lies in its ability to handle multiple characters 

simultaneously, making it resistant to traditional frequency analysis attacks. The Hill cipher equation is 

expressed as (3). Where 𝐶 is the ciphertext, 𝐾 is the key matrix, and 𝑃 is the plaintext. Based on the Hill 

cipher, the following pseudocode provides a step-by-step in Algorithm 3. 

 

𝐶 = 𝐾 × 𝑃 𝑚𝑜𝑑 26 (3) 
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Algorithm 2. Kronecker product algorithm Algorithm 3. Hill cipher algorithm 
Initialize: 

𝑚, 𝑛 = dimensions of matrix A 

𝑝, 𝑞 = dimensions of matrix B 
𝐶 = new matrix of size (𝑚 ×  𝑝, 𝑛 ×  𝑞) 
Algorithm: 

for 𝑖 from 1 to 𝑚: 

      for 𝑗 from 1 to 𝑛: 

      for 𝑥 from 1 to 𝑝: 
           for 𝑦 from 1 to 𝑞: 

                  𝐶[𝑖 × 𝑝 +  𝑥][𝑗 × 𝑞 +  𝑦]  =
 𝐴[𝑖][𝑗] × 𝐵[𝑥][𝑦] 
                   end 

           end 

      end 

end 

return C 

Initialize: 

Let 𝑛 be the size of the 𝑘𝑒𝑦_𝑚𝑎𝑡𝑟𝑖𝑥 
Divide the plaintext into blocks of size  

𝑛 
Algorithm: 

for each block: 

     Convert the block into a 𝑐𝑜𝑙𝑢𝑚𝑛_𝑣𝑒𝑐𝑡𝑜𝑟 
     Multiply the 𝑘𝑒𝑦_𝑚𝑎𝑡𝑟𝑖𝑥 with the 
column vector 

     Apply modulo by 26 to each result 

     Convert the resulting column vector 

back to text 

     Append the encrypted block to the 

ciphertext 

end 

Return the 𝑒𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑_𝑐𝑖𝑝ℎ𝑒𝑟𝑡𝑒𝑥𝑡 

 

2.4.  Proposed method 

The proposed method in this research introduces an innovative image encryption technique by 

synergistically combining 2D SLM, Hill cipher, and Kronecker XOR products. The 2D SLM are employed to 

generate complex and unpredictable sequences, enhancing the randomness crucial for effective encryption. 

The Hill cipher, known for its matrix-based approach, further obfuscates the image data, while the Kronecker 

XOR product introduces a unique bitwise operation to augment the overall complexity of the encryption 

algorithm. The integration of these methods aims to provide a robust image encryption scheme that is 

resilient against unauthorized access and various cryptographic attacks. For a detailed depiction of the 

encryption process, the flowchart based on encryption can be seen in Figure 1. Algorithm 3 presents the Hill 

cipher algorithm, which begins by setting the size of the key matrix, 𝑛, and dividing the plaintext into blocks 

of this size. Each block is converted into a column vector, which is then multiplied by the key matrix. The 

results are taken modulo 26, converted back to text, and appended to form the encrypted ciphertext. In 

parallel, Algorithm 4 details the image scrambling algorithm, which initializes permutation functions 𝑓(𝑥,𝑦) 

and 𝑔(𝑥,𝑦), and creates an empty array for the scrambled image. Each pixel (𝑥,𝑦) in the original image is 

assigned new coordinates (newX, newY). based on these functions, and the pixel value is set accordingly, 

resulting in a scrambled image. 
 

 

 
 

Figure 1. Proposed encryption stage 
 
 

Algorithm 4. Image scrambling algorithm 
Initialize: 

Initialize a permutation function 𝑓(𝑥, 𝑦) and 𝑔(𝑥, 𝑦) 
Create an empty array for the scrambled image 

Algorithm: 

for each pixel (𝑥, 𝑦) in the original image: 

    Calculate new coordinates (𝑛𝑒𝑤𝑠, 𝑛𝑒𝑤𝑌) by 𝑓(𝑥, 𝑦) and 𝑔(𝑥, 𝑦) 
    Set the pixel value at (𝑛𝑒𝑤𝑋, 𝑛𝑒𝑤𝑌) to the original pixel value 
end 

return the 𝑆𝑐𝑟𝑎𝑚𝑏𝑙𝑒𝑑_𝐼𝑚𝑎𝑔𝑒 

 

2.4.1. Image scrambling 

Image scrambling is a technique employed in image processing and cryptography to enhance the 

security of digital images by rearranging the pixel values in a controlled manner [25], [26]. One common 

approach involves utilizing mathematical operations to shuffle the pixel positions, rendering the original 
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image visually indistinguishable [27]. A commonly used image scrambling formula involves permuting the 

pixel indices based on a specific mathematical function. Based on image scrambling equation can be seen in 

(4) and (5). Where 𝑃 represents the original pixel value, and 𝑓(𝑥, 𝑦) and 𝑔(𝑥, 𝑦) are mathematical functions 

determining the new pixel coordinates. Based on image scrambling, the following pseudocode provides a 

step-by-step in Algorithm 4. Based on Algorithm 4, the result of this scrambling process is demonstrated in 

Figure 2, where Figure 2(a) represents the original image and Figure 2(b) shows the scrambled image, 

specifically illustrating the shift rows transformation. 
 

𝑃′(𝑥, 𝑦) = 𝑃(𝑓(𝑥, 𝑦), 𝑔(𝑥, 𝑦)) (4) 
 

{
𝑥(𝑖, 𝑗 +  𝑛)  =  𝑦(𝑖 +  1, 0)  ⊕  𝑥(𝑖, 𝑗 +  𝑛)
𝑦(𝑖, 𝑗 +  𝑛)  =  𝑥(𝑖 +  1,0)  ⊕  𝑦(𝑖, 𝑗 +  𝑛)

 (5) 

 

2.4.2. Image diffusion 

Following the image scrambling process in Figure 2, image diffusion is introduced to further 

enhance the security of the scrambled image. Image diffusion involves spreading the influence of pixel 

changes across the entire image, making it more challenging for adversaries to discern patterns. This step 

contributes to the overall robustness of the encryption scheme. Step 1: after image scrambling, the first step 

in the diffusion process involves applying the Hill cipher. The Hill cipher introduces additional matrix-based 

transformations to the scrambled image. This step not only contributes to further obfuscating the pixel values 

but also ensures that modifications are spread across the image matrix in a controlled manner as shown in 

Figure 3, where Figure 3(a) represents the scrambled image and Figure 3(b) shows the encrypted of Hill 

cipher algorithm. 

Step 2: following the Hill cipher, SLM is applied to introduce a layer of controlled chaos to the 

diffusion process. The SLM generates complex and unpredictable sequences, injecting randomness into the 

pixel values. This step ensures that the changes initiated by the Hill cipher are diffused in a non-linear and 

intricate manner, enhancing the overall security of the image. This step processing can be seen in Figure 4, 

where Figure 4(a) represents encrypted of Hill cipher algorithm, and Figure 4(b) shows the results of 

integration SLM. Step 3: The final step involves the application of the Kronecker XOR product. This bitwise 

operation contributes to the diffusion by introducing a unique interaction between pixel values. The 

Kronecker XOR product ensures that the modifications introduced by the Hill cipher and SLM are further 

distributed and intertwined, creating a more intricate and challenging encryption scheme. Final stage 

combining the second encrypted image with the Kronecker XOR product, based on the Kronecker XOR 

product, the application of this bitwise operation is elucidated through specific equations. For a 2×2 matrix, 

the Kronecker XOR product can be observed in (6), providing a concise representation of the interaction 

between the matrix elements. Similarly, when dealing with a larger matrix, such as a 4×4 matrix, the 

application of the Kronecker XOR product is detailed in (7). These equations encapsulate the mathematical 

operations that contribute to the diffusion process, highlighting the transformative impact of the Kronecker 

XOR product on pixel values within varying matrix dimensions. 
 

𝑀2𝑥2 =  [
𝑖, 𝑗 𝑖 + 1, 𝑗

𝑖, 𝑗 + 1 𝑖 + 1, 𝑗 + 1
] (6) 

 

𝑀4𝑥4 =

 [

𝑖, 𝑗 (i, j)  ⊕ (i +  1, j)
(𝑖, 𝑗)  ⊕ (𝑖, 𝑗 +  1) (i, j)  ⊕ (i +  1, j +  1)

(i, j)  ⊕ (i +  1, j) (i +  1, j)
(i, j +  1)  ⊕  (i +  1, j) (i +  1, j)  ⊕ (i +  1, j +  1)

(𝑖, 𝑗)  ⊕ (𝑖, 𝑗 +  1) (i, j +  1)  ⊕ (i +  1, j)
(𝑖, 𝑗 +  1) (i, j +  1)  ⊕ (i +  1, j +  1)

(i, j)  ⊕ (i +  1, j +  1) (i +  1, j)  ⊕ (i +  1, j +  1)
(i, j +  1)  ⊕ (i +  1, j +  1) (i +  1)  ⊕ (j +  1) 

] (7) 

 

 

      
(a) (b) (a) (b) (a) (b) 

      

Figure 2. Scrambling process; 

(a) original image and (b) 

scrambled image (shift rows 

transformation) 

Figure 3. Image diffusion based on 

hill cipher encryption;  

(a) scrambled image and  

(b) combining scrambled image 

with Hill cipher 

Figure 4. Advanced encryption 

based on SLM; (a) encrypted Hill 

cipher, (b) combining the first 

encrypted image with SLM 



Bulletin of Electr Eng & Inf  ISSN: 2302-9285  

 

Improved imperceptible engagement-based 2D sigmoid logistic maps, Hill cipher, and … (Heru Lestiawan) 

1871 

Figure 5 represents an illustration of the Kronecker’s product, the outcomes derived from (6) and (7) 

materialize into results that can be effectively illustrated through the visual representation provided in  

Figure 6. This figure encapsulates the transformed matrices resulting from the application of the Kronecker 

XOR product, showcasing the intricate interactions and alterations induced within the pixel values. 

 

 

 
 

Figure 5. Figure illustration based on Kronecker product 
 

 

 
 

Figure 6. Final cipher image (combining Hill cipher, SLM, and Kronecker product) 

 

 

3. RESULTS AND DISCUSSION 

Here, experimentation is conducted on digital images of dimensions 64×64 and 128×128, both 

represented in grayscale. The choice of these image sizes allows for a comprehensive assessment of the 

proposed image encryption scheme's applicability and performance across varying resolutions. Furthermore, 

the utilization of grayscale images emphasizes the adaptability of the encryption method to different color 

representations. The secret key chosen for the Hill cipher component of the encryption process is set as  

K=[9 4; 8 6], imparting a specific matrix-based transformation to the pixel values during encryption. 

Additionally, SLM leverage a constant value, denoted as r=[30.1234, 30.5678]. Figure 7 illustrates the 

sample images designated for encryption processing, comprising: Figure 7(a) Lena, Figure 7(b) Rice,  

Figure 7(c) Peppers, Figure 7(d) Cameraman, and Figure 7(e) Baboon. 

 

 

     
(a) (b) (c) (d) (e) 

 

Figure 7. Sample of datasets of; (a) Lena, (b) Rice, (c) Peppers, (d) Cameraman, and (e) Baboon 

 

 

3.1.  Noise attack based on salt and peppers 

Noise attack represents a sophisticated method employed by adversaries to compromise the integrity 

and security of encrypted images [28], [29]. This covert technique involves the injection of subtle yet 

strategically crafted random patterns, commonly referred to as noise into the encrypted image data. The 

primary objective of a noise attack is to exploit vulnerabilities in encryption algorithms, thereby undermining 

the confidentiality of the protected information. Figure 8 depicts the testing phase involving images subjected 

to varying degrees of noise and their subsequent encrypted and recovery processes. Figures 8(a)-(e) show the 
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Lena image with incremental noise levels of 10%, 25%, 50%, 75%, and 100%, respectively. Figures 8(f)-(j) 

present the encrypted images based on the proposed method corresponding to the same noise levels. Finally, 

Figures 8(k)-(o) illustrate the recovery process addressing salt and pepper noise at 10%, 25%, 50%, 75%, and 

100%, respectively. 
 

 

     
(a) (b) (c) (d) (f) 

     

     
(g) (h) (h) (i) (j) 

     

     
(k) (l) (m) (n) (o) 

 

Figure 8. Testing phase with attack; (a) Lena with 10% noise, (b) Lena with 25% noise, (c) Lena with 50% 

noise, (d) Lena with 75% noise, (e) Lena with 100% noise, (f) encrypted based on method with 10% noise, 

(g) encrypted based on method with 25% noise, (h) encrypted based on method with 50% noise, (i) encrypted 

based on method with 75% noise, (j) encrypted based on method with 100% noise, (k) recover salt and 

peppers 10%, (l) recover salt and peppers 25%, (m) recover salt and peppers 50%, (n) recover salt and 

peppers 75%, and (o) recover salt and peppers 100% 

 

 

By strategically manipulating the pixel values through the introduction of noise, attackers aim to 

subtly alter the encrypted image in a manner that remains imperceptible to both human observers and 

automated algorithms. This surreptitious modification can result in the extraction of sensitive content or even 

the complete decryption of the image. Algorithms 5 and 6 encompass the processes of adding and recovering 

information from an encrypted image, respectively. In Algorithm 5, the algorithm introduces a controlled 

level of noise, simulating a form of encryption on the image data. This noise insertion serves as a means of 

securing the image through a salt-and-pepper noise technique. Conversely, Algorithm 6 involves the recovery 

algorithm, which aims to restore the original information from the previously encrypted image. 

 

Algorithm 5. Salt and Pepper noise algorithm 
Input: image (𝐺𝑟𝑎𝑦_𝑖𝑚𝑎𝑔𝑒) 

rows, cols, _ = 𝑠𝑖𝑧𝑒(𝑖𝑚𝑎𝑔𝑒) 
num_pixels = 𝑟𝑜𝑢𝑛𝑑 (0.25 ∗  𝑟𝑜𝑤𝑠 ∗  𝑐𝑜𝑙𝑠) 
salt_rows = random integers in the range [1, 𝑟𝑜𝑤𝑠], 𝑛𝑢𝑚_𝑝𝑖𝑥𝑒𝑙𝑠 

salt_cols = random integers in the range [1, 𝑐𝑜𝑙𝑠], 𝑛𝑢𝑚_𝑝𝑖𝑥𝑒𝑙𝑠 
pepper_rows = random integers in the range [1, 𝑟𝑜𝑤𝑠], 𝑛𝑢𝑚_𝑝𝑖𝑥𝑒𝑙𝑠 
pepper_cols = random integers in the range [1, 𝑐𝑜𝑙𝑠], 𝑛𝑢𝑚_𝑝𝑖𝑥𝑒𝑙𝑠 

for 𝑖 =  1 to 𝑛𝑢𝑚_𝑝𝑖𝑥𝑒𝑙𝑠 
        𝑖𝑚𝑎𝑔𝑒 (𝑠𝑎𝑙𝑡_𝑟𝑜𝑤𝑠(𝑖), 𝑠𝑎𝑙𝑡_𝑐𝑜𝑙𝑠(𝑖), ∶)  =  [255, 255, 255]  
End 

for 𝑖 =  1 to 𝑛𝑢𝑚_𝑝𝑖𝑥𝑒𝑙𝑠 
        𝑖𝑚𝑎𝑔𝑒 (𝑝𝑒𝑝𝑝𝑒𝑟_𝑟𝑜𝑤𝑠(𝑖), 𝑝𝑒𝑝𝑝𝑒𝑟_𝑐𝑜𝑙𝑠(𝑖), ∶)  =  [0, 0, 0] 
End 

return 𝑛𝑜𝑖𝑠𝑦𝑖𝑚𝑎𝑔𝑒 =  𝑖𝑚𝑎𝑔𝑒 
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Algorithm 6. Salt and Pepper noise recover algorithm 
𝒓𝒆𝒄𝒐𝒗𝒆𝒓𝒆𝒅_𝒊𝒎𝒂𝒈𝒆 =  𝒏𝒐𝒊𝒔𝒚_𝒊𝒎𝒂𝒈𝒆 
for 𝒊 =  𝟏: 𝒓𝒐𝒘𝒔 

for 𝒋 =  𝟏: 𝒄𝒐𝒍𝒔 

if all (𝒏𝒐𝒊𝒔𝒚_𝒊𝒎𝒂𝒈𝒆(𝒊, 𝒋, ∶)  ==  𝟐𝟓𝟓) 
 𝒓𝒆𝒄𝒐𝒗𝒆𝒓𝒆𝒅_𝒊𝒎𝒂𝒈𝒆(𝒊, 𝒋, ∶)  =  𝒐𝒓𝒊𝒈𝒊𝒏𝒂𝒍_𝒊𝒎𝒂𝒈𝒆(𝒊, 𝒋, ∶); 

end 

if all(𝒏𝒐𝒊𝒔𝒚_𝒊𝒎𝒂𝒈𝒆(𝒊, 𝒋, ∶)  ==  𝟎) 
𝒓𝒆𝒄𝒐𝒗𝒆𝒓𝒆𝒅_𝒊𝒎𝒂𝒈𝒆(𝒊, 𝒋, ∶)  =  𝒐𝒓𝒊𝒈𝒊𝒏𝒂𝒍_𝒊𝒎𝒂𝒈𝒆(𝒊, 𝒋, ∶); 

end 

 

3.2.  Unified average change intensity and number of pixel change rate 

The first evaluation of the image encryption algorithm is conducted through the metrics of unified 

average change intensity (UACI) and number of pixel change rate (NPCR) [30]. UACI measures the average 

change in intensity between corresponding pixels of the original and encrypted images, providing insights 

into the overall alteration introduced by the encryption process. A lower UACI value indicates a more 

effective encryption, as minimal perceptual changes occur. Simultaneously, NPCR quantifies the percentage 

of pixels that differ between two encrypted images with a slight modification in the encryption key. A higher 

NPCR suggests that the encryption algorithm exhibits a desirable sensitivity to key changes, thereby 

enhancing its cryptographic robustness [31]. In (8) and (9) correspond to the mathematical representations of 

the UACI and NPCR metrics, respectively. The outcomes of the UACI and NPCR assessments can be 

observed in Table 1, providing a tabulated representation of the algorithm's performance in terms of average 

intensity changes and pixel alteration rates, respectively. The values documented in the table serve as 

quantitative indicators of the algorithm's efficacy in preserving image quality and sensitivity to variations in 

encryption keys. Analyzing the UACI and NPCR results in Table 1 allows for a comprehensive 

understanding of the algorithm's initial performance characteristics in the context of image encryption. The 

UACI and NPCR values for both 64×64 and 128×128 pixels images were calculated to assess the 

effectiveness of the encryption process. Across the tested image datasets (Lena, Rice, Peppers, Cameraman, 

and Baboon), the NPCR values ranged from 99.73% to 99.92% for 64×64 images and from 99.74% to 

99.84% for 128×128 images. Similarly, the UACI values varied slightly, ranging from 33.56% to 33.61% for 

64×64 images and from 33.56% to 33.60% for 128×128 images. 

 

𝑈𝐴𝐶𝐼 =
1

𝑀𝑁
∑ ∑ |

𝐼(𝑖,𝑗)  ⊕ 𝐾(𝑖,𝑗)

𝐿
|𝑁

𝑗=1
𝑀
𝑖=1  (8) 

 

𝑁𝑃𝐶𝑅 =
1

𝑀𝑁
∑ ∑ |

𝐼(𝑖,𝑗)−𝐾(𝑖,𝑗)

𝐼(𝑖,𝑗)
|𝑁

𝑗=1
𝑀
𝑖=1  (9) 

 

 

Table 1. First evaluation based on UACI and NPCR 

UACI/NPCR 
64×64 Images 128×128 Images 

Lena Rice Peppers Cameraman Baboon Lena Rice Peppers Cameraman Baboon 

NPCR 99.88 99.84 99.82 99.92 99.88 99.76 99.74 99.73 99.84 99.77 

UACI 33.60 33.58 33.58 33.61 33.60 33.58 33.56 33.56 33.58 33.59 

 

 

3.3.  Entropy 

Entropy in the context of image encryption refers to the measure of uncertainty or randomness 

within the encrypted image [30], [31]. An effective image encryption algorithm aims to maximize entropy, 

ensuring that the distribution of pixel values becomes more uniform, thereby enhancing the security of the 

encrypted data. High entropy implies that each pixel's value is less predictable, making it challenging for 

adversaries to decipher the encrypted information [20]. Achieving a balance between encryption strength and 

computational efficiency is crucial in maintaining a high level of entropy while still allowing for a feasible 

decryption process. Monitoring entropy in the encrypted image provides valuable insights into the 

algorithm's ability to disperse information uniformly and resist patterns that could potentially be exploited by 

unauthorized entities. As such, entropy serves as a pivotal metric in assessing the robustness and 

cryptographic strength of image encryption algorithms. In (10) correspond to the mathematical 

representations of the Entropy, respectively. The outcomes of entropy measurements are systematically 

presented and discernible in Table 2, offering a quantitative representation of the level of uncertainty or 

randomness embedded within the encrypted images. Entropy values in the table serve as indicative metrics, 

reflecting the effectiveness of the image encryption algorithm in dispersing pixel values uniformly and 

introducing a significant degree of unpredictability. A higher entropy value in Table 2 signifies more robust 
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encryption, indicating increased difficulty for potential adversaries to decipher patterns or gain insights into 

the concealed information. 

 

𝐸𝑛𝑡𝑟𝑜𝑝𝑦 =  − ∑ 𝑃(𝑥𝑖) ∙ 𝐿𝑜𝑔2(𝑃(𝑥𝑖))𝑛
𝑖=1  (10) 

 

In the comparison of various image encryption methods, our proposed approach consistently 

demonstrates superior performance across multiple quality metrics. Specifically, our method achieves the 

highest NPCR (99.88%) and UACI (33.60) for the Cameraman image, indicating significant alterations in 

pixel values and enhanced unpredictability. Additionally, for the Lena image, our method yields the highest 

mean squared error (MSE) and peak signal-to-noise ratio (PSNR) values, affirming a higher level of fidelity 

and quality (MSE:92.81, PSNR:19.43). Moreover, our method consistently maintains high entropy values 

across all tested images, indicating a consistent level of disorder in the encrypted data. These results validate 

the effectiveness of our proposed encryption method in achieving both robust security and minimal 

degradation in image quality, thus highlighting its potential for practical applications in image encryption and 

data security. 

 

 

Table 2. Comparison results based on UACI, NPCR, and entropy 
Research Image NPCR (average) UACI (average) Entropy Entropy (average) 

Proposed method Lena 99.82 33.59 7.9994 7.9995 

Rice 99.79 33.57 7.9996 

Peppers 99.77 33.57 7.9996 
Cameraman 99.88 33.60 7.9996 

Baboon 99.82 33.60 7.9994 7.9975 

[18] Lena 99.61 33.43 7.9980 
Peppers 99.66 33.39 7.9954 

Cameraman 99.58 33.36 7.9991 

Baboon Different size Different size 
[19] Lena 99.64 33.43 7.9968 7.9970 

Cameraman 99.58 33.35 7.9974 

Peppers 99.61 33.56 7.9969 

[17] Lena 33.61 33.45 7.9994 7.9994 

Cameraman 33.61 33.40 7.9994 

Peppers 33.62 33.42 7.9994 

Baboon 33.62 33.46 7.9994 

 

 

3.4.  Coefficient correlation 

Analysis of CC across various orientations, namely vertical, horizontal, and diagonal, plays a critical 

role in evaluating the algorithm's robustness against potential adversarial attacks [32], [33]. These 

correlations are indicative of the relationships between pixel values in different directions within the 

encrypted image. A successful encryption algorithm strives to minimize these correlations, ensuring that the 

encrypted image exhibits a high degree of complexity and unpredictability. By intentionally disrupting the 

patterns along these orientations, the algorithm hinders adversaries from exploiting inherent structures, thus 

enhancing the security of the encrypted data. The evaluation of CC provides valuable insights into the 

algorithm's efficacy in dispersing information uniformly, rendering it challenging for unauthorized entities to 

discern meaningful patterns. In (11) correspond to the mathematical representations of the CC, respectively. 

The results of the CC analysis can be examined in the ensuing discussion below, shedding light on the 

algorithm's performance in disrupting correlations across vertical, horizontal, and diagonal orientations. 

 

𝐶𝐶 =  
∑ ∑ (𝐼(𝑖,𝑗)×𝐾(𝑖,𝑗))𝑁

𝑗=1
𝑀
𝑖=1

√∑ ∑ (𝐼(𝑖,𝑗)2 × ∑ ∑ (𝐾(𝑖,𝑗)2 𝑁
𝑗=1

𝑀
𝑖=1

𝑁
𝑗=1

𝑀
𝑖=1

 (11) 

 

Based on Table 3, a comprehensive compilation of CC results is presented, facilitating a meticulous 

examination of the algorithm's performance in disrupting pixel correlations across various orientations. This 

table not only provides a detailed account of the algorithm's efficacy but also allows for a comparative 

analysis with findings from other studies. The juxtaposition of CC values in Table 3 and their comparison 

with results from other research endeavors serves as a valuable benchmark, enabling a deeper understanding 

of how the image encryption algorithm under scrutiny aligns with or diverges from existing methodologies. 

Such comparative insights contribute to the ongoing discourse in the field and provide a nuanced perspective 

on the algorithm's effectiveness in fortifying image security through correlation disruption.  
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Table 3. A comparison of CC 
Research Orientation Lena Rice Pepper Cameraman Baboon 

Proposed method 
(64×64) 

Vertical -0.0018 0.0011 -0.0024 -0.0088 0.0022 
Horizontal 0.0028 0.0014 -0.0012 0.0020 0.0024 

Diagonal -0.0044 -0.0048 0.0004 0.0009 -0.0049 

Proposed method 
(128×128) 

Vertical -0.0018 0.0011 -0.0024 -0.0088 0.0022 
Horizontal 0.0028 0.0014 -0.0012 0.0020 0.0024 

Diagonal -0.0044 -0.0048 0.0004 0.0009 -0.0049 

[18] Vertical -0.0022 - - -0.0075 - 
Horizontal 0.0049 - - 0.0056 - 

Diagonal -0.0042 - - 0.0159 - 

[19] Vertical −0.0076 0.0020 −0.0018 −0.0050 - 
Horizontal 0.0055 0.0021 0.0004 0.0070 - 

Diagonal −0.0057 −0.0054 −0.0063 −0.0146 - 

[17] Vertical -0.0228 - 0.0201 0.0344 0.0184 

Horizontal 0.0017 - 0.0176 -0.0023 0.0065 

Diagonal 0.0290 - 0.0008 0.0384 -0.0355 

 

 

3.5.  Mean squared error and peak signal-to-noise ratio 

MSE and PSNR stand as pivotal metrics for assessing the fidelity and quality of the encrypted 

images [34]. MSE quantifies the average squared difference between the pixel values of the original and 

encrypted images, with lower MSE values indicative of higher image fidelity. On the other hand, PSNR 

provides a logarithmic measure of the ratio between the maximum possible power of the original image and 

the power of the error introduced during encryption. Higher PSNR values signify a more faithful 

representation of the original image in the encrypted form. Together, MSE and PSNR serve as crucial 

benchmarks in evaluating the algorithm's ability to preserve image quality during the encryption process. In 

(12) and (13) correspond to the mathematical representations of the MSE and PSNR metrics, respectively. 
 

𝑀𝑆𝐸 =  
1

𝑀𝑁
∑ ∑ (𝐼(𝑖, 𝑗) − 𝐾(𝑖, 𝑗))𝑁

𝑗=1
𝑀
𝑖=1

2
 (12) 

 

𝑃𝑆𝑁𝑅 = 10 log 10 (
max _𝑝𝑖𝑥𝑒𝑙_𝑣𝑎𝑙𝑢𝑒2

𝑀𝑆𝐸
) (13) 

 

The results of MSE and PSNR obtained from this study are meticulously documented in Figure 9, 

offering a quantitative depiction of the algorithm's impact on image quality during the encryption process. 

The MSE values provide insights into the average squared differences between the pixel values of the 

original and encrypted images, reflecting the degree of fidelity maintained. 
 

 

 
 

Figure 9. Results of MSE and PSNR 

 

3.6.  Testing phase 

In the testing phase, the sequential progression of steps is visually encapsulated in Figure 10, which 

comprehensively illustrates the transformation of the original image into the encrypted image through a 

synergistic combination of the SLM, Hill cipher, and Kronecker's product method. The process unfolds 

methodically, commencing with the depiction of the original image and its corresponding histogram. 

Subsequently, the integration of the SLM introduces a layer of complexity, contributing to the creation of an 

intermediary state. Based on the testing phase illustrated in Figures 10(a)-(e) shows the original images, 

while Figures 10(f)-(j) present the encrypted versions of the original images. 

The histogram results obtained from the original and encrypted images from Figure 10 can be seen 

in Figure 11. Figures 11(a)-(e) present the histograms corresponding to these original images, while  

Figures 11(f)-(j) depict the histograms of the encrypted images. 
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(a) (b)  (c) (d)  (e)  

     

     
(f)  (g)  (h)  (i)  (j)  

 

Figure 10. Testing phase; (a) is plain image Lena, (b) is plain image Rice, (c) is plain image Peppers, (d) is 

plain image Cameraman, (e) is plain image Baboon, (f) is encrypted image Lena, (g) is encrypted image 

Rice, (h) is encrypted image Peppers, (i) is encrypted image Cameraman, and (j) is encrypted image Baboon 

 

 

    
(a) (b) (c) (d) 

    

   
(e)  (f)  (g)  

   

   
(h)  (i)  (j)  

 

Figure 11. Testing phase histograms; (a) is original of Lena histogram, (b) is original of Rice histogram, (c) is 

original of Peppers histogram, (d) is original of Cameraman histogram, (e) is original of Baboon histogram, 

(f) is encrypted of Lena histogram, (g) is encrypted of Rice histogram, (h) encrypted of Peppers histogram, (i) 

encrypted of Cameraman histogram, and (j) encrypted of Baboon histogram 

 

 

4. CONCLUSION 

In this study, the combination of the SLM, Hill cipher, and Kronecker's product method in image 

encryption has yielded distinct outcomes across various image datasets. Among the tested images (Lena, 

Rice, Peppers, Cameraman, and Baboon), the encryption process resulted in the best MSE and PSNR for the 

Lena image, with MSE at 92.81 and PSNR at 19.43, indicating a higher level of fidelity and quality. 

Furthermore, the encryption of 64×64-pixel images demonstrated consistently high values for NPCR and 
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UACI, affirming the robustness of the encryption process against key modifications. The highest NPCR and 

UACI values were consistently achieved for the Cameraman image, denoting notable alterations in pixel 

values and enhanced unpredictability. When considering 128×128-pixel images, the encryption performance, 

measured by NPCR and UACI, remained commendable across the tested images. The encryption scheme 

involving SLM, Hill cipher, and Kronecker's product has exhibited its effectiveness in balancing security and 

perceptual quality, with the Lena image consistently demonstrating superior performance based on MSE, 

PSNR, NPCR, and UACI metrics. Our findings align with recent observations indicating the effectiveness of 

combining different encryption techniques in achieving a balance between security and perceptual quality in 

image encryption. Specifically, the integration of SLM, Hill cipher, and Kronecker's product method has 

demonstrated superior performance across various image datasets, with the Lena image consistently 

exhibiting the highest fidelity and quality metrics such as MSE and PSNR. This further corroborates existing 

research suggesting that the choice of encryption methods significantly influences the overall encryption 

performance, emphasizing the importance of selecting appropriate algorithms to ensure both robust security 

and minimal degradation in image quality. Future research endeavors in the realm of image encryption could 

explore advanced hybrid encryption techniques by integrating emerging cryptographic algorithms and 

artificial intelligence-based methodologies. Incorporating deep learning models, such as neural networks, 

could potentially enhance encryption processes by learning intricate patterns within images and adapting 

encryption strategies accordingly. Additionally, investigating the applicability of quantum computing in 

image encryption may open new frontiers, given its potential to revolutionize cryptographic methods. The 

exploration of lightweight encryption algorithms designed for resource-constrained devices could also be a 

promising avenue for research, catering to the growing demands of secure image communication in diverse 

technological environments. Furthermore, considering the increasing prevalence of multimedia data, future 

studies may focus on developing encryption techniques specifically tailored for various types of multimedia 

content beyond static images, including videos and 3D models. 
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