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Recent breakthroughs in cryptographic technology are being thoroughly
scrutinized due to their emphasis on innovative approaches to design,
implementation, and attacks. Lightweight cryptography (LWC) is a
technological advancement that utilizes a cryptographic algorithm capable of
being adjusted to function effectively in various constrained environments.
This study provides an in-depth analysis of elliptic curve cryptography
(ECC), which is a type of asymmetric cryptographic method known as
LWC. This cryptographic approach operates over elliptic curves and has two
applications: key exchange and digital signature authentication. Next, we
will implement asymmetric cryptographic algorithms and evaluate their
efficiency. Elliptic curve elgamal algorithms are implemented for encryption
and decryption of data. Elliptic curve Diffie-Hellman key exchange is used
for sharing keys. Experimental results have shown that ECC needs small size
keys to provide similar security. ECC takes less time in key generation,
encryption and decryption of plain text. Time taken by ECC to generate a
2,048 bit long key is 1,653 milliseconds in comparison to 4,258 millisecond
taken by Rivest-Shamir-Adleman (RSA) technique.
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1. INTRODUCTION

Technological and wireless communication has been firmly embedded in today's surroundings. In
light of the fact that the majority of online transactions and financial transfers may now be conducted with or
without the use of a credit card, it is crucial for organizations to possess a means of communication and
information sharing, regardless of the sensitivity of the content. The lack of sufficient security controls in this
context makes it simple to compromise the security of network transactions or their applications. This

category encompasses efforts implemented to mitigate the consequences of such incidents [1].

The shared data transmission contains precise information to ensure easy comprehension by the
receiver [2]. Information, furthermore, is simply data that is generated as a consequence of actions and their
results [3]. The receiver can easily comprehend both the acts and their outcomes. Any physical or non-
physical manifestation can be used for the safe conveyance of data [4]. The objective of information and
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communication security is to achieve a well-balanced level of protection by guaranteeing the confidentiality,
integrity, and availability of data during online transactions and transmissions [5].

Data security refers to the implementation of appropriate measures to prevent unwanted access and
misuse of data. The primary objective is to safeguard data communications from both interference and hostile
individuals. The integrity of the information must be preserved during the implementation of security
procedures. Data analysis conducted on internet-transmitted data adheres to particular protocols, hence
enhancing the security of the transmitted data. Information theft occurs when data is duplicated or captured
during its transmission or communication to its intended recipient. Administrators and researchers employ
information security techniques to thwart data theft [6].

In public-key encryption, the sender encrypts their data using the recipient's public key when
interacting with them. By following a properly defined algorithm for key generation, it is possible to acquire
the private key that corresponds to this public key. By utilizing the generated private key, the sender is able
to engage in confidential communication with their selected recipient. The recipient has the option to encrypt
the data using the private key of the sender. Only individuals possessing the correct private key will be
recognized as recipients, and unauthorized users will be unable to decipher the material. The confidentiality
of the supplied data will be effectively safeguarded in this manner.

Elliptic curves serve as the fundamental framework for elliptic curve cryptography (ECC), a
cryptographic method that operates within limited domains. ECC allows for the use of smaller keys for
encryption and decryption compared to prior methods of public key cryptography [7]. ECC is based on
Galois fields and provides an equivalent level of security. The basis of public-key cryptography is rooted in
the inherent characteristics of mathematical functions. Previously, the process of decomposing the multiplier
value of a big number into two prime numbers, each with many factors, was seen as challenging due to
specific assumptions about the public-key system. According to a subsequent fundamental assumption, it will
be challenging, if not unattainable, to compute the discrete logarithm of the random point on the elliptic
curve. The term used to refer to this is "elliptic curve discrete logarithm problem™ [8]. In 1976, Whitfield
Diffie and Martin Hellman introduced their asymmetric key cryptosystem. Ralph Merkle's public key
distribution technique also influenced this system around the same year. Diffie-Hellman published a method
for public-key agreement. The mechanism used to rapidly exchange keys is known as the Diffie-Hellman key
exchange algorithm. Initially, without employing previously revealed confidential information, the publicly
shared secret key was activated through an allowed means of communication [9].

The ECC algorithm greatly enhances security in comparison to Rivest-Shamir-Adleman (RSA). In
order to enhance the arithmetic operations in mathematics using finite fields, ECC enables all users to
communicate using a finite field Fp [10]. Therefore, to improve mathematical functions, it will be essential to
utilize hardware that is identical. To provide consumers with additional assurance, they can choose from a
range of elliptical curves or switch between them as desired [11].

Typically, when data is transmitted over the Internet, most assaults only reveal one key at a time.
This method is also employed for a range of elliptical curve attacks. In this scenario, the likelihood of
compromising information security is higher due to all users employing the same elliptical curve and point
for data encryption. The time needed to find the private key K of the same elliptic curve is also around K
times longer. These data indicate that ECC cryptographic security provides better protection compared to
other cryptographic systems like RSA and digital signature algorithm (DSA) [12].

2. LITERATURE SURVEY

Lara-Nino et al. [13] conducts a survey to determine the factors that contribute to the practicality,
lightness, and suitability of an ECC-based solution in constrained applications. In this study, the authors
present a method for creating elliptic curve lightweight cryptography (ECLC) systems. They assert that they
have introduced the concept and specifications for ECLC for the first time in their research. We also discuss
the unresolved inquiries that these systems must address. Moreover, this technology introduces multiple
hazards that could jeopardize ECLC systems, as well as the potential it offers for the development of novel
internet of things (IoT) systems. The authors argue that ECLC fulfills the requirement for effective and
strong security components that impose minimal device burdens, a crucial aspect for developing upcoming
networked systems [13].

Park et al. [14] analyzed the learning with error (LWE) based key encapsulation mechanism (KEM)
algorithms from the National Institute of Standards and Technology (NIST) post-quantum cryptography
(PQC) round 3 candidates. The focus of their study was on polynomial multiplication using RSA/ECC
coprocessors. The Exynos2100 smart secure platform (SSP), a commercial mobile system-on-chip (SoC),
incorporates RSA/ECC coprocessors that include all established techniques for polynomial multiplication, as
developed by the developers. Furthermore, they have not only presented and analyzed the outcomes of
simulations for various outdated hardware accelerators, but they have also furnished guidelines for achieving
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the most efficient implementation. The article provides instructions on implementing the PQC candidate
process utilizing existing outdated hardware and discusses the limitations that must be taken into account.
The authors establish the superiority of older RSA/ECC hardware accelerators by comparing the results of
the polynomial multiplication method with those obtained using the number theoretic transform (NTT) [14].

Harkanson and Kim [15] provide a predicted outline of the applications of ECC. The authors
explore the mathematical structure and operations of elliptic curves to understand their utility in
cryptography. Subsequently, the authors analyze the level of security and efficiency exhibited by ECC in
contrast to other widely recognized cryptographic techniques utilized for digital signatures and key exchange.
We focus on the traditional and practical applications of ECC, including DNS security extensions (DNSSEC)
and key exchange for web browsers. In addition, we have examined the diverse mobile applications of ECC,
such as cellular phones and the loT. We examine several contemporary applications of curves, such as E-
health, smart grid, iris recognition, and radio frequency identification. The study finishes by briefly
discussing the application of ECC in the context of post-quantum encryption [15].

Wau et al. [16] propose a key agreement system for an ECC-enabled smart grid that is both efficient
and verifiably secure. The authors employ a technique for smart grid authentication and key establishment
between service providers (SPs) and smart meters (SMs). A formal proof based on authenticated key
agreement is conducted due to the extremely low likelihood of success for the attacker. The suggested
solution surpasses other competing schemes in terms of performance and security characteristics. By
employing NS-3 for the simulation analysis, we have determined that the proposed work is both highly
effective in communication and highly practical in its usefulness [16].

Velliangiri et al. [17] propose a lightweight, efficient, and adaptable authentication technique as part
of an access control strategy for secure data transfer in-vehicle networks. The proposed procedure includes
the combination of concatenation, XOR, simple operations, hash functions, and other like characteristics.
This study further demonstrates the resilience of 10T networks against diverse security threats and confirms
the implementation of an authentication technique. The empirical results indicate that the compute process
requires a duration of 7.96 seconds, the communication process involves the transmission of 834 bits, and the
resource consumption is at a level of 11%. The mean duration for verification is 7 milliseconds. Based on
their practical analysis, the authors deduce that their proposed approach surpasses the current cutting-edge
methods in terms of efficiency, by reducing expenses related to processing, communication, verification, and
resource utilization. Through conducting security research and performance evaluations, we successfully
achieved our objective of implementing a streamlined and efficient cryptographic solution for Industry 4.0,
utilizing ECC.

Authors propose utilizing fuzzy logic to generate random numbers as a novel approach for
authenticating and encrypting ECC. The suggested key generation procedure is evaluated using discrete
Fourier transform (DFT) tests, run tests, frequency testing with and without monoblocks, run tests, and
advanced DFT tests. The current implementation of ECC utilizing shift registers is demonstrated to have
lower efficiency in terms of performance. Attack algorithms such as Pollard's p and Baby-step Giant-step
algorithms are employed for vulnerability assessment. The suggested solution relies heavily on generating
code using fuzzy logic, which has significantly enhanced the error correction code (ECC) for authentication
and encryption issues in the 10T. Studies indicate that conventional ECCs relying on pseudorandom integers
are more vulnerable to breaches compared to their fuzzy logic counterparts [17].

Chaudhry et al. [18] offer a privacy-preserving and lightweight authentication technique, called
LAS-SG, for smart grid environments. The strategy utilizes ECC. As to the authors, the suggested technique
is deemed secure when evaluated using the standard model. It successfully carries out an authentication
round in a time span of 20,331 milliseconds, utilizing only 2 messages and transmitting 192 bytes of data.
The research suggests that the LASGS, which has been proposed, is more effective in SG environments.
LAS-SG facilitates the establishment of a secure connection between smart meters and NAN gateways by
exchanging a session key. The proposed schemes not only meet the security requirements but also resist
known attacks, so the verification is finished [18].

Authors propose the use of fog-based vehicle networks (FVNs) as a means to enhance
communication and service in vehicle networks. Ensuring the confidentiality and integrity of the entire
network infrastructure are crucial for the development of large-scale FVNs. The recommended existing
methods are experiencing a rise in the costs related to communication and computing. The proposed security
protocol utilizes self-certified public key cryptography to enable the authentication of online vehicle-to-fog
node communication. This obviates the need for a trusted authority. Furthermore, the protocol utilizes ECC,
which does not utilize bilinear pairing operation. Consequently, the certified batch of fog nodes is tasked with
processing the data transmitted by the automobiles. The outcome is a reduced waiting period. In time-critical
applications, the performance analysis demonstrates that reduced communication and financial resources are
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required [19]. Researchers also proposed an elliptic curve cryptosystem with the symmetric key for
vietnamese text encryption and decryption. It was time efficient solution [20].

3. METHOD
3.1. Elliptic curve key pairs

The elliptic curve key pair is associated with a certain set of domain parameters D, which include q,
FR, S, a, b, G, n, and h. A point PU is selected at random from the group generated by G and is utilized as the
public key. There exists a corresponding private key [21]. The logarithm of G PU is equal to PR. Entity A,
the key pair generator, requires absolute certainty over the accuracy of the domain parameters. Any
conceivable entity that may use A's public key in the future must be capable of verifying the correlation
between domain parameters and the key. Actually, this connection can be created using cryptographic
techniques (such as when a certification authority provides a certificate confirming this relationship) or
contextual considerations (such as when all entities use the same domain parameters) [22].

The described Algorithm 1 is a key generation algorithm for elliptic curve cryptography (ECC),
which is a widely used asymmetric cryptographic algorithm. This algorithm starts with generating a public-
private key pair using elliptic curve mathematics. Private key is denoted by PR and it is a securely generated
random number. Public key in denoted by PU and it is a point on the elliptic curve, derived using the private
key.

Algorithm 1. KeyGeneration()

Input: Domain parameters

Output: Public key PU, private key PR
{

Select private key PR from random numbers between 1 to n-1

Calculate public key PU = PR.G
Return (PR, PU)
}

The essence of the elliptic curve discrete logarithm problem (ECDLP) is the task of determining a
private key PR using only the corresponding public key PU. Hence, it is crucial to select the domain
parameters D in a manner that renders the ECDLP extremely difficult to solve. Furthermore, it is imperative
that the PR numbers are generated randomly, ensuring that the probability of selecting any specific value is
sufficiently low. This is necessary to prevent adversaries from utilizing this information to their advantage by
optimizing their search method.

3.2. Elliptic curve encryption scheme

The finite field Fp serves as the mathematical framework for performing all computations in an
ElGamal encryption scheme that relies on an elliptic curve [23], [24]. The methods "EncECE" and
"DecECE" refer to the encryption and decryption procedures for the elliptic curve, which are based on the
basic EIGamal encryption approach, respectively [25].

ECC is a type of asymmetric encryption that uses ECC to securely encrypt and decrypt messages. It
is widely used in secure communication protocols like TLS, SSL, and in blockchain technologies. The
encryption and decryption Algorithm 2 for ECC are as follows:

Algorithm 2. EncECE()

Input: plaintext PM, public key PU, Domain parameters
Output: Cipher text

{

Select I as a random number between 1 to n-1
Calculate Cl= IG

Calculate C2= PM + IK

Return (Cl, C2)

Algorithm DecECE()

Input: Domain Parameters, private key PR, cipher text
Output: Plain Text

{

Calculate PM= C2 PR C1

Extract m from PM

Return (plaintext m)

}
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3.3. Elliptic curve Diffie-Hellman scheme

Parabolic spiral key agreement systems, such as elliptic curve digital signature (ECDH), enable two
parties to generate a mutually agreed secret key that may be used with private key Algorithms 3. Both parties
exchange some publicly accessible information. These entities establish the shared secret by merging the
publicly accessible information with their own private data. In order for ECDH to produce a shared secret, A
and B must agree on the elliptic curve domain parameters by reaching an agreement. The key pair consists of
a public key (G) and a private key (a randomly selected integer lower than n), which are used by both
entities. The private key is linked to the elliptic curve domain parameters, while the public key is linked to
the generator point.

Algorithm 3. ECDH private key()

Input: domain parameters

Output: private key

{

Sender selects a random number between 1 to n-1 as the private key. It is denoted by SR
Sender calculate public key as SP= SR.G

Receiver selects a random number between 1 to n-1 as the private key. It is denoted by RR
Receiver calculate public key as RP= RR.G

Sender calculate ssk= SR.RP

Receiver calculate ssk= RR.SP

Return ssk

}

4. RESULT ANALYSIS AND DISCUSSION

Algorithms are implemented on Core i5 Processor with 8 GB RAM. The input data used in the
experimental work is as follows.

The input  plain  text is: ABCDEFGHIABCDEFGHIABCDEFGHIABCDEFGHIAB
CDEFGHIABCDEFGHIABCDEFGHIABCDEFGHIABCDEFGHIABCDEFGHIABCDEFGHIABCDEFG
HIABCDEFGHIABCDEFGHIABCDEFGHIABCDEFGHIABCDEFGHIABCDEFGHIABCDEFGHIABCD
EFGHIABCDEFGHIABCDEFGHIABCDEFGHIABCDEFGHI

Results are presented in Figures 1-4. Figure 1 presents comparison of sender key generation time.
Figure 2 depicts comparison of receiver key generation time. Figure 3 shows comparison of encryption time.
Figure 4 presents comparison of decryption time. Time taken by ECC to generate a 2,048 bit long key is
1,653 milliseconds in comparison to 4,258 millisecond taken by RSA technique.

Time Consumed in ms

4500
4000
3500
3000
2500
2000
1500
1000
500
0

Time in ms

RSA 2048 key generation ECC key generation
® Time Consumed in ms 4110 1145

Figure 1. Comparison of sender key generation time

One must take into account the size-to-security ratio when comparing ECC and RSA encryption
keys. The required key sizes for achieving equivalent security levels between RSA and ECC are shown in
Table 1. Based on the information shown in the table, it is determined that RSA would need a key space of
1,024 bits, while ECC would require a key space of 160 bits, in order to satisfy the security criteria of the 80-
bit advanced encryption standard (AES).
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Figure 2. Comparison of receiver key generation time
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Figure 3. Comparison of encryption time
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Figure 4. Comparison of decryption time

Table 1. Security level of RSA and ECC

RSA key size in bits  ECC key size in bits

1,024 160
2,048 224
3,072 256
7,680 384
15,360 521

Elliptic curve cryptography based light weight technique for information security (Marwan Alshar’e)



2306 O3 ISSN:2302-9285

ECC offers a level of security equivalent to AES but with a much lower key size compared to RSA,
representing a substantial disparity. The relationship between ECC and RSA key sizes is not linear. Thus, it
illustrates that increasing the size of an RSA key by a factor of two does not lead to a proportional rise in the
size of an ECC key. The difference in efficiency between ECC's key generation and signature operations
compared to RSA's is evident, since ECC requires less memory use. Unlike ECC, RSA's public and private
keys may be represented as integers. In ECC, the private key is represented as an integer, while the public
key is represented as a point on a curve. An ECC has many advantages over other encryption methods. It
produces a smaller ciphertext, enables faster key generation, and allows for speedier signature production.
The lightning-fast decryption and encryption times will go unnoticed by you. The ECC achieves reduced
latency compared to the inverse by performing signature calculation in two stages.

5. CONCLUSION

Elliptic curves serve as the foundation for ECC, a cryptographic technology that operates inside
specific domains. ECC enables the use of smaller keys for encryption and decoding than previous methods of
public key cryptography. ECC is based on Galois fields and gives the same level of security. An extensive
summary of the cryptographic algorithm's development, analysis, optimization, and security aspects is given
in this work. An introduction to both lightweight and general cryptography is given by research work. We
clarify the significance of ECC and offer a thorough explanation of the mathematical concepts underpinning
the cryptographic technique. A comprehensive review of the literature covering a wide range of ECC topics
was conducted in order to focus the investigation. We will then put asymmetric cryptographic methods into
practice and assess their effectiveness. Elliptic curve elliptic curve methods are used for data encryption and
decryption. Key sharing is done via elliptic curve Diffie-Hellman key exchange. According to experimental
findings, ECC requires tiny size keys in order to offer comparable security. ECC is faster at generating keys,
encrypting data, and decrypting plain text.
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