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 Solar-based smart grids have emerged as a transformative force, encapsulating 

a paradigm shift towards decentralized and sustainable power generation. 

However, this evolution is accompanied by growing concern-authentication 

challenges that pose a substantial threat to solar-based smart grids' security. 

Existing work done by researchers reveals a gap in addressing these 

authentication issues, resulting in vulnerabilities that compromise the overall 

security and performance of solar enabled smart grid infrastructures. In 

response to these concerns, this paper suggests a novel certificate-less 

authentication scheme designed explicitly for solar-based smart grids. Our 

technique, which uses elliptic curve (EC) encryption, mitigates authentication 

problems and navigates the resource limits inherent in a smart grid 

environment. The security evaluation also shows that our mechanism security 

is higher in terms of the security attributes it delivers. Supported by a Scyther-

based protocol specification, our solution undergoes a rigorous security 

analysis, demonstrating its robustness and effectiveness in critical security 

attributes. Furthermore, a performance evaluation underscores the efficiency 

of our scheme, positioning it as a robust, and effective solution for fortifying 

solar-based smart grid environments against evolving cyber threats. 
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1. INTRODUCTION 

The inception of the smart grid has been a transformative milestone in the evolution of the electrical 

industry, heralding a new era of efficiency, reliability, and sustainability. As a sophisticated electrical grid 

system that employs a vast network of automated controls and modern communication technologies, the 

intelligent grid ensures bidirectional communication between utility providers and consumers, providing up-

to-the-minute data and the capability to react dynamically to changes in electricity demand and supply [1]. 

Building upon this foundational innovation, incorporating solar energy into the smart grid infrastructure has 

resulted in the solar-based smart grid further revolutionizing the sector [2]. 

A solar-based smart grid marries photovoltaic technology with advanced grid infrastructure to create 

a responsive and dynamic energy system. During peak sunlight hours, solar panels installed on homes, 

businesses, and dedicated solar farms convert sunlight into electricity, either used immediately or stored in 

https://creativecommons.org/licenses/by-sa/4.0/
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batteries for later use. Smart grid technology enables this energy to flow where needed, optimizing distribution 

based on real-time consumption data [3]. It also facilitates two-way communication between energy consumers 

and utility companies, allowing for automated energy management and immediate adaptation to changing 

energy patterns. As a result, solar-based smart grids provide a renewable energy source and enhance grid 

stability and energy efficiency through intelligent distribution and storage solutions [4]. 

These systems rely on interconnected digital controls and communication protocols to operate 

efficiently, creating multiple entry points for cyber-attacks. As smart grids become more integrated with 

internet of things (IoT) devices and other internet-dependent technologies, the risk of unauthorized access and 

control by hackers grows. Cyber adversaries can exploit these vulnerabilities to disrupt power distribution, 

access sensitive data, or even cause physical damage to the infrastructure [5]. 

The authentication mechanisms used to provide security often rely on public key infrastructure (PKI), 

where two primary cryptographic techniques are employed: identity-based cryptography [6] and certificate-

based cryptography [7]. Identity-based cryptography can be less secure due to its reliance on a central authority 

for key generation, creating a single failure point. Certificate-based cryptography, while robust, suffers from 

complex certificate management and the risk of certification authority (CA) compromise. The solution lies in 

certificate-less cryptography [8], which eliminates the need for CAs, thereby reducing overhead and avoiding 

the pitfalls of centralized key generation. 

Regarding cryptographic operations, authentication mechanisms heavily depend on Rivest-Shamir-

Adleman (RSA) and bilinear pairing. Nonetheless, these mechanisms could be better for resource-limited 

environments like smart grids due to their reliance on larger key sizes and time-consuming operations. In such 

scenarios, elliptic curve cryptography (ECC) is preferred. It provides security with smaller 160-bit key sizes 

and requires less time for its operations [9]. 

Building upon the earlier discussion, this paper introduces a novel scheme known as the certificate-

less authentication scheme for smart grid. This work presents several key contributions with rigorous security 

analysis and performance related assessments that represents its resilience against a range of cyber threats and 

its superiority over existing authentication mechanisms. 

Considering the security and resource constraints within solar-based smart grids, we introduce a 

certificate-less authentication scheme based on an elliptic curve (EC) tailored for solar-based smart grid 

applications. We have also developed a high-level protocol specification language code for our scheme in Scyther, 

and the findings indicate the safety and security of our proposed solution against various security attacks. Our 

work undergoes a comprehensive security analysis, focusing on crucial security attributes such as authentication, 

integrity, non-repudiation, and resistance to known attacks. Compared with existing solutions, the outcomes we 

obtained distinctly establish the superiority of our approach to security effectiveness. Furthermore, we compare 

performance and evaluate computational cost and communication overhead. The outcomes reveal the efficiency 

of our scheme, rendering it well-suited for resource-limited solar-based smart grid environments. 

 

 

2. PRELIMINARIES 

2.1.  Elliptic curve 

In 1987, Neal Koblitz introduced the concept of EC [10], wherein an EC is termed an algebraic curve 

with a genus equal to 1. An EC over a field K (where a field is a mathematical framework enabling the 

operations of subtraction, multiplication, and division) is specified by an equation of the form [11]: 
 

𝑦2 = 𝑥3 + 𝑎𝑥 + 𝑏  
 

in the above equation, a, b ϵ 𝐾 and the curve contain the set of solution (𝑥, 𝑦) ϵ 𝐾 ×  𝐾 that satisfies this 

equation, along with the additional point at infinity, which serves as the identity element with the group 

structure associated with the curve. 

 

2.2.  Elliptic curve discrete logarithm problem 

EC discrete logarithm problem (ECDLP) is the fundamental problem underlying the security of ECC. 

It involves finding the value of 𝑗 from [12]: 
 

𝑄 = 𝑗 . 𝑃  
 

in the above equation, 𝑃 and 𝑄 are points on the curve, and 𝑗 is an integer. The problem is determining the 

value of 𝑗 when you are only given points 𝑃 and 𝑄 on the curve. The computational complexity of solving this 

problem underlies the security of many EC-based cryptographic schemes [12]. 
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3. RELATED WORK 

Authentication techniques are critical to the security of smart grid operations and regulate access and 

data reliability within complex energy networks. This section examines various modern authentication 

mechanisms, examining their significance, constraints, and flexibility within the complex domain of smart grid 

environments. Vallent et al. [13] efficiently built a novel anonymous authenticated key agreement system based 

on EC encryption. The plan satisfies the standard and extended Canetti–Krawczyk (eCK) security standards, 

as demonstrated by both formal and informal security analyses. But this work has the the absence of results 

from actual empirical performance evaluations. Badshah et al. [14] addressed and devised a new scheme called 

the lightweight authenticated key exchange strategy for a blockchain-enabled d smart grids environment 

(LAKE-BSG), which enables safe communication between service providers (SPs) and smart meters (SMs) 

using blockchain safeguard data network. Using a consensus mechanism, SPs are responsible for validating 

newly added blocks to the private blockchain. For the LAKE-BSG security purpose analyzation, this study 

used the real oracle model and formal security verification using the Scyther tool. The shortcoming of this 

scheme is the absence of detailed discussion on the scalability and computational overhead. In this paper, 

Shukla et al. [15] developed a blockchain-based system model for secure communication in addition to a 

unique advanced elliptic curve cryptography digital signature (AECCDS) algorithm using fog computing (FC). 

In this scenario, FC nodes will act as miners at the SMs edge to facilitate safe, instantaneous connection. This 

paper lacks insights the latency implications of the mining process and also not exploring the impact on 

performance and efficiency while scaling to manage a high number of SMs. 

In their paper, Deng and Gao [16] introduced a certificate less authentication mechanism for smart 

grids. It sidesteps certificate and key escrow issues in prior schemes reliant on traditional cryptography. 

However, it lacks more effective robustness against replay and man in the middle attack. Khan et al. [17] 

designed a lightweight authentication and key agreement protocol for the evolving smart grid, addressing 

security, and privacy concerns. Through AVISPA verification, the protocol's correctness and robustness are 

validated, showcasing its superiority. Cui et al. [18] introduced a novel authenticated key agreement model 

based on certificate-less public key cryptography (CL-PKC) tailored for the power IoTs. The proposed scheme, 

validated under the eCK security model, emphasizes simplicity and efficiency in key agreement protocols for 

power IoT communication. Through simulations, the scheme exhibits higher efficiency and adaptability for 

power IoT systems. Srinivas et al. [19] introduced an anonymous signature-based authenticated key exchange 

mechanism for smart grids dependent on IoT. AVISPA verification and formal assessments validate its 

robustness for secure SM access in the smart grid. Despite this, the scheme suffers from partial key escrow 

problems and lacks man in the middle attack resistance.  

Nyangaresi et al. [20] designed a novel SMs authentication algorithm for secure communication in 

smart grid networks. Rigorously analyzed for security, it ensures protection against various attacks while 

minimizing communication and computation overheads. Its robustness and efficiency make it suitable for 

resource-constrained smart grid devices. Liu et al. [21] introduced a new certificateless blind signature (CLBS) 

scheme with batch verification. They enhanced the power request system model within the smart grid to 

safeguard user privacy from potential eavesdropping threats. This proposed scheme simplifies certificate 

management and avoids hidden key escrow. It is validated for unforgeability using the random oracle model 

and is based on the ECDLP in terms of security. Notably, the scheme offers improved computational efficiency 

without requiring time-consuming bilinear pairing operations, making it advantageous compared to existing 

signature schemes in the smart grid domain. Chaudhry et al. [22] presented a novel authentication scheme for 

secure smart grid communication, ensuring direct device-to-device authentication. Tailored to combat key 

compromise impersonation and related threats, this scheme demonstrates heightened security and minimal 

communication costs compared to existing solutions. Leveraging EC and symmetric key operations, it 

establishes a secure channel within the smart grid infrastructure, verified for its resilience against known 

attacks. However, it suffers from impersonation attacks. Furthermore, their work yields bad performance due 

to dependence on EC, which results in high computational cost and communication overhead. 

 

 

4. NETWORK MODEL 

In this network model phase, the designed flow of our scheme is shown. As shown in Figure 1, the 

solar power stations act as primary energy sources, harnessing energy from sunlight and are equipped with 

monitoring systems to track energy output and some level of control mechanisms for operational management. 

The control station serves as a central hub, receiving data from these stations through the grid, analyzing 

performance, and relaying optimization commands back to enhance energy production or address issues. The key 

generation center (KGC) plays a pivotal role; upon reception of a public parameter such as an entity identity, it 

generates partial private keys for the transmitting entity and sends them to that entity. As power service entities, 

SPs dynamically allocate the required power to individual users based on real-time messages received from the 
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deployed SMs in homes, smart cities, offices, and various locations. SPs leverage the data from SMs to orchestrate 

a responsive and personalized power allocation, optimizing energy distribution across diverse user environments. 

The proposed network model eliminates the reliance on digital certificates and employs partial private keys. The 

partial private keys, managed by the KGC, bolster communication security between the network actors. This 

innovative approach secures the transmission of energy data and enhances the overall resilience of the network, 

safeguarding against potential cyber threats or unauthorized access. 
 
 

 
 

Figure 1. Flow of our proposed scheme 

 

 

5. PROPOSED ELLIPTIC CURVE BASED CERTIFICATE-LESS AUTHENTICATION SCHEME 

In this portion, the proposed method is described thoroughly through a table with different phases. 

Table 1 shows used symbols along with their precise explanation to depict the phases clearly. 
 
 

Table 1. Symbols employed in the algorithm under consideration 
Symbols Explanation 

KGC Key generation center 

ℎ Hash function 

𝑀𝑝𝑣𝑡,  𝑀𝑝𝑏𝑘 Master private key and master public key of KGC 

𝑃𝑟𝑝𝑣𝑡𝑘𝑒𝑦 Partial private key 

𝑌𝑑𝑒𝑛𝑡𝑖𝑡𝑦 An entity (SP and CC) private key 

𝑋𝑒𝑛𝑡𝑖𝑡𝑦 An entity (SP and CC) full public key 

𝐹𝑃𝑣𝐾𝑒𝑛𝑡𝑖𝑡𝑦 An entity (SP and CC) full private key 

𝑟𝑎𝑛𝑑 Random number 

𝑅 Unique identifier 

𝐴𝑉 Authentication vector 

 

 

5.1.  Initialization phase 

This phase consists of three steps performed by the KGC to generate the necessary parameters: 

− In the first step, KGC selects the cyclic group (𝑔), which is generated by a point (𝑃) on the (𝐸𝐶) over the 

finite field (𝑍𝑛), and its order is (𝑞). Then, it selects a collision-resistant hash function (ℎ). 

− Then, the KGC selects a random secret value  𝑀𝑝𝑣𝑡 with range [1, 𝑞 − 1] and uses it to compute its master 

public key 𝑀𝑝𝑏𝑘 =  𝑀𝑝𝑣𝑡. P. The secret value  𝑀𝑝𝑣𝑡 is the KGC's master private key. 

− When an entity (SP or control centre (CC)) sends its ID to the KGC, the KGC first computes  𝑄𝐼𝐷𝑒𝑛𝑡𝑖𝑡𝑦
=

ℎ( 𝐼𝐷𝑒𝑛𝑡𝑖𝑡𝑦)𝑃 and then uses it to compute the partial private keys of each entity 

 𝑃𝑟𝑝𝑣𝑡𝑘𝑒𝑦 =  𝑀𝑝𝑣𝑡 . 𝑄𝐼𝐷𝑒𝑛𝑡𝑖𝑡𝑦
. Afterwards, it transmits the respective partial private key to each entity. 

 

5.2.  Full key generation 

In this phase, the CC and SP create a public key and a full private key using the following steps. 
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− Each entity selects a random number  𝑋𝑒𝑛𝑡𝑖𝑡𝑦  within the range [1, 𝑞 − 1] as its private key. Then, each entity 

generates its full private key, the combination of its chosen private key  𝑋𝑒𝑛𝑡𝑖𝑡𝑦  and partial private key 

𝑃𝑟𝑝𝑣𝑡𝑘𝑒𝑦 calculated by KGC. 
 

 𝐹𝑃𝑣𝐾𝑒𝑛𝑡𝑖𝑡𝑦 =   𝑋𝑒𝑛𝑡𝑖𝑡𝑦 .  𝑃𝑟𝑝𝑣𝑡𝑘𝑒𝑦   
 

− Each entity generates its full public key as 𝑌𝑒𝑛𝑡𝑖𝑡𝑦 =   𝐹𝑃𝑣𝐾𝑒𝑛𝑡𝑖𝑡𝑦 . P. 

 

5.3.  Authentication phase 

After analysing the parameters of initial phase and full private key generation, in this phase, the phases 

of authentication mechanism have introduced. Here, CC first initiates a request to the SP, asking it to prove its 

legitimacy. 

− In response, the SP performs the following steps. 

a. Firstly, the SP generates a random number 𝑟𝑎𝑛𝑑 and then uses it to compute 𝑅 = 𝑟𝑎𝑛𝑑 . 𝑃. 
 

b. Then it computes authentication vector 𝐴𝑉 = ℎ( 𝑅||  𝑌𝑆𝑃  ||  𝑌𝐶𝐶  || 𝑇𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝) (1) 
 

c. Then it computes a response 𝑅𝑒𝑠𝑝 =  𝑟𝑎𝑛𝑑 + ( 𝐴𝑉. 𝐹𝑃𝑣𝐾𝑆𝑃) (2) 
 

d. The SP then sends the tuple { 𝑅, 𝐴𝑉, 𝑅𝑒𝑠𝑝 } to CC. 

− When the CC receives the tuple sent by SP, it performs the following steps to authenticate CC. 

a. CC first compute 𝐴𝑉′ = ℎ( 𝑅||  𝑌𝑆𝑃  ||  𝑌𝐶𝐶  || 𝑇𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝). 

 

b. CC then verifies if 𝑅𝑒𝑠𝑝. 𝑃 =  𝑅 + (𝐴𝑉′.  𝑌𝑆𝑃). (3) 

 

c. If the above verification holds, CC will authenticate SP for further communication. 

Upon successful authentication, CC and SP may establish a secure session using their shared secret for future 

communication. 

 

5.4.  Correctness proof 

To ensure the correctness of authentication phase, we must need to accomplish the expected aligned 

values that are computed from both the CC and SP from the prior. The following proof demonstrate the steps 

of response verification that the equation holds using identical input parameters and thereby proving the 

correctness of the proposed authentication mechanism. 

− When CC receives AV, it verifies if 𝐴𝑉′=ℎ( 𝑅||  𝑌𝑆𝑃  ||  𝑌𝐶𝐶  || 𝑇𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝). 

As SP compute the same equation ℎ( 𝑅||  𝑌𝑆𝑃  ||  𝑌𝐶𝐶  || 𝑇𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝) to get 𝐴𝑉. The correction of this 

equation relies on a collision-resistant hash function because it behaves deterministically. In other words, for 

identical inputs, ℎ() will consistently yield the same output, and finding two distinct inputs that result in the 

same hash value is computationally impossible. Therefore, based on this assumption, 

𝐴𝑉′=ℎ( 𝑅||  𝑌𝑆𝑃  ||  𝑌𝐶𝐶  || 𝑇𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝). 

− The CC verifies if 𝑅𝑒𝑠𝑝. 𝑃 =  𝑅 + (𝐴𝑉′. 𝑌𝑆𝑃). 
 

a. 𝑅 + (𝐴𝑉′. 𝑌𝑆𝑃) =  𝑟𝑎𝑛𝑑. 𝑃 + (𝐴𝑉′.  𝑌𝑆𝑃) (4) 

 

Since  𝑌𝑆𝑃 =  𝐹𝑃𝑣𝐾𝑆𝑃 . 𝑃 

Hence, 𝑟𝑎𝑛𝑑 . 𝑃 + (𝐴𝑉′. (𝐹𝑃𝑣𝐾𝑆𝑃 . 𝑃)) =  𝑟𝑎𝑛𝑑 . 𝑃 + (𝐴𝑉′. 𝐹𝑃𝑣𝐾𝑆𝑃 . 𝑃) = (𝑟𝑎𝑛𝑑 + (𝐴𝑉′. 𝐹𝑃𝑣𝐾𝑆𝑃)). 𝑝   

As 𝐴𝑉 ′ =  𝐴𝑉 

 

b. Hence, (𝑟𝑎𝑛𝑑 + (𝐴𝑉. 𝐹𝑃𝑣𝐾𝑆𝑃)). 𝑝 (5) 

 

Since 𝑟𝑎𝑛𝑑 + (𝐴𝑉. 𝐹𝑃𝑣𝐾𝑆𝑃) = 𝑅𝑒𝑠𝑝 

c. 𝑅𝑒𝑠𝑝. 𝑝  (From (5)) 

 

 

6. SECURITY ANALYSIS 

This segment delves deeply into analyzing security attributes inherent in our work compared to 

existing methodologies. Extensive analysis of the current literature revealed several vulnerabilities, as detailed 

in Table 2. 
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Table 2. Security feature comparison 
Security attributes [16] [19]) [22] Proposed scheme 

Authentication ✓ ✓ ✓ ✓ 

Non repudiation ✓ ✓ ✓ ✓ 

Integrity ✓ ✓ ✓ ✓ 

Forward secrecy × ✓ ✓ ✓ 

Anonymity ✓ × ✓ ✓ 

Handle man in the middle attack  × × × ✓ 

Handle replay attack × ✓ ✓ ✓ 

Handle Impersonation attack ✓ × × ✓ 

Handle collision attack  ✓ ✓ ✓ ✓ 

Formal security validation × × ✓ ✓ 

Note: ✓: yes; ×: no 

 

 

Our proposed scheme stands out by significantly bolstering resilience against known attacks, as 

illustrated in Table 2. Particularly noteworthy is its adept mitigation of vulnerabilities present in prior work, 

including deficiencies in anonymity, forward secrecy, replay attack protection, impersonation attack protection, 

and protection against man-in-the-middle attacks. Through meticulous comparative analysis, our research 

highlights the enhanced security performance of the proposed approach in contrast to earlier work. 

 

6.1.  Security simulation 

Scyther [23] is a formal verification tool for analyzing security protocols, notably those used in 

cryptographic systems. Automated analysis is a vital tool for discovering vulnerabilities and confirming the 

validity of security protocols. Scyther is programmed in Python and uses the extended Backus-Naur Form 

(eBNF) to design security protocols, making it flexible and expressive. The tool explores the state space of a 

given protocol using symbolic model-checking techniques, systematically examining various execution 

pathways [24]. Scyther builds a symbolic representation of the protocol during simulation, allowing for 

examining potential attacks or vulnerabilities in the system. Claims are helpful in the analysis process because 

they reflect security attributes or assertions. Scyther uses these assertions to determine whether a protocol meets 

specified security standards or whether vulnerabilities exist. Scyther's blend of formal approaches and 

automated analysis helps its effectiveness in discovering and correcting security flaws in cryptographic 

protocols [25]. We translated our protocol into the security protocol description language (SPDL) and 

leveraged Scyther to conduct a security assessment. The outcome, as illustrated in Figure 2, unequivocally 

demonstrates the safety and robustness of our protocol. 
 

 

  
 

Figure 2. Security validation through scythe 

 

 

7. PERFORMANCE ANALYSIS 

Here, we thoroughly assess the performance of our methodology by comparing its computational cost 

and communication overhead with existing approaches. 

 

7.1.  Computational cost 

The computational cost denotes the time needed to perform a particular algorithm or cryptographic 

operations. Lower computational cost indicates more efficient resource utilization, often desirable for practical 

applications, while higher computational cost may imply increase demand for hardware and potentially slower 
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performance. In the upcoming section, we contrast our proposed scheme with established literature [16], [19], 

and [22]. We focused on computationally intensive operations to achieve this objective, excluding those with 

negligible time impact. Specifically, we considered elliptic curve point multiplication (Eϲρϻ), elliptic curve 

point addition (Eϲρa), and hash function (ɦ) operation. The findings inform our approach to experiments 

conducted in [26]. The experimental environment utilized in their study is - Intel (R) core (TM) i5-4210U CPU, 

RAM: 4 GB, clock speed: 2.4 GHz, operating system: Ubuntu 22.04.2 LTS, Python as programming language 

and PyCrypto for cryptographic library. Table 3 shows the time taken by various cryptographic operations. 

Additionally, Table 4 and Figure 3 comprehensively compare computational costs with existing work. The 

results unequivocally demonstrate that our approach surpasses the performance of existing methods in terms 

of computational cost. 
 

 

Table 3. Time consumption by operations 
Operation Time taken by a single operation in milliseconds (ms) 

𝑇𝐸ϲ𝜌ϻ 1.029 

𝑇𝐸ϲ𝜌𝑎 0.016 

𝑇ɦ 0.043 

 

 

Table 4. Computational cost in milliseconds 
Scheme No of operations Time consumption in milliseconds (ms) 

[16] 10TEϲρϻ+6TEϲρa+6Tɦ 10.644 

[19] 8TEϲρϻ+4TEϲρa+14Tɦ 8.898 

[22] 8TEϲρϻ+2TEϲρa+8Tɦ 8.608 

Proposed scheme 6TEϲρϻ+1TEϲρa+2Tɦ 6.276 

 

 

 
 

Figure 3. Computational cost comparison in terms of milliseconds 
 

 

7.2.  Communication overhead 

The additional data (extra bits) accompanying the transmitted information is called communication 

overhead. This section describes the communication overhead comparison with the traditional existing work. 

These extra bits are introduced to implement various security measures, ensuring the communication's 

confidentiality, integrity, and authenticity. Higher communication overhead is undesirable because it can lead 

to increased latency, reduced efficiency, and greater susceptibility to network congestion, compromising IoT 

systems' overall security and performance. The best practice in optimizing communication overhead is 

reducing the number of extra bits introduced while ensuring robust cyber security.  

In this section, we compare our research with existing studies regarding communication overhead. 

Our analysis focuses on the bit size of the EC [E], set at 160 bits. The outcomes of this comparison are presented 

in Table 5 and Figure 4, showcasing the evident performance concerning communication overhead when 

juxtaposed with existing approaches. 
 

 

Table 5. Communication overhead comparison with existing work 
Scheme Overall communication overhead In bits 

[16] 3[E] 480 

[19] 4[E] 640 

[22] 3[E] 480 
Proposed scheme 2[E] 320 
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Figure 4. Communication overhead in bits 

 

 

8. CONCLUSION 

This article presents an innovative certificate-less authentication scheme for solar-based smart grids. 

ECC ensures adaptability to resource-constrained settings such as solar-based smart grids. Through 

comparative analysis with existing solutions, our approach demonstrates superior security attributes, including 

authentication, forward secrecy, anonymity, integrity, resilience to replay attacks, resilience to impersonation 

attacks, resilience to denial of service attacks, and resilience to man-in-the-middle attacks. The scheme's 

robustness is also substantiated by formal security validation using the Scyther tool. Furthermore, the work 

undergoes thorough performance evaluation, considering computational cost and communication overhead. In 

the future, we aim to integrate data aggregation for privacy preservation and incorporate hyper ECC to enhance 

performance, making it even more effective for resource-constrained environments. 
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