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 Digital image security is increasingly vulnerable to sophisticated attacks, 

underscoring the urgent need for robust encryption techniques. Traditional 

encryption methods often fall short in defending against advanced threats, 

highlighting the importance of innovative solutions to protect digital images. 

This study tackles these challenges by incorporating quantum computing into 

image encryption, employing techniques such as bit-plane scrambling, pixel 

permutation, and bit permutation. These strategies enhance security by 

introducing complex, non-linear transformations that make decryption 

attempts significantly more difficult without the correct cryptographic keys. 

A key configuration based on r=44, μ=2024 is employed to achieve this. The 

integration of quantum bit-plane scrambling and quantum pixel permutation 

results in a highly secure encryption method. Experimental results show 

substantial improvements in entropy levels, along with strong unified average 

changing intensity (UACI) and number of pixels change rate (NPCR) values 

across various images. Notably, the "Peppers" image achieved the best 

performance, with UACI values of 33.5572 and NPCR values of 99.8301. The 

method proves highly effective, as repeated tests with incorrect keys failed to 

decrypt the plain image accurately. Future research could explore the addition 

of a discrete quantum wavelet transform to further enhance the security and 

efficiency of quantum-based image encryption methods. 
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1. INTRODUCTION 

Image encryption is an important technique in information security, aimed at protecting image data 

from unauthorized access and manipulation [1]. Image encryption involves converting an image to an 

unrecognizable format using a variety of encryption algorithms, ensuring that only authorized users with the 

correct decryption key can recover the image to original form [1], [2]. This process is essential to protect 

sensitive information, such as medical images [3], personal photos [4], and confidential documents [4], 

transmitted over unsecured channels. However, traditional encryption methods often face challenges such as 

high computational costs, vulnerability to certain types of attacks, and the need to balance security and image 

quality. An important issue in image encryption is achieving a robust encryption system that can effectively 

prevent potential attacks while maintaining computational efficiency and image quality [5], [6]. Traditional 

methods sometimes do not provide a sufficient level of security against sophisticated attacks and can be 

https://creativecommons.org/licenses/by-sa/4.0/
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computationally intensive, making them impractical for real-time applications. Additionally, the challenge is 

to ensure that the encrypted image does not reveal useful information about the original image and that the 

decoding process accurately restores the original image without losing quality [7], [8]. Advanced techniques, 

such as the stochastic combination of binary fields with bit-plane scrambling and the use of quantum encryption 

principles, have emerged as promising solutions to solve the problem [9]-[13]. This is by improving the security 

and efficiency of image encryption. 

Numerous studies have explored quantum methods for image encryption. Among these,  

Guo et al. [10] introduced the image encryption algorithm on the basis of a modified Feistel structure, using 

the new novel enhanced quantum representation (NEQR) model for the quantum computer. This quantum 

circuit-based algorithm exploits a 128-bit block cipher with sub-keys of 16 bits each, where the whole design 

was inclined toward characteristics of both Feistel and substitution-permutation networks. It gave a concise 

quantum circuit design of this encryption algorithm with support from numerical simulations and analyses to 

prove the efficacy of the method against statistical attack. 

Hu et al. [11] further extended quantum image encryption by proposing an integrated encryption 

process. It starts with the Arnold scrambling operations that change the information of the quantum image in 

the spatial domain. After that, the noised quantum image is decomposed into multi-resolution by quantum 

wavelet transforms in frequency domain, including the low-frequency components with highly detailed 

frequency information. Then the wavelet coefficients in every sub-image are encoded by Arnold randomizing 

operations again. Assign the pixel values to the whole reconstructed quantum image according to the encoded 

wavelet coefficients by the inverse quantum wavelet transforms. It is relatively easy to decipher an encrypted 

image since, in principle, all that is needed is just to invert all the quantum operations that are involved in a 

quantum image encryption process, because all quantum operations are reversible. 

Liu and Liu [13] discussed the realm of quantum image encryption using qubit superposition and 

entanglement features for more efficiency and security. They have developed a new quantum framework for 

betterment regarding the encryption of images, based on an independent bit-plane permutation scheme. First, 

grayscale images should be transformed into one of the representation forms of quantum images to enable 

further operations. Later, the quantum Baker map (QBM) is applied, which permutes the positions of the bits 

in every bit-plane; hence, the position and value of each pixel change. Besides, partition and iteration 

parameters are also changed in different bit planes to further extend the key space. Afterward, the permuted 

image is diffused to form an encrypted image by quantum controlled XOR operations and the newly presented 

sine chaotification model. Results of experiments and the security analysis guarantee that the proposed 

quantum image encryption algorithm attains superiority in statistical analysis, key sensitivity, and robustness. 

Gao et al. [9] proposed with a quantum DNA decoder combined with Hilbert quantum scrambling. 

Notably, the quantum DNA decoder is utilized for the encoding and decoding process of the pixel color 

information for the first time in order to influence pixel-level diffusion based on its excellent biological 

characteristics with much greater space of keys, while the position data of the images are scrambled with 

Hilbert quantum scrambling to improve encryption efficiency. The permuted image is used as the key matrix 

for more security in the quantum XOR operation with the original image. As all the quantum operations 

performed in this paper are invertible, decoding can be performed easily by applying the inverse transformation 

of the encryption process. 

Hamad et al. [14] highlighted that scrambling techniques have to be employed in application involving 

quantum image processing and more so quantum image encryption, where such methods enhance the 

robustness of the images. The level of encryption whereby the resulting image is non-identifiable or 

indistinguishable in detail, seeking high entropy and a flat histogram with a peak for the encrypted image. Most 

research up until now has been about either single-position or single-value shuffling. Only a little research in 

quantum image shuffling has gone into considering the position and value shuffling together. Therefore, in this 

paper, modification for quantum logic gates is adapted based on fast and basic schemes for developing one 

genetic algorithm in consideration of a variety of jamming schemes with a view to deciding on the most suitable 

item considering the related factor to cost, image, or complexity. It has contributed much towards the research 

area by providing an integrated platform for automatic scrambling schemes according to the type of image, the 

method adopted, and the logic circuit. 

Thus, this research aims to advance the field of quantum image coding by implementing a hybrid 

image coding scheme that combines quantum bit-plane scrambling with discrete wavelet transform (DWT). 

Based on the basic research reviewed, this method integrates the strengths of several methods to improve the 

security and efficiency of quantum image encryption. Specifically, this research is inspired by the Feistel 

framework and the researcher's modified NEQR model [10] to use robust block encryption techniques in a 

quantum framework. In addition, it integrates multi-scale resolution analysis and reversible operations of the 

Researcher [11] quantum wavelet transform method, ensuring efficient encryption and decoding fruit. In 

addition, the researcher's independent bit plane permutation scheme and Baker quantile map [13] are used to 

permute the bit positions, further improving the complexity and security of the encryption. The researcher's 
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use of quantum DNA decoding and quantum Hilbert shuffling techniques [9] contributes to pixel-level 

diffusion and key space expansion, which are important for strong encryption. Finally, recognizing researcher's 

[14] emphasis on the importance of image blurring techniques, this study incorporates genetic algorithms to 

optimize the blurring scheme, ensuring valid high entropy and uniform peak histogram in encrypted images. 

By synthesizing these state-of-the-art techniques, this research aims to develop a comprehensive and secure 

quantum image encryption method that exploits both binary plane transform and DWT, thereby significantly 

improving the strength and efficiency of encryption. 

The outline of the presented research will go as follows: section 1 introduces the study by addressing 

the problem statement of quantum image encryption; it gives an overview of the existing challenges together 

with their proposed solution and reviews the research which has been done. Section 2 describes the theoretical 

backgrounds required for setting up the proposed hybrid scheme: an overview of quantum qubits, quantum 

gates, and DWT, including embedding of a quantum bit-plane scrambling technique. Section 3 discusses in 

detail the proposed methodology with respect to the flow and integration of these components into the 

encryption process, shedding light on how quantum principles improved the security and efficiency of the 

encryption algorithm. Section 4 presents the results of the simulation and analysis that prove the efficiency and 

robustness in the proposed scheme are better as compared to other schemes. Finally, the paper concludes by 

summarizing the entire research in section 5 by giving an account of the implications of the findings on 

quantum image encryption and presenting further research and development in the area. 

 

 

2. PRELIMINARIES 

2.1.  Quantum qubits 

Quantum qubit [15], [16] is the fundamental unit of information in quantum computing, represented 

as a superposition of two orthogonal quantum states ∣ 0⟩ and ∣ 1⟩. each associated with complex probability 

amplitudes 𝛼 and 𝛽 [13], [17], [18] respectively. Mathematically, a general qubit state ∣ 𝜓⟩ can be expressed 

as (1), where 𝛼 and 𝛽 are complex numbers satisfying the normalization condition ∣ 𝛼 ∣2+∣ β ∣ 2 = 1. This 

equation illustrates the probabilistic nature of quantum states and their ability to exist in multiple states 

simultaneously. Quantum gates, such as the Hadamard gate 𝐻 and Pauli gates 𝑋, 𝑌, 𝑍, manipulate qubit states 

to perform operations essential for quantum computations. Hadamard gate equation can be seen in (2). Which 

mean the Hadamard gate 𝐻 converts each basis state ∣ 0⟩ and ∣ 1⟩ into a linear combination of the two states, 

scaled by 
1

√2
. To provide a more formal representation, we can express the Hadamard transformation in matrix 

form. The quantum computational basis states ∣ 0⟩ and ∣ 1⟩ are represented as column vectors, this equation 

can be seen in (3), Therefore, the Hadamard gate 𝐻 in matrix equation can be seen in (4), when the Hadamard 

gate H is applied to a qubit ∣ 𝜓⟩ = 𝛼 ∣ 0⟩ + 𝛽 ∣ 1⟩, the resulting state can be seen in (5). 
 

∣ 𝜓⟩ = 𝛼 ∣ 0⟩ + 𝛽 ∣ 1⟩ (1) 
 

𝐻 ∣ 0⟩ =
∣0⟩+∣1⟩

√2
, 𝐻 ∣ 1⟩ =

∣0⟩−∣1⟩

√2
 (2) 

 

∣ 0⟩ = (
1
0

), ∣ 1⟩ = (
0
1

) (3) 

 

𝐻 =
1

√2
 (

1 1
1 −1

) (4) 

 

𝐻 ∣ 𝜓⟩ =
1

√2
 (𝛼(∣ 0⟩+∣ 1⟩) + 𝛽(∣ 0⟩−∣ 1⟩)) (5) 

 

Thus, the Hadamard gate 𝐻 generates a superposition of the qubit ∣ 𝜓⟩ in a new basis that consists of 

linear combinations of the original basis states ∣ 0⟩ and ∣ 1⟩. The inherent properties of qubits, including 

superposition and entanglement, underpin the power of quantum computing by enabling parallelism beyond 

classical capabilities, thereby facilitating the efficient solution of complex problems in various domains. 

 

2.2.  Quantum gates based on controlled-NOT and SWAP 

Quantum gates, such as the controlled-NOT (CNOT) and SWAP gates [19] are fundamental 

components in quantum computing that enable the manipulation and transformation of qubits [13], [17]. The 

CNOT gate performs a controlled operation where the target qubit's state is flipped (𝑋 gate applied) if and only 

if the control qubit is in state ∣ 1⟩. For equation, the action of CNOT can be seen in (6), where ∣ 𝑐⟩ is the control 

qubit, ∣ 𝑡⟩ is the target qubit, ⊕ denotes the XOR operation, and the gate applies the 𝑋 (NOT) gate to the target 

qubit if the control qubit is ∣ 1⟩. The SWAP gate exchanges the states of two qubits. Its action on two qubits 



Bulletin of Electr Eng & Inf  ISSN: 2302-9285  

 

Hybrid image encryption using quantum bit-plane scrambling and discrete … (Eko Hari Rachmawanto) 

1915 

∣ 𝑞1⟩ and ∣ 𝑞2⟩ can be seen in (7). In matrix form, the CNOT and SWAP gate is represented in Figure 1. The 

matrix representations of the CNOT and SWAP gates are shown in Figure 1(a) presents the CNOT matrix, 

which highlights how the gate operates based on the input states of the control and target qubits, while  

Figure 1(b) displays the SWAP matrix, emphasizing the exchange of states between the two qubits. 
 

𝐶𝑁𝑂𝑇 ∣ 𝑐⟩ ∣ 𝑡⟩ =∣ 𝑐⟩ ∣ 𝑐 ⊕ 𝑡⟩ (6) 
 

SWAP ∣ q1⟩ ∣ q2⟩ =∣ q2⟩ ∣ q1⟩ (7) 
 
 

  
(a) (b) 

 

Figure 1. Matrix representation based on; (a) CNOT matrix and (b) SWAP matrix gates 

 

 

2.3.  Discrete wavelet transform 

DWT is a powerful mathematical tool used to analyze and process signals, including digital images, 

by decomposing them into different frequency components [20], [21]. In DWT, a signal or image passes 

through a series of filters to capture approximate (low frequency) and detailed (high frequency) components at 

multiple levels or scales [22]. Each level of decomposition produces subbands represented by the coefficients 

𝐻𝐿, 𝐿𝐻, and 𝐻𝐻, which specify the horizontal-low, vertical-low, and diagonal-high frequency components, 

respectively. At level 1, the original signal or image is passed through one high-pass filter (𝐻1) and one low-

pass filter (𝐿1), resulting in 𝐿𝐿1 (approximation), 𝐻𝐿1 (horizontal detail), 𝐿𝐻1 (vertical detail), and 𝐻𝐻1 

(diagonal detail) coefficients. 𝐿𝐿1 captures the coarsest approximation of the signal's or image's overall 

structure, while 𝐻𝐿1, 𝐿𝐻1, and 𝐻𝐻1 capture finer details in the horizontal, vertical, and diagonal directions, 

respectively. At level 2, 𝐿𝐿1 from level 1 undergoes further decomposition using 𝐻1 and 𝐿1, filters, producing 

𝐿𝐿2, 𝐻𝐿2, 𝐿𝐻2, and 𝐻𝐻2 coefficients. 𝐿𝐿2 provides a more detailed approximation, while 𝐻𝐿2, 𝐿𝐻2, and 𝐻𝐻2 

capture more refined horizontal, vertical, and diagonal details compared to level 1 [23]. The progression of 

DWT decomposition at different levels can be visualized in Figure 2(a) displays the original image, while 

Figures 2(b) and (c) illustrate the results of DWT processing at level 1 and level 2, respectively. This breakdown 

helps in analyzing the image's structural and detailed components across different frequency scales. Based on 

results of DWT processing each level can be seen in Figure 2. 
 

 

   

   

(a) (b) (c) 
 

Figure 2. Results of DWT processing each level; (a) original image, (b) DWT level 1, and (c) DWT level 2 
 

 

In DWT, the signal or image is convolved with two types of filters: high-pass (detail) and low-pass 

(approximation) filters. These filters are typically defined by their coefficients. high-pass filter as ℎ[𝑛] and the 

low-pass filter as 𝑔[𝑛]. The length of these filters is 𝑁. The decomposition equation based on DWT can be 

seen in (8)–(11). Where 𝐻𝐿[𝑘], 𝐿𝐻[𝑘], and 𝐻𝐻[𝑘] represent the horizontal, vertical, and diagonal detail 

coefficients at scale 𝑘. And the inverse DWT combines the approximation and detail coefficients to reconstruct 

the original signal or image, the equation of inverse DWT can be seen in (12). 
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𝐿𝐿[𝑘] ∑  𝑥[𝑛] ⋅ 𝑔[2𝑘 − 𝑛]𝑛  (8) 
 

𝐻𝐿[𝑘] ∑ 𝑥[𝑛] ⋅ ℎ[2𝑘 − 𝑛]𝑛  (9) 
 

𝐿𝐻[𝑘] ∑ 𝑥[𝑛] ⋅ 𝑔[2𝑘 − 𝑛]𝑛  (10) 
 

𝐻𝐻[𝑘] = ∑ 𝑥[𝑛] ⋅ ℎ[2𝑘 − 𝑛]𝑛  (11) 
 

𝑥[𝑛] = ∑ 𝐿𝐿[𝑘] ⋅ 𝑔[𝑛 − 2𝑘] + ∑ 𝐻𝐿[𝑘] ⋅ ℎ[𝑛 − 2𝑘] +𝑘𝑘   

∑ 𝐿𝐻[𝑘] ⋅ 𝑔[𝑛 − 2𝑘] + ∑ 𝐻𝐻[𝑘] ⋅ ℎ[𝑛 − 2𝑘]𝑘𝑘  (12) 

 

2.4.  Novel encryption quantum representation of bit-plane scrambling 

Bit-plane scrambling is a cryptographic technique used to enhance the security of digital images by 

manipulating their binary representations [14]. In an 8-bit grayscale image, each pixel is composed of eight binary 

bits, denoted as 𝑏7, 𝑏6, 𝑏5, 𝑏4, 𝑏3, 𝑏2, 𝑏1, 𝑏0, representing values from 0 to 255. For example, the pixel value 

187 can be represented in binary as 101110112, where 𝑏7 = 1, 𝑏6 = 0, 𝑏5 = 1, 𝑏4 = 1, 𝑏3 = 1, 𝑏2 = 0,  

𝑏1 = 1, and 𝑏0 = 1. Bit-plane scrambling involves applying permutation and transformation operations to these 

binary bits across all pixels [17]. This can include XOR operations with pseudorandom keys or chaotic maps, 

which rearrange the bit positions and values within each bit-plane. The scrambling results for each bit-plane of an 

image can be visualized in Figure 3. Figure 3(a) shows the scrambling of the 7th bit-plane, which contains the 

most significant bits of the image, while Figure 3(b) represents the scrambled 6th bit-plane. Figure 3(c) illustrates 

the scrambling of the 5th bit-plane, Figure 3(d) corresponds to the 4th bit-plane, Figure 3(e) represents the 3rd bit-

plane, Figure 3(f) shows the 2nd bit-plane, and Figure 3(g) depicts the 1st bit-plane. Finally, Figure 3(h) illustrates 

the least significant bit-plane. Each bit-plane reflects different levels of detail and structural information about the 

image, and scrambling them ensures that the image is effectively encrypted across all bit levels. 
 

 

    
(a) (b) (c) (d) 

    

    
(e) (f) (g) (h) 

 

Figure 3. Results of bit-plane scrambling each level; (a) 7th bit-plane, (b) 6th bit-plane, (c) 5th bit-plane, (d) 4th 

bit-plane, (e) 3rd bit-plane, (f) 2nd bit-plane, (g) 1st bit-plane, and (h) 0 bit-plane 
 

 

After initializing the bit-plane at each level, the next step is to merge the obtained bit-plane results. 

This merging allows to reorganize the information from each bit-plane level into a representative data structure. 

Next, the quantum embedding process is applied to the merging of these bit-plane results and calculate each 

pixel, as shown in Figure 4. 

Figure 4 shows tensor product calculation of bit-plane result. The tensor product is a mathematical 

operation that takes two vectors or quantum states and combines them into a single vector or state in a higher-

dimensional space. For the bit-plane result, the tensor product equation can be seen in (13), where 𝑃𝑥𝑦  encodes 

the gray information of the corresponding pixel in the location ∣ 𝑦𝑥⟩, and the coordinate representation can be 

detailed as in (14). Where ∣ 𝑦⟩ and ∣ 𝑥⟩ are the quantum states representing the y-coordinate and x-coordinate 

of the pixel, respectively. And the quantum state ∣ 𝑦𝑥⟩ is formed by concatenating the states ∣ 𝑦⟩ and ∣ 𝑥⟩, where 

each state ∣ 𝑦⟩ and ∣ 𝑥⟩ is a binary string of length 𝑛 (e.g., ∣𝑦𝑛−1𝑦𝑛−2⋯𝑦0⟩ and ∣𝑥𝑛−1𝑥𝑛−2⋯x0⟩). 
 

∣ 𝐼⟩ =
1

2𝑛  ∑ ∑ ∣ 𝑦⟩ ⊗∣ 𝑥⟩2𝑛−1

𝑥=0
2𝑛−1

𝑦=0  (13) 
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∣ 𝑦𝑥⟩ =∣ 𝑦⟩ ∣ 𝑥⟩ =∣ 𝑦𝑛 − 1𝑦𝑛 − 2 …  𝑦0 ⟩ ∣  𝑥𝑛 − 1𝑥𝑛 − 2 …  𝑥0 ⟩ (14) 
 

 

 
 

Figure 4. Tensor product calculation of bit-plane result 

 

 

3. METHOD 

This section outlines the proposed method for encrypting images using a hybrid approach that combines 

pixel permutation, bit permutation, DWT embedding, and chaotic diffusion. The detailed steps of the proposed 

method are illustrated in Figure 5. Decryption is the process of converting a cipher image back into its original 

plain image form. This involves reversing the steps applied during encryption to ensure the recovery of the original 

image. The decryption process includes reversing the chaotic diffusion, performing the inverse discrete wavelet 

transform (IDWT), undoing the bit permutation, and finally reversing the pixel permutation. 
 

 

 
 

Figure 5. Proposed scheme 
 

 

In this research, a grayscale image with a resolution of 256×256 pixels is used. This image is converted 

into a quantum state representation to leverage the principles of quantum computing for enhanced security. 

The image, denoted as 𝐼, is transformed into a quantum state using the tensor product of pixel coordinates and 

their respective gray values. The quantum state based on plain image can be seen in (15). Where, 
1

2𝑛  ensures 

the state is normalized. For an 8-bit grayscale image, 𝑛 would be 8, which is the number of bits used to represent 

each pixel value. ∑ ∑2𝑛−1
−1

𝑥=0
2𝑛−1

−1
𝑦=0 summations iterate over all possible pixel coordinates (𝑥, 𝑦) in the image. 

Since the image is 256×256 pixels, 𝑛 = 8, and thus 2𝑛−1 = 128. Therefore, the summations run from 0 to 127 

for both 𝑥 and 𝑦. Each pixel value is an 8-bit binary number, where 𝑝𝑖
𝑥𝑦

 represents the 𝑖𝑡ℎ bit of the pixel at 

position (𝑥, 𝑦).  For example, if a pixel value is 192, its binary representation is 11000000, and thus 

𝑝7
𝑥𝑦

, 𝑝6
𝑥𝑦

=0. 
 

∣ 𝐼⟩ =
1

2𝑛  ∑ ∑ (𝑝7
𝑥𝑦

𝑝6
𝑥𝑦

𝑝5
𝑥𝑦

𝑝4
𝑥𝑦

𝑝3
𝑥𝑦

𝑝2
𝑥𝑦

𝑝1
𝑥𝑦

𝑝0
𝑥𝑦

)
2𝑛−1

−1
𝑥=0

2𝑛−1
−1

𝑦=0 ⊗∣ 𝑦𝑥⟩ (15)  
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3.1.  Pixel permutation 

Pixel permutation is a step in the image encryption process where the positions of the pixels in the 

image are shuffled according to a specific permutation function [17], [18]. This operation obscures the spatial 

structure of the image, making it more difficult to recognize or analyze without the proper decryption key. The 

initial step involves permuting the pixel positions in the image to obscure its spatial structure. Based (15), to 

scramble this process can be seen in (16): 
 

∣ 𝐼⟩ =
1

2𝑛  ∑ ∑ (𝑝7
𝜋(𝑥𝑦)

𝑝6
𝜋(𝑥𝑦)

𝑝5
𝜋(𝑥𝑦)

𝑝4
𝜋(𝑥𝑦)

𝑝3
𝜋(𝑥𝑦)

𝑝2
𝜋(𝑥𝑦)

𝑝1
𝜋(𝑥𝑦)

𝑝0
𝜋(𝑥𝑦)

)
2𝑛−1

−1
𝑥=0

2𝑛−1
−1

𝑦=0 ⊗∣ 𝜋(𝑥, 𝑦)⟩ (16) 

 

Next step, apply the permutation operations to each bit-plane. This involves using quantum gates like 

the CNOT and SWAP gates to shuffle the pixel positions within each bit-plane. CNOT gate flips the target 

qubit if the control qubit is 1. The operation of CNOT and SWAP gates can be seen in (17), (18). These gates 

are fundamental in quantum computing for qubit manipulation and permutation operations. The quantum 

permutation circuit based on bit-plane permutation can be observed in Figure 6. This figure illustrates the 

systematic approach of applying quantum gates to rearrange the pixel positions within each bit-plane. 
 

𝐶𝑁𝑂𝑇 ∣ 00⟩ =∣ 00⟩ 
𝐶𝑁𝑂𝑇 ∣ 01⟩ =∣ 01⟩ 
𝐶𝑁𝑂𝑇 ∣ 10⟩ =∣ 11⟩ 
𝐶𝑁𝑂𝑇 ∣ 11⟩ =∣ 10⟩ (17) 

 

𝑆𝑊𝐴𝑃 ∣ 00⟩ =∣ 00⟩ 
𝑆𝑊𝐴𝑃 ∣ 01⟩ =∣ 10⟩ 
𝑆𝑊𝐴𝑃 ∣ 10⟩ =∣ 01⟩ 
𝑆𝑊𝐴𝑃 ∣ 11⟩ =∣ 11⟩ (18) 

 
 

  
 

Figure 6. Quantum permutation circuit based on bit-plane permutation 

 

 

3.2.  Bit permutation 

Bit permutation is a technique used to shuffle the positions of qubits within each pixel (𝑌, 𝑋) to 

enhance the security of an encrypted image [13], [17], [18]. The goal is to create a complex and non-linear 

arrangement of the pixel values, making it difficult for unauthorized parties to decipher the original image. 

This process involves applying quantum gates such as the CNOT and SWAP gates, which manipulate the 

positions of the bits within each pixel [18]. Figure 6, which illustrates the quantum permutation circuit based 

on bit-plane permutation, Figure 7 presents the quantum circuit based on bit-plane shift operation. This circuit 

demonstrates how each bit-plane undergoes specific shift operations to achieve a scrambled gray level. The 

scrambling process is carried out using (16), ensuring a high level of security and complexity in the image 

encryption process. 
 
 

 
 

Figure 7. Quantum circuit based on shift operation of bit-plane permutation 
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The results in Figure 7 are obtained using the calculation according to (19). The sub-operation 𝐿𝑌0𝑋0  
applied to ∣𝐼1 can be described with the permutation operator 𝑈𝑌𝑋 as (19): 

 

𝐿𝑌0𝑋0(∣ 𝐼1)=𝐿𝑌0𝑋0 ( 
1
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Based (19), to change all pixel values in an image, additional operations can be seen in (20). Where 

𝐿𝑌𝑋 represents the quantum permutation and embedding operations applied to each pixel position (𝑦, 𝑥) in ∣ 𝐼1. 

The product operation ∏ signifies the sequential application of these sub-operations across all pixel positions 

in the image. 

 

∣ 𝐼1
′⟩ = ∏ ∏ 𝐿𝑌𝑋
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=∣ 𝐼2⟩) (20) 

 

 

4. EXPERIMENTAL RESULTS 

In this section, we present the experimental results obtained from the proposed method. The images 

used for testing are 256×256 grayscale images, and the simulations were performed using MATLAB 2020a. 

The effectiveness of the proposed encryption method is demonstrated through various test images, with the 

results showcasing the robustness and efficiency of the encryption process. The outcomes of these tests, 

including the encrypted images and their analyses can be seen in Figure 8. Figures 8(a)–(e) is plain image, 

Figures 8(f)–(j) is encrypted image, and Figures 8(k)–(o) is decrypted image. The results obtained in Figure 8 

were achieved using specific key parameters set for the experiment. The key parameters used in the experiment 

were set to 𝑟 = 44 and 𝜇 = 2024. The encrypted images, as presented in Figures 8(f)–(j), reflect the 

effectiveness of using these key parameters in the encryption algorithm. 

 

4.1.  Histogram measurement 

Histogram analysis are performed for the intensity distribution of the pixels of the image before and 

after encryption. Any good encryption will lead to the flattening histogram of the encoded image in which all 

pixel values are completely covered, hence concealing any pattern or feature of the original image. This is the 

uniform distribution where the frequency, intensity, and pixel are uniformly distributed, hence making an 

encrypted image resistant to statistical attacks due to the difficulty of extracting any meaningful information 

by the attacker using means. The results of the histogram analysis are presented in Figure 9, which illustrates 

the intensity distributions for various test images. Figures 9(a) to (e) depict the original, unencrypted images: 

(a) Cameraman, (b) Rice, (c) Lena, (d) Peppers, and (e) Baboon. These images exhibit distinct intensity 

distributions, with visible patterns in their respective histograms. Meanwhile, Figures 9(f) to (j) display their 

corresponding encrypted versions: (f) encrypted Cameraman, (g) encrypted Rice, (h) encrypted Lena, (i) 

encrypted Peppers, and (j) encrypted Baboon. 
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(a) (b) (c) (d) (e) 

     

     
(f) (g) (h) (i) (j) 

     

     
(k) (l) (m) (n) (o) 

 

Figure 8. Original, encrypted, and decrypted images using proposed encryption; (a) Cameraman, (b) Rice,  

(c) Lena, (d) Peppers, (e) Baboon is plain image, (f) encrypted Cameraman, (g) encrypted Rice (h) encrypted 

Lena, (i) encrypted Peppers, (j) encrypted Baboon is encrypted image, and (k) decrypted Cameraman,  

(l) decrypted Rice, (m) decrypted Lena, (n) decrypted Peppers, and (o) decrypted Baboon is decrypted image 

 

 

     
(a)  (b) (c) (d) (e) 

     

     
(f) (g) (h) (i) (j) 

     

Figure 9. Results of histogram analysis; (a) Cameraman, (b) Rice, (c) Lena, (d) Peppers and (e) Baboon is 

plain image, (f) encrypted Cameraman, (g) encrypted Rice, (h) encrypted Lena, (i) encrypted Peppers, and  

(j) encrypted Baboon is encrypted image 

 

 

4.2.  Unified average changing intensity and number of pixels change rate measurement 

The most meaningful metrics in analyzing the performance of an image encryption algorithm are 

unified average changing intensity: number of pixels change rate (NPCR) accounts for the percentage of 

different pixel values between the original and encrypted images, while unified average changing intensity 

(UACI) estimates the average intensity change between the two images. Larger values of UACI and NPCR 

indicate robustness regarding the efficiency of the encryption algorithm to transform the image with more 

resistance against differential attack. Computed values of UACI and NPCR are shown in Table 1 for some of 

our experimental tests related to the proposed method. 
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Table 1. UACI and NPCR measurement 
Encrypted image Researcher UACI NPCR 

Cameraman Liu et al. [17] 33.5685 99.5804 
Peppers 33.5291 99.5300 

Cameraman Wang et al. [24] 33.4952 99.7958 

Peppers 33.5125 99.7625 
Cameraman Zhou et al. [25] 33.5753 99.7325 

Peppers 33.4928 99.6982 

Cameraman Our study 33.5688 99.8275 
Rice 33.4817 99.8221 

Lena 33.5188 99.8237 

Peppers 33.5572 99.8301 
Baboon 33.4893 99.8244 

 

 

4.3.  Entropy measurement 

Entropy may be used as a measure to determine the degree of randomness and uncertainty in pixel 

values of an encrypted image. This indicates that the entropy of the pixels is high, corresponding to a uniform 

distribution of the pixel values of the input image-one of the good properties in a secure encryption algorithm. 

Therefore, the encrypted image will not reveal any useful pattern or information about the original image and 

has a high resistance to different types of cryptanalysis attacks. In this process, entropy of the encrypted image 

is calculated and reported in Table 2. It can be seen from the results obtained that the proposed encryption 

method gives an entropy value near the ideal value of 8 for the image. For instance, confirmation to such a 

highly random and effective method of generating encrypted images can be derived in the 8-bit grayscale. 
 

 

Table 2. Entropy measurement 
Researcher Plain image Entropy of plain image Encrypted image Entropy of encrypted image 

Liu et al. [17] Cameraman 7.0097 Cameraman 7.9970 

Peppers 7.5693 Peppers 7.9973 

Wang et al. [24] Cameraman 7.0097 Cameraman 7.9850 
Peppers 7.5693 Peppers 7.9752 

Zhou et al. [25] Cameraman 7.0097 Cameraman 7.9956 

Peppers 7.5693 Peppers 7.9962 
Our study Cameraman 7.0097 Cameraman 7.9977 

Rice 7.224 Rice 7.9972 

Lena 7.288 Lena 7.9969 
Peppers 7.5693 Peppers 7.9952 

Baboon 7.208 Baboon 7.9976 

 

 

4.4.  Testing phase 

During the experimental phase of this work, some experiments of correct and wrong keys have been 

done in order to explore the robustness and security of the suggested encryption method. The result is shown in 

Figure 10, where Figure 10(a) is the test of the correct key, which means that with a correct key, the decryption 

and reconstructed images are done. Figures 10(b)-(d) in turn reflect the experimental results with imprecise keys. 
 

 

    

(a)  (b) (c) (d) 
 

Figure 10. Testing phase; (a) correct keys 𝑟 = 44, 𝜇 = 2024, (b) incorrect key 𝑟 = 43 𝜇 = 2024,  

(c) incorect key 𝑟 = 44, 𝜇 = 2023, and (d) incorect key 𝑟 = 38, 𝜇 = 1999 

 

 

5. CONCLUSION 

This research represents a pioneering approach in integrating quantum computing techniques into 

image encryption through bit-plane scrambling, pixel permutation, and bit permutation operations. The novel 

integration of quantum bit-plane scrambling and quantum pixel permutation introduces robust cryptographic 

methods that significantly improve entropy levels, as evidenced by the measured values: Cameraman (7.9977), 
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Rice (7.9972), Lena (7.9969), Peppers (7.9952), and Baboon (7.9976). Furthermore, the proposed method 

demonstrates strong performance in terms of UACI and NPCR, with values indicating high encryption 

effectiveness: Cameraman (33.5688, 99.8275), Rice (33.4817, 99.8221), Lena (33.5188, 99.8237), Peppers 

(33.5572, 99.8301), and Baboon (33.4893, 99.8244). During the testing phase with incorrect keys (𝑟 = 43, 
𝜇 = 2024;  𝑟 = 44, 𝜇 = 2023;  𝑟 = 38, 𝜇 = 1999), none of the attempts successfully decrypted the image, 

highlighting the algorithm's resilience against decryption without the correct cryptographic key. This research 

underscores the potential of quantum-inspired encryption techniques in advancing image security, promising 

further applications in data protection and secure communication systems. For future research, integrating 

discrete quantum wavelet transform (DQWT) presents a promising direction to enhance the capabilities of 

quantum-based image encryption methodologies. DQWT offers a powerful toolset for multi-resolution analysis 

of image data, enabling more efficient representation and manipulation of image features across different 

scales. The application of DQWT could potentially enhance the encryption algorithm's ability to handle 

complex image structures while maintaining data integrity and security. Additionally, exploring the synergies 

between DQWT and quantum permutation techniques could lead to innovative encryption schemes that are 

robust against various cryptographic attacks. 
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