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An efficient and highly secure method of secret message cryptography will
be presented which based on the principle of playing cards shuffling. The
method will be implemented in a selected number of layers, each layer will
encrypt-decrypt the input message using its own private key (PK), the output
of any layer can be taken as a final encrypted-decrypted message, increasing
the number of layers will increase the security level of the massage, making
the hacking attacks impossible. In the encryption function a key generation
and a message blocks shuffling will be executed, while in the decryption
function the key generation and the message blocks reverse shuffling will be
executed. The PK used in this method will be complicated and it will contain
for each layer 2 chaotic parameters (r and x) and the block size (BS),
utilizing these parameters, a chaotic logistic map model is run to produce a
chaotic key, which is sorted to produce the layer's index key. Applying 4
layers the length of confidential key will be 768 bits, this length will be able

to generate a large key space which is robust to hacking attempts. The speed
parameters and throughput of the proposed will be calculated and compared
with those of other methods.
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1. INTRODUCTION

Scrambling playing cards leads to scrambling and redistributing the cards, and the more scrambling,
the greater the degree of irregularity and sequence of these cards. There are 52! = 22258 ways to mix a deck
of cards. Hence, a cipher created from a deck of cards has the potential to emulate the security of many
computer ciphers. Analyzis of existing playing cards crypto systems [1]-[3] showed that most of card ciphers
are stream ciphers which encrypt one letter at a time. A lot of methods for data cryptography were introduced
by various authors, here in this paper research and for comparison purposes we will focus on three categories
of these methods: standard methods [4], deoxyribonucleic acid (DNA) methods [5], and chaotic and hybrid
methods. Standard methods such as data encryption standard (DES), advance encryption standard (AES) and
blowfish (BF) provide a moderate speed; the fastest of them is BF method. Researchers [6] provided a
BDNA method to enhance the speed of DNA based methods. Chaotic and hybrid method were introduced to
enhance the security and speed of data cryptography, some of these methods increased the speed to 911 K
bytes per second [7]-[16], and this was a good achievement provided by the chaotic based methods.
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The existing methods of data cryptography share some feature, and many of these features can be
considered as weak points, and the require enhancement, below these features will be listed, and the aims of
the proposed method to enhance some of these features will be mentioned:

— Rounds

The existing methods require a lot of rounds in the encryption and decryption phases, these rounds
start from 10 rounds for AES method and end with 16 rounds for BF [4]-[6]. Each round requires a secret key
and all rounds must be executed. The proposed method will replace these rounds by layers, the number of
layers will be variable and it must be selected by the user, they are independent and the output message of
each layer can be taken as an encrypted-decrypted message.

— Speed

The existing method varied in speed, some of them provide a low speed (such as DES method), and
other provide a good speed such as the chaotic method proposed in [5]. The proposed playing cards shuffling
(PCS) method will increase the speed and it will provide a good speed up comparing with existing
methods [17]-[26].

— Data blocking

The existing method support data dividing into block, the block size (BS) is small and fixed, the
proposed PCS method will support data blocking using small a big blocks, the BS will be variable.
— Security level

The existing methods use a private key (PK) with length from 56 to 448 bits, some of these methods
is not secure, others like AES and BF method provide a good level of security. The proposed PCS method
will use a PK with a variable length; the length of the PK will depend on the number of selected layers.

— Simplicity and complicity

Each of the existing methods requires a complicated sequence of logical and arithmetic operations,
this sequence must be executed in each round, the proposed PCS method will eliminate this sequence
replacing it will simple blocks shuffling and shuffling back operations [27]-[36].

The aim of the paper is to produce an efficient and simplified method of data cryptography using
playing cards shuffling operations, the method as it will be shown in the obtained results will speed up the
process of cryptography comparing with existing standard and chaotic methods keeping the quality of the
method acceptable and providing a high level of security by using a long PK. The proposed method will be
implemented in a selected independent number of layers, each layer will totally encrypt-decrypt the message,
increasing the number of layers will increase the security level of the PCS method. The method will be
implemented in a variable number of layers. A layer is one function call of the encryption-decryption
function. Each function will divide the input message into blocks; the block will be shuffled based on a
generated indices key, formed by sorting a chaotic logistic key. The developed crypto system contains two
parts: sender part, this part uses the encryption function to manipulate the source message and the PK to
produce a cipher (encrypted message); receiver part, this part manipulates the cipher message and the PK to
produce a decrypted message. The suggested method the suggested method will satisfy the following
requirements of good crypto system:

— Security

Data hackers must be blocked by not being able to read the secret message or benefit from it in any
way, this can be achieved by using a complicated private, this key must have a wide length, which will be
able to produce a huge key space, that make the key strong enough to resist any hacking attack, the produced
decrypted message must be sensitive to the selected values of the PK.

— Quality

The encrypted message must be completely destructive so that it cannot be used by any third party
who is not authorized to view the message. The quality parameters values calculated between the source and
the cipher messages must satisfy the quality requirements listed in Table 1. The decrypted message must be
the same as the source message, the computed quality parameters values are to meet the quality requirements
shown in Table 1.

Table 1. Quality parameters requirements

Quality parameter Between source and decrypted message  Between source and encrypted message
Mean square error (MSE) 0 High
Peak signal to noise ratio (PSNR) Infinite Low

— Speed
The required times to implement each of the encryption and decryption algorithms must be
minimized, thus the throughputs of message encryption and message decryption must be maximized.
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— Simplicity

The number of used operations to execute each of the encryption and decryption algorithms must be
reduced, the method must use a simple procedure to generate the required secret keys, the number of rounds
must be reduced, and the complex sequence of logical and arithmetic operations used in the method must be
reduced or eliminated.

2. THE PROPOSED PLAYING CARDS SHUFFLING METHOD

Standard base method require a few number of rounds, each round will require a complicated
sequence of logical and arithmetic operations, making these methods sophisticated. The proposed method
eliminates all these operations replacing them with a simple data values reordering, and employs one or more
layers to encrypt-decrypt the secret message, each layer will be independent and the generated encrypted
message in the layer may be considered as a final encrypted version. Figure 1 shows two layers of
encryption, in each layer message encryption function (MEF) is called by using the parameters (message and
layer PK which consist of one pair of chaotic logistic map (r and x) and the number of message blocks (NB).

Message

4

MEF:
PK1- : Blocking Layer 1
r.x.NB Keyv generation
Blocks shuffling

4

Encrypted message 1

¥

MEF:
Blockin;
PE2: £

rx.NB * Key generation Layer 2
i Blocks shuffling

\ 4

Encrypted message 2

Figure 1. Two layers of encryption

This research applys 4 layers, where number of layers can be decreased or increased depending on
the use wish. Increasing the number of layers will increase the security level. The PK will be complicated and
the length of this key will depend on the selected number of layers, as example for 4 layers the length of the
key will be calculated using (1), this key will provide a huge key space capable to resist any hacking attacks

(see (2)).
PK length = 4 X 3 X 64 = 768 bits Q)

Key space = 278¢ )
1.5525180923007089351489794884625 X 10231 combinations

The decryption function must use the same PK used in the encryption function, the produced
decrypted message is very sensitive to the selected values of the PK, any minor changes in them in the
decryption function will be considered as a hacking attempt by producing a damaged decrypted message.

The encryption function will perform two operations as shown below: indices key (IK) generation
and message blocks shuffling. The IK generation task uses the parameters r, X, and NB to run a chaotic
logistic map model to generate a chaotic key, then this key will be sorted to form the IK. The message blocks
shuffling uses the NB value and the calculated BS to shuffle the message blocks based on the contents of IK.
The encryption Algorithm 1 will use the following MEF written in MATLAB code:
function [EM] = Message_arrangement (m,NB,rl,x1);
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$Inputs:
%m:source message
%NB:number of blocks
$rl and xl:chaotic logistic parameters
$Output:
$ERM:Encrypted message
L=length (m) ;
BS=fix (L/NB) ;
for i=1:NB
x1=x1*rl*(1-x1); IK generation
CK(1i)-x1;
end
[gqg IK]=sort (CK);
al=m;
for i=1:NB
c=IK(1i); Blocks shuffling
al((i-1)*BS+1:1i*BS)=m((c-1)*BS+1:c*BS);
end
EM=al;
end

Shuffling and shuffling back operations can be easily implemented using the 1K contents, the blocks
in the shuffling operation are taken depending on the contents of IK, while in the shuffling back operation the
IK contents will be used as an index of blocks to be taken, the smallest index will be taken first, then the
second smallest and so on, Figure 2 illustrates an example of how to execute these operations.

AaBbCceDdEeF{GgHMIJJKKLIMmMNnOoPpQqRrSsTtUnVvWwXxYyZz

IK=
Blocks shuffling 351 4 2

KKLIMmNnOoUuVvWwXxYyvAaBbCcDdAEePpQqRrSsTtFIGgHIiJjZz

IK=
Blocks shuffling back 351 4 2

AaBbCcDdEeFfGgHMiJJKKLIMmNnOoPpQqRrSsTtUuVvWwXxYyZz

Figure 2. Shuffling and shuffling back operations implementation (example)

The decryption Algorithm 2 will be implemented in the same manner by replacing the shuffling
operation with shuffling back operation as shown in the following MATLAB code:

function [DM] = Message_arrangement_R(m,NB,rl,x1);

Inputs:

%m: encrypted message

$NB:number of blocks

%rl and x1: Chaotic logistic parameters

sOutput:

%DM:decrypted message

L=length (m) ;

BS=fix (L/NB) ;

for i=1:NB
x1=x1*rl* (1-x1); IK generation
CK(i)=x1;

end

[qg IK]=sort (CK);

al=m;

for i=1:NB Message shuffling back
c=IK(1i);
al((c-1)*BS+1l:c*BS)=m((i-1)*BS+1:i*BS);

end

DM=al;

End
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3. IMPLEMENTATION AND RESULTS DISCUSSION

The previous listed MATLAB codes of the proposed algorithm were implemented using a CPU
with  specifications depicted in Figure 3. The proposed PCS method was implemented using various
messages, the obtained encrypted messages were always damaged, while the obtained decrypted messages
were always identical to the source messages, Figures 4 and 5 show samples of the method implementation
using 4 layers:

Processon Intel(R) Core(TM) i5-3210M CPU @ 2.50GHz 2.50 GHz
Installed memory (RAM): 4,00 GE

Systemn type: 64-bit Operating System

Pen and Touch: Mo Pen or Touch Input is available for this Display

Figure 3. CPU specifications
m =
Protecting secret message using PCAP method

ml = Layerl
ret mesing PCAProtectsage using secP method

m2 = Layer2
ret mesing Pe usinCAProtg secP methoectsagd

m3 = Layer3
CAProtsing P methog secPret mee usinectsagd

m4d = Layerd
ret mee usinectsng P metCAProtsihog secPagd

Figure 4. Sample outputs of the encryption phase

md =
ret mee usinectsng P metCAProtsihog secPagd
ms3 = Layverl

CAProtsing P methog secPret mee usinectsagd
mb = Laver2

ret mesing Pe usinCAProtg secP methoectsagd
m7 = Laver3

ret mesing PCAProtectsage using secP method
m8 = Laverd

Protecting secret message using PCAP method
Figure 5. Sample outputs of the decryption phase
The quality of the encrypted and decrypted messages was examined using the quality parameters
MSE and PSNR, a selected messages were implemented and the MSE and PSNR values between each source

message and the encrypted one were calculated, in Figure 6 shows PKs which used, the first one PK1 for
short messages, while the second one PK2 for long messages, and Table 2 shows the obtained quality results:
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PK1:

r=[3.6785 3.8993 3.5830 3.9852 3.5568 3.6192 3.7208 3.8909 3.5911 3.7163];
x=[0.7953 0.0081 0.4110 0.6884 0.6190 0.9527 0.6552 0.7726 0.7732 0.4404];
NB1=6;NB2=10;NB3=12;NB4=5;NB53=15;

PEK2:

r=[3.6785 3.8993 3.5830 3.9852 3.5568 3.6192 3.7208 3.8909 3.5911 3.7163];
==[0.7953 0.0081 0.4110 0.6884 0.6190 0.9527 0.6552 0.7726 0.7732 0.4404];
NB1=100;NB2=200;NB3=300;NB4=5;NB5=400;

Figure 6. PKs used

Table 2. Proposed PCS method quality results
Message length (byte) Type MSE PSNR

100 Short 11661  17.1070
250 Short 10776  17.8962
500 Short 11071  17.6260
Message length (K bytes)

5 Long 10802  17.9500
10 Long 11215 17.5750
15 Long 10786  17.9655
25 Long 10845 17.9105
50 Long 1.0884 17.8749
100 Long 10817 17.9368

Remarks High Low

The obtained low values of PSNR and high values of MSE prove that the proposed PCS method
satisfied the quality requirements of good crypto system. The sensitivity of the proposed PCS method was
tested on a message of length 5 K bytes and encrypted using different PKs shown in Figure 7. The quality
parameters of the decrypted messages were calculated and Table 3 shows the obtained results:

PKI:

r=[3.6785 3.8993 3.5830 3.9852 3.5568 3.6192 3.7208 3.8909 3.5911 3.7163];
x=[0.7953 0.0081 0.4110 0.6884 0.6190 0.9527 0.6552 0.7726 0.7732 0.4404];
NB1=100;:NB2=200;NB3=300:NB4=5;NB5=400;

PK2:

r=[3.6785 3.8993 3.5830 3.9852 3.5568 3.6192 3.7208 3.8909 3.5911 3.7163];
x=[0.7953 0.0081 0.4110 0.6884 0.6190 0.9527 0.6552 0.7726 0.7732 0.4404];
NB1=100;NB2=250;NB3=300;NB4=5;NB5=400;

PK3:

r=[3.7785 3.8993 3.6830 3.9852 3.5568 3.6192 3.7208 3.8909 3.5911 3.7163];
x=[0.7953 0.0081 0.4110 0.6884 0.6190 0.9527 0.6552 0.7726 0.7732 0.4404];
NB1=100;NB2=200;NB3=300;NB4=5;NB35=400;

PK4:

r=[3.6785 3.8993 3.7830 3.6852 3.5568 3.6192 3.7208 3.8909 3.5911 3.7163];
x=[0.7953 0.0081 0.1110 0.6184 0.6190 0.9527 0.6552 0.7726 0.7732 0.4404];
NB1=100;NB2=200;NB3=300;NB4=5;NB3=400;

PK5-

r=[3.8785 3.8993 3.5830 3.9852 3.5568 3.6192 3.7208 3.8909 3.5911 3.7163];
x=[0.6953 0.0081 0.4110 0.6884 0.6190 0.9527 0.6552 0.7726 0.7732 0.4404];
NB1=130;NB2=200;NB3=300;:NB4=5;NB5=400;

Figure 7. PKs used decryption process
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Table 3. PCS method sensitivity results

Used PK in the MSE between the source and the PSNR between the source and the
decryption phase decrypted message decrypted message
PK1 0 Infinite
PK2 2.1149 103.3350
PK3 2.1865 103.0024
PK4 2.0632 103.5828
PK5 2.0581 103.6075

As shown in Table 2 making changes in the PK will make the MSE non zero, and will make the
PSNR value not infinite, and this prove the sensitivity of the proposed PCS method. The speed of the
proposed PCS method was examined, a set of messages were selected and were implemented using the
proposed PCS method, the encryption time was calculated and compared with other methods times, and
Table 4 shows the obtained results.

Table 4. Speeds comparisons

Message length (K characters) BDNA BF AES DES DNA Proposed PCS method
5 0.048 0.054 0.053 0.152 0.200 0.0103
10 0.066 0.074 0.081 0.283 0.483 0.0110
15 0.090 0.097 0.106 0.405 0.625 0.0120
20 0.106 0.130 0.172 0.571 0.972 0.0140
25 0.123 0.133 0.198 0.785 1.250 0.0153
30 0.149 0.170 0.218 0.955 1.487 0.0159
Average
17.5000 0.0970 0.1097 0.1380 0.5252  0.8362 0.0131
Average throughput (K bytes per second)  180.4124 159.5260 126.8116 33.3206 20.9280 1335.9
Speed up of the proposed PCS method 7.4047 8.3742 10.5345 40.0923 63.8331 1.0000

Speed up of PCS method equal throughput of PCS method divided by other method throughput (times)

From Figure 8, it is shown that the smallest encryption time was provided by the proposed PCS
method. PCS method maximized the throughput of message cryptography and provided a good speed up. The
speed results of the proposed PCS method were compared with the speed results of other faster methods, and
here the proposed method provided a good speed up as shown in Table 5.

Times comparisons

T T T T T
I =onA : : E
I =F i : i
[ laes ; ’
[ Ipes
I DNA
L Bl rcs [

mmepm--

Encryption time (Seconds)

10 15 20

Message length (K bytes)

25

Figure 8. Methods encryption time comparisons
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Table 5. Comparisons with other faster methods

Method Throughput (K bytes per second)  Speed up of PCS method
Introduced in [6] hybrid 888.8867 1.5029
Introduced in [7] chaotic 638.4082 2.0925
Introduced in [8] chaotic 911.0352 1.4664
Introduced in [9] mixed DNA and chaotic 360.4102 3.7066
Introduced in [10] hybrid 384.9609 3.4702
Proposed PCS chaotic 1335.9 1.0000

4. CONCLUSION

A highly secure method of message cryptography PCS method was proposed, this level can be
controlled by the selecting number of layers, increasing the number of layers increased the length of the PK,
and thus increased the security level. PCS method provided a high speed of message cryptography, and it
provided a good speed up comparing with standard methods, DNA based method and chaotic method. The
proposed method enhanced the major features of the existing methods. The proposed PCS method used a
variable message BS, replaced the rounds by layers, and each layer was an independent task, each layer can
be used as a final layer. The proposed PCS simplified the processes of key generations by using a simple
chaotic logistic map model to generate the required secret keys. The proposed method simplified the
encryption and decryption processes by eliminating the complex of logical and arithmetic operation used in
other methods by simple shuffling and shuffling back operations. The proposed method was tested and
implemented using various messages, the obtained results proved the quality, sensitivity and efficiency of the
proposed method. For future work the method could be used in banking systems and mobile applications.
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