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1. INTRODUCTION

Cybersecurity has become a key issue in the digital age as threatening networks, data and
infrastructure are becoming sophisticated. In response to the rapid evolution of attack techniques, there is a
need for a defensive mechanism capable of real-time adaptation. Standard protection methods struggle to
keep pace with these dynamic challenges; hence better intelligent and automated solutions are needed.

Today, cyber security systems are very limited in detecting new and evolving threats. Conventional
machine learning models and rule-based methods heavily depend on predefined signatures and historical
attack patterns, which lead to high false positive rates (FPRs) and poor generalization. Today's cybersecurity
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systems cannot independently learn about new ways that attackers may break into a system. Thus, leaving
networks vulnerable to zero-day exploits and advanced persistent threats.

Current methods mostly rely on static detection methods like signature based analysis or supervised
learners. Although these techniques work well against existing threats, they are unable to address new threats
that are constantly evolving. Reinforcement learning (RL) holds promise as a solution, but most
implementations either work inefficiently or are unable to cover a wide variety of threats, making them
impractical for real life networks.

The present work suggests a deep Q-learning (DQL) system to overcome these shortcomings using
autonomous threat identification and response. The suggested framework merges RL with deep neural
networks (DNN) to continuously adapt the security policies based on real-time network conditions. Through
simulated network interaction, the DQL agent learning behaviour engage in developing strong defence
mechanisms that can identify and neutralize both known as well as unknown attacks.

In the fast evolving field of Al, traditional defense mechanisms are increasingly proving inadequate
against sophisticated cyber threats. The concept of using RL, specifically DQL, to address cybersecurity
challenges has gained significant traction in recent years. Dimolianis et al. [1] proposed a programmable data
plane approach for distributed denial of service (DDoS) mitigation using supervised learning to teach the
controller to generate signature-based filtering rules. They show that the approach is effective against known
attacks. Nonetheless, reliance on pre-assigned signatures exposes their method to zero-day attacks
vulnerabilities. Hilgurt and Chemerys [2] proposed reconfigurable schemes for signature-matching that exploit
several detection methodologies. Their schemes show greater adaptability than common signature-matching
schemes, but their system is computationally heavy and it may not be suitable for use in real-time. Kim and Kim
[3] proposed an approach based on spatiotemporal characterization to detect such type of attacks. They could
learn the patterns for both known and unknown attacks, but their descriiption has limitations of struggling with
high dimensionality of networks. Diaz-Verdejo et al. [4] have systematically assessed the rulesets of signature-
based intrusion detection system (IDS) in order to specify the situation under which the false alarm rate can be
lower. Their results showed that making judicious use of deactivation can lead to a system that produces less
false alarms, which results in a lower level of these but the threat will be more restricted. Guide et al. [5]
explored changes to signature-based rules and the impact of relaxing detection constraints on performance
trade-offs, which could lead to more false negatives. Agoramoorthy et al. [6] evaluated hybrid IDS
architectures. They discovered that signature-based components are effective against known threats but do not
perform against polymorphic malware unless combined with anomaly-based techniques.

Alavizadeh et al. [7] have proposed a DQL based RL concept for network intrusion detection where
entropy of weight vectors, packets, time to live (TTL) and IP packets improve network IDS, so exposing its
prospects in autonomously identifying and responding to threats. Their work explored the capacity of DQL to
learn from engagement in a network atmosphere, enhance detection and reaction plans over the long term.
The efficiency of a cybersecurity operations center, particularly when using biomimetic algorithms driven by
DQL, was explained in a similar manner by Olivares et al. [8]. They proved that DQL can improve threat
identification and response by simulating real-world systems, which is in line with the broader movement to
use algorithms inspired by biology in cybersecurity.

A review of Q-learning's applications in cyber-physical system (CPS) security was conducted by
Alabadi and Albayrak [9]. Their thorough assessment highlighted the many special challenges of CPS,
including the need for real time, and reliability in the face of an many different threats. They stated that RL,
particularly Q-learning, appears to be a promising approach because it has an adaptive learning mechanism
and is able to work in environments that are well matched to these systems. Kabanda et al. [10] investigated
Q-learning and deep reinforcement learning (DRL) systems for Ethereum security enhancement. The study
showed that the application of these algorithms produces better results in improving the security of
blockchain networks. Khowaja and Khuwaja [11] developed a malware defence code for industrial 10T using
combined Q-learning and long short-term memory (LSTM) techniques which integrates temporal learning
with RL. Sewak et al. [12] used DQL to enhance conventional IDS, illustrating that DQL can adapt to
evolving threats. Oh et al. [13] demonstrated the actual usages of DQL with cyber-attack simulations,
showing their effectiveness in developing useful defenses. Tareq et al. [14] proposed a DQL based solution
to detect real-world cyberattacks which continuously learns and adapts itself. Roy et al. [15] used DQL
network for secured healthcare models in loT. This work also shows cross-domain applicability.
Hosseinzadeh et al. [16] presented a scheme based on Q-learning for secure routing to defend against
wormhole assault in flying ad hoc networks, proving DQL’s potential in securing next-generation
technologies. Jaber [17] designed a self-play RL framework for IDS to perpetually enhance themselves.

Cengiz and Gok [18] is an overview of RL applications in cybersecurity which captures the latest
trends and future directions. In order to enhance its safety in zero trust networks, Singh et al. [19] suggested
an individualised authentication method that uses transfer fuzzy learning and Q-learning for decision making
for 10T devices. Ahsan et al. [20] have worked to enhance machine learning predictions in cyber security by
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dynamic feature selector which optimizes the process for the means of better prediction. For wireless sensor
networks (WSNSs), Uthayakumar et al. [21] proposed design requirements for an enhanced energy constraint
MAC protocol. Geetha and Thilagam [22] made a detailed survey on the efficiency of these algorithms in
cyber security, presented the analysis on their capability and limitation. Larriva-Novo et al. [23] examined
cybersecurity dataset characteristics and their relevance to neural network methods in anomaly detection.
Li et al. [24] feature an analysis of the potential future development of attacker methods and the prospect for
cybersecurity to counter them. Mughaid et al. [25] used deep learning techniques to develop a phishing
detection system that shows the applicability of advanced data analytical techniques to prevent cyber threats.

2. METHOD
This study developed an AI-DQL based agent and trained it in a simulated over a network
environment. The methodology encompassed several critical steps.

2.1. Environment simulation

To train the DQL agent, a simulated network environment was developed. This environment
simulated different network nodes, traffic behaviors, and threat vectors to guarantee thorough agent training.
A feature vector consisting of key network parameters and security indicators such as packet flow statistics,
traffic anomalies, and system-level performance metrics was encoded to represent the environment’s state.
The agent had a broad understanding of the network conditions through this representation.

2.2. Action space

The DQL agent’s action space contained certain cybersecurity interventions, such as initiating threat
detection, executing mitigation and deploying prevention. The agent was encouraged to investigate and
discover suitable strategies that mitigate cyberattack effects. To encourage more accurate yet timely detection
and penalise false alarm, missed threat, delayed response, and other such actions, a properly defined reward
function was used to assist in the agent’s policy learning. This framework, driven by RL, allowed the
formation of the optimal cybersecurity policy for preventive and reactive measures.

2.3. Model training

The training procedure utilized RL methods, including experience installation and a target Q-
network, for stable and converging learning. The agent was trained in different episodes. The agent interacted
with the simulation, received feedback and updated the Q-values. The learning system used trial and error to
enhance the decision-making ability of the agent in a better way.

3. SYSTEM ARCHITECTURE

The DQL agent of the proposed system works in realistic virtual network environment generated
network environment simulator. The simulator also imitates diverse network conditions and attack scenarios
to train the DQL agent thoroughly.

The AI-DQL agent of the system approximates the Q-values for state-action couples by use of a
DNN. The agent keeps on interacting with the network environment to learn optimal policies for maximizing
cumulative reward which corresponds to efficient threat detection and mitigation. The network data is
preprocessed in the feature extraction module to extract relevant features. It uses features such as packet
headers, flow statistics, and anomaly indicators. To provide a rich representation of the network state. The
intended architecture flow of Al-DQL-based cybersecurity system as depicted in Figure 1. The decision-
making module continuously evaluates security responses based on predicted Q-values. The learning loop
allows the agent to refine its behavior as new threats and traffic patterns are encountered over time.

Network environment Feature extraction
‘ simulator module DQL agent ‘

A

A 4

Evaluation and . L -
mcm Policy optimization Reward mm‘

Real-world integration
and adaptation

Figure 1. Architecture flow of the proposed Al-DQL based cyber architecture
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3.1. Methodology
The proposed DQL-based cybersecurity system follows a systematic methodology encompassing
training, testing, and deployment phases:

— Training phase: the network environment simulator is initialized with baseline network configurations
and initial attack scenarios. The Al-DQL agent is trained through iterative interactions with the simulated
environment. The agent notes the current state at every episode, chooses an action depending on policy,
gets rewarded, and moves to the next state.

— Testing phase: a diverse set of attack scenarios, including novel and sophisticated threats, are simulated in
the network environment.

— Performance evaluation: the DQL agent's performance is evaluated based on detection accuracy, FPR,
response time, and overall system resilience. Comparative analyses with traditional rule-based systems
are conducted to highlight the improvements.

Algorithm 1. Al-DQL with experience replay

1.Initialization:
e Initialize the replay buffer D and establish the initial parameters for the Q-
network.
2.Episode Processing:
e Begin at the initial state s.
e For each time step within the episode:
— Select an action a based on the e-greedy policy derived from the current Q-
network.
— Execute the action a, and observe the resulting reward r and the subsequent
state s’.
— Record the transition (s,a,7,s") in the replay buffer D.
— Randomly select a mini-batch of transitions from D.
— Compute the target value using the reward rrr and the highest Q-value for s’
3. Network Update:
e Adjust the Q-network to minimize the discrepancy between the predicted Q-values
and the target values.
4. Network Maintenance:
® Regularly update the parameters of the target network to maintain learning
efficiency and stability.

3.2. Experimental setup and results

To validate the proposed system, extensive experiments were conducted in a controlled
environment, replicating various network conditions and attack vectors. The experimental setup involved:
Dataset: the DQL agent was trained and tested using a large dataset that included both benign and malicious
network traffic. The dataset included common attack trends such as DDoS, phishing, malware, and APTs.
Table 1 outlines the specifics of the dataset employed for the training and evaluation of the DQL agent. Each
record in the dataset includes low-level packet details such as source/destination IPs, ports, and protocol
types along with labeled payload content. This structure enables the DQL agent to learn both statistical and
contextual patterns necessary for accurate threat classification.

3.3. Effectiveness of the proposed deep Q-learning-based system

The system attained a detection accuracy of 96.7%, significantly higher than traditional rule-based
systems. Table 2 illustrates the efficacy of the suggested system utilizing DQL. The DQL system not only
achieves the highest accuracy but also maintains the lowest FPR, demonstrating its reliability in critical
environments. Its substantial reduction in response time (30%) highlights its potential for real-time
cybersecurity applications.

The Al-DQL-based system demonstrated high resilience under various attack scenarios, performing
comparably to or better than RF, CNN, and RNN, which also achieved high resilience, as illustrated in
Figure 2. Figure 2(a) illustrates the detection accuracy, Figure 2(b) presents the FPR, Figure 2(c) shows the
improvement in response time, and Figure 2(d) depicts the comparison of system resilience. In contrast,
traditional rule-based systems and SVM exhibited lower resilience. This robustness indicates that the DQL
system maintains strong performance and accuracy even when confronted with sophisticated and diverse
attack patterns. Its high resilience can be attributed to its dynamic learning approach and ability to adapt to
evolving threat landscapes, ensuring consistent detection and response capabilities. Furthermore, the figures
highlight that the DQL model consistently outperforms baseline methods across all metrics while maintaining
a balanced trade-off between accuracy and system load. This comprehensive visualization reinforces the
effectiveness of DQL as a reliable defense mechanism in real-time cybersecurity deployments.
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Table 1. Training and testing the DQL agent from a dataset

ID  Timestamp Source IP Destllr;atlon Sggﬁ:e Desglgﬁtlon Protocol Pa((;)l;ette:;ze Payload Label
1  2024-08-01 192.168.1.1 10.0.0.1 443 80 TCP 512 GET Benign
12:00:00 /index.html
HTTP/1.1
2 2024-08-01 192.168.1.2 10.0.0.2 22 22 TCP 1024 SSH Benign
12:01:00 connection
request
3 2024-08-01 192.168.1.3 10.0.0.3 80 443 TCP 256 POST /login Benign
12:02:00 HTTP/1.1
4 2024-08-01 192.168.1.4 10.0.0.4 53 53 UDP 64 DNS query for ~ Malicious
12:03:00 malicious.com  (phishing)
5  2024-08-01 192.168.1.5 10.0.0.5 8080 80 TCP 2048 DDoS attack Malicious
12:04:00 patterns (DDoS)
detected
6  2024-08-01 192.168.1.6 10.0.0.6 21 21 TCP 128 FTP data Benign
12:05:00 transfer
7 2024-08-01 192.168.1.7 10.0.0.7 80 80 TCP 4096 SQL injection Malicious
12:06:00 attempt (APT)
8  2024-08-01 192.168.1.8 10.0.0.8 3306 3306 TCP 512 MySQL query:  Malicious
12:07:00 DROP TABLE  (malware)
users
Table 2. Effectiveness of the suggested DQL -based framework
Algorithm Detection accuracy (%) FPR (%)  System resilience  Response time improvement
Al-DQL-based system 96.7 25 High Reduced by 30%
Traditional rule-based systems 85.4 7.8 Moderate Baseline
SVM 88.2 6.4 Moderate Reduced by 10%
RF 90.1 5.2 High Reduced by 15%
CNN 925 4 High Reduced by 20%
RNN 93 3.6 High Reduced by 18%
Performance comparison of cybersecurity algorithms
Detection Accuracy (%) False Positive Rate (%)

100.0 10

s 7.8%

Accuracy (%)
FPR (%)

DQL Rule-Based SVM

DQL Rule-Based SVM
@) (b)

System Resilience

Response Time Improvement (%)

35
High | High High High

Moderate | Moderate Moderate

Resilience Level
Improvement (%)

DQL Rule-Based SVM DQL Rule-Based SVM

(c) (d)

Figure 2. Comparative analysis of performance metrics; (a) detection accuracy, (b) FPR, (c) improvement in
response time, and (d) system resilience comparison
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4. RESULTS AND DISCUSSION

The comparison highlights that the DQL-based system outperforms traditional rule-based systems,
SVM, RF, CNN, and RNN algorithms in key measures such as detection accuracy and FPR, as described in
Table 3. This also indicates that there is an improvement in the response time and thus it is more efficient.
The DQL system has superior resilience against representations of various attacks than other advanced
algorithms. This overall study shows that the DFS works with a DQL system to enhance the cybersecurity
performance of the system. It proves to be efficient against various network threats. The illustration in
Figure 3 reflects the comparison of the cybersecurity algorithms.

Table 3. Comparison of other evaluation metrics with the proposed Al-DQL system

Metric DQL-based system  Traditional rule-based systems SVM RF CNN RNN
Precision 0.95 0.8 0.85 0.88 0.9 0.87
Recall 0.92 0.7 0.75 0.8 085 0.82
F1-score 0.94 0.74 0.8 0.84 087 0.85
AUC-ROC 0.98 0.85 0.88 0.9 092 0.89
FNR 0.08 0.3 0.25 0.2 015 0.18
TNR 0.95 0.85 0.88 0.9 092 0.89
Detection latency (ms) 50 100 80 70 60 75
Resource usage (CPU %) 60 70 65 55 70 68
Scalability High Moderate High High High  High
Adaptability High Low Moderate  Moderate  High  High

—— DQL-Based System
Comparison of Cybersecurity Algorithms Acros—— waditional Rule-Based Systems
AUC-ROC F1 Score — SVM
w— RF
= CNN

False Negative Rate (FNR)

True Negative Rate (TNR) Precisjon

Detection Latency (ms)

Resource Usage (CPU %) alability

Figure 3. Comparison of cybersecurity algorithms across different metrics

Table 3 reveals that the DQL-based system achieves a strong balance across both detection and
operational metrics. Figure 3 further visualizes this superiority, clearly demonstrating DQL's consistent edge
in precision, recall, and latency under varying attack loads. It has a lower false negative rate (FNR) of 0.08
and a higher true negative rate (TNR) of 0.95 compared to alternative approaches. The DQL system’s
detection latency is the shortest (50 ms), meaning it quickly identifies threats, and operates on moderate CPU
resource use (60%), showing efficiency without sacrificing performance. The scalability and adaptability of
this system are rated to be high, meaning it performs well in dynamic and growing scenarios. In fact, it marks
as a high effective system in a real-time scenario for cybersecurity.

The improved performance of the DQL-based system can be attributed to several core technical
mechanisms. Unlike traditional classifiers that rely on static mappings between input features and labels,
DQL dynamically learns an optimal policy through continuous interaction with the environment. This policy
maximizes cumulative rewards by evaluating long-term effects of each action, making it better suited for
sequential decision-making in cybersecurity. Moreover, the use of DNNs enhances the Q-function's capacity
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to generalize over a high-dimensional state-action space, allowing the agent to detect minor threats. Agent
uses experience replay to learn from earlier experiences by removing the temporal correlation between
experiences which results in stable learning. A target network can also stop oscillations in learning itself.
Consequently, DQL agent is able to adapt quickly and sufficiently to a new threat as compared to SVM, RF,
and CNNs which learn in batch learning modal and are not very good in adapting to environmental changes.

Despite demonstrating commendable performance, the proposed DQL based cybersecurity
framework exhibits certain limitations. One significant concern lies in the prolonged training duration,
attributed to the iterative nature of RL and its requirement for extensive interactions within the simulated
environment. This constraint could hinder rapid scalability and deployment in time-sensitive operational
settings. Moreover, the model’s learning process is highly sensitive to several critical hyperparameters,
including the learning rate, the discount factor y, and particularly the exploration rate ¢. Inadequate tuning of
these parameters may result in unstable learning dynamics or convergence to suboptimal policies. Another
challenge arises during the initial exploration phase, which may lead to risky actions if directly applied to live
environments, thereby necessitating well-defined containment protocols during real-world deployment. To
address these challenges, future research could investigate hybrid frameworks that combine DQL with
supervised pre-training (warm-start strategies) or meta-learning techniques to accelerate convergence and
enhance training stability. Such integrations may significantly improve model robustness and facilitate
smoother adaptation to evolving threat landscapes.

5. CONCLUSION

This study introduces a DQL-based framework for cybersecurity, aimed at enhancing real-time
threat detection and dynamic response mechanisms in complex and evolving network environments.
Experimental results underscore the model’s efficacy, achieving a high detection accuracy of 96.7%, a
notably low FPR of 2.5%, and a 30% reduction in response latency when compared to traditional rule-based
and supervised learning systems. Key strengths of the proposed architecture include strong resilience against
zero-day attacks, minimized detection latency, efficient use of computational resources, and robust scalability
across heterogeneous network conditions. These results emphasize the potential of RL as a foundation for
building autonomous and intelligent cybersecurity solutions. Nevertheless, the current implementation is
constrained by its dependence on simulated datasets and pre-characterized attack profiles, which may not
comprehensively reflect the intricacies of real-world cyber threats. To bridge this gap, future work should
focus on incorporating live network traffic and evaluating performance in multi-agent environments, thereby
enhancing the framework’s generalizability and operational viability. In summary, the AI-DQL framework
presents a promising step toward intelligent, adaptive, and scalable threat mitigation strategies, offering new
insights and directions for the next generation of Al-driven cybersecurity systems.
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