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The rapid adoption of Industry 4.0 (14.0) has driven the need for automated
machine-to-machine (M2M) communication in manufacturing. However,
legacy equipment remains a challenge due to its incompatibility with
modern protocols like semiconductor equipment and materials international
(SEMI) equipment communication standard/generic equipment model
(SECS/GEM). Replacing these machines is costly, making retrofitting a
more viable solution. This paper proposes a modular automation software
framework that enables SECS/GEM integration for legacy machines without
extensive hardware modifications. The system is implemented using
Raspberry Pi and Arduino, acting as an intermediary between legacy
equipment and modern factory networks. The framework facilitates real-
time data exchange, remote monitoring, and enhanced automation while
ensuring scalability and cost-effectiveness. Experimental evaluation
demonstrates improved interoperability and reduced manual intervention.
This solution provides a practical and adaptable approach to integrating
legacy systems into (14.0) environments.
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1. INTRODUCTION

Manufacturing industries are rapidly adopting automation to enhance productivity, efficiency, and
quality, driven by advancements in Industry 4.0 (14.0) and smart manufacturing (SM) [1]. Technologies such
as the internet of things (loT), sensors, robotics, and machine learning have significantly optimised
production processes by enabling machine-to-machine (M2M) communication and reducing human
intervention [2]. These advancements facilitate real-time data exchange, predictive maintenance, and
autonomous operations, transforming modern industrial environments [3].

Despite the widespread adoption of automation, many manufacturing processes still rely on legacy
equipment that lacks modern communication capabilities [4]. While semi-automated and fully automated
workstations aim to minimise human involvement, legacy systems remain essential in semiconductor,
automotive, and industrial production lines due to their durability, cost-effectiveness, and reliability [5], [6].
However, integrating these older machines into 14.0 frameworks presents a significant challenge due to their
in-standard/generic equipment model [7].
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Semiconductor equipment and materials international (SEMI) equipment communication
standard/generic equipment model (SECS/GEM) is a widely adopted standardized communication protocol
that enables automated data exchange between equipment and factory control systems. It plays a crucial role
in real-time monitoring, production control, and process optimization in modern manufacturing. However,
legacy machines typically operate on outdated communication interfaces, such as RS-232, which lack
network connectivity, data synchronization, and machine-level automation required by 14.0 [8], [9].
Retrofitting these machines to support SECS/GEM is challenging due to the following:

— Hardware limitations—legacy machines lack network modules and require external interfaces for
integration [10].

— Compatibility issues—existing solutions are often vendor-specific, requiring extensive customization for
different machines [11].

— High implementation costs—direct replacement of older equipment with SECS/GEM-compliant machinery
incurs significant financial investment [12], [13].

Several approaches have attempted to address legacy equipment integration into modern automation
frameworks. Custom hardware adapters have been developed to bridge older communication protocols with
SECS/GEM, but they are costly, difficult to scale, and require extensive modifications [14]. Modular
software solutions enable partial compatibility, but they often suffer from latency issues, lack of modularity,
and limited interoperability across different machine types [15]. Given these challenges, there is a pressing
need for a scalable, vendor-independent, and cost-effective solution that enables seamless SECS/GEM
integration for legacy manufacturing systems.

This paper proposes a modular automation software framework that enables legacy manufacturing
equipment to communicate using SECS/GEM, thereby extending their usability and interoperability without
requiring extensive hardware modifications or system overhauls. The proposed solution leverages:

— A low-cost, flexible architecture using Raspberry Pi and Arduino to act as a SECS/GEM communication
bridge.

— A software-based approach that facilitates scalable integration across multiple machine types.

— A real-time monitoring system that enhances automation efficiency while maintaining compatibility with
14.0 standards.

This paper presents a novel approach to addressing these challenges by proposing a flexible,
cost-effective solution for enabling SECS/GEM in legacy equipment. The remainder of this paper is
structured as follows: section 2 provides an overview of the SECS/GEM protocol and its relevance to modern
manufacturing. Section 3 reviews related works, highlighting existing solutions and their limitations.
Section 4 details the design and implementation of the proposed modular automation software, followed by
the expected outcome of this solution in section 5. The paper is concluded in section 6, which also outlines
potential areas for future research.

2. BACKGROUND

With the manufacturing and semiconductor industry moving towards implementing 14.0 and
industrial 10T (110T), legacy machines will need to co-exist with the newer ones [15]. However, newer
machines have far more advanced functionalities that enable quick glance of information by users or factories
to quickly glance at information that was not normally provided by legacy equipment, resulting in most of the
legacy machines needing to be replaced with new ones [16]. This is due to the reason that newer technologies
and infrastructure are needed to fulfil the requirements of 14.0 and IloT [17], [18]. Since then, legacy
equipment has been left behind. For many years, there have been so many efforts to ensure that legacy
equipment can fit into the modern environment. This includes network interfaces, direct SECS/GEM
implementation, network security, or even other ways of keeping up with the industry standard.

2.1. Overview of SEMI equipment communication standard/generic equipment model

The semiconductor and surface mount technology (SMT) industries are rapidly adopting automation,
M2M communication, and real-time data analytics to enhance manufacturing efficiency [6]. The SEMI
equipment communication standard/generic equipment model (SECS/GEM) protocol has been the industry
standard for decades, enabling machine interoperability and automated process control [15].

SEMI is an organization that defines communication protocols to standardize data exchange between
equipment from different manufacturers [19]. These standards improve interoperability, reduce downtime,
and enhance production efficiency by ensuring seamless data transmission and system integration [20].

SECS/GEM includes four key protocols: SECS-1 (E4), SECS-11 (E5), GEM (E30), and high-speed
SECS message service (HSMS) (E37), each serving different functions in automated manufacturing [21].
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Since 1978, companies like Intel, Samsung, and IBM have widely adopted SECS/GEM for equipment
communication and management [21]. The most recent protocol update was published in 2020.

2.2. SECS-I

SECS-1 (SEMI E4), introduced in 1978, defines point-to-point communication between the host and
equipment using the RS-232 standard. This protocol enables asynchronous message exchange, but it operates in
half-duplex mode and lacks TCP/IP support, making it unsuitable for modern industrial applications [22].
SECS-1 uses a block transfer protocol, where data is transmitted in 256-byte blocks containing a header, data
bytes, and checksum. The message format supports single-block and multi-block transfers, ensuring structured
data exchange between machines. Despite its role in early automation, SECS-I is now obsolete due to low
transmission speeds, limited scalability, and poor noise immunity and is only found in older legacy equipment.

2.3. SECs-11

SECS-II (SEMI E5) is a communication protocol that establishes a general message layer for data
exchange between hosts and manufacturing equipment [23]. It organizes messages into streams and functions,
where streams group related messages, and functions specify message types. For instance, Stream 5 manages
alarms, while Stream 7 handles recipe management.

Each SECS-I1 message follows a stream-function (SnFm) notation, where n represents the stream
number and m represents the function number. Functions with odd numbers define requests (primary
messages), while even numbers define responses (secondary messages). For example, S1F13 is a
communication request, with S1F14 as its response. Transactions are uniquely identified, allowing multiple
concurrent ex- changes. Figure 1 shows the stream and functions availability and Figure 2 shows the stream
and functions message layout. SECS-11 messages support various data types, including binary, ASCII strings,
integers, floating points, and Boolean values. Data structures may be simple elements or nested lists, and all
messages must be encoded before transmission using SECS-I.

Stream and Function

Stream  Function Availability S2Fa1
0 0to255 Reserved
1 to 63 Oto63 Reserved "
64 to 127 0 Reserved <A "START"> messayelayout
lto63 6410255 User defined <>

>,
64to 127 1to255 User defined

Figure 1. Stream and functions availability ~Figure 2. Stream and functions message layout

2.4. Generic equipment model

Generic equipment model (GEM), defined in SEMI E30, is a subset of SECS-II that standardizes
equipment behaviour and communication in manufacturing automation. Developed in 1988 and officially
published in 1993, GEM was created to ensure consistent messaging between factory control systems and
equipment. However, its implementation posed challenges due to complex data management and real-time
control requirements.

The GEM standard defines both fundamental requirements and additional capabilities for equipment
compliance. To operate within a SECS/GEM environment, equipment must adhere to SEMI E30
specifications and support key functionalities such as alarm management, data collection, and remote control.
GEM-compliant equipment communicates with a host system, typically part of a manufacturing execution
system (MES), using either SECS-I (E4) or HSMS (E37).

For full compliance, equipment must implement all core GEM requirements, while additional
capabilities can be selectively enabled as needed. Although the host system does not need to follow GEM
hardware requirements, it must implement the host-side messaging protocols to facilitate communication.

2.5. High-speed SECS message service

High-speed SECS message service, SEMI E37 (HSMS), introduced in 1995, replaces SECS-I’s
RS-232 communication with TCP/IP for faster and more scalable message exchange [24]. It transports
SECS-Il messages over a network, ensuring seamless integration into modern industrial environments.
HSMS follows RFC 793 with modifications for industrial automation. It supports active mode and passive
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mode connections, where the host (active) initiates communication, and the equipment (passive) responds.
Once established, the connection remains open for continuous data exchange until it is terminated.

HSMS messages use a binary-encoded format, consisting of a 4-byte message length, a 10-byte header,
and optional data payloads up to 4.3GB [6]. This structured approach enhances efficiency, reliability, and
scalability in SECS/GEM communication. Figure 3 illustrates the HSMS message format, detailing its structure.

HSMS Header (10 Bytes)

Session

D System Bytes

Length Bytes Message Data

Function
PType

Figure 3. HSMS message format [21]

3. RELATED WORKS

This section reviews existing solutions for enabling SECS/GEM in legacy equipment, highlighting
the methodologies proposed by other researchers and identifying how they address the integration challenges
in 14.0 environments. In the work by Terng et al. [25], the authors developed SECS/GEM communication
software using C# and Windows Forms to facilitate communication between a host system and a reflow oven
on the production line. This software allows for real-time monitoring and data retrieval from the oven,
enabling users to configure parameters, set data collection intervals, and monitor the communication status
between the host and the equipment. The system provides detailed event and alarm reports, which are crucial
for analyzing machine performance. The data collected can be further analyzed using the integrated C#
analytics tool, providing insights into equipment efficiency and operational trends. Similarly, Ma et al. [26]
introduced the tool efficiency analysis (TEA) model, designed to monitor and evaluate production equipment
performance based on the SEMI standards. The TEA model incorporates two main frameworks: automation
data collection (ADC) and data analysis (DA). The ADC framework manages event triggers and state
changes, while the DA framework filters data within specified time ranges and calculates key performance
metrics. This model provides a comprehensive approach to understanding equipment efficiency, offering a
structured method for performance analysis in automated production environments. Jonasdottir et al. [27]
proposed an innovative interfacing technology called BAUTA, aimed at upgrading legacy machines for
compatibility with 11oT and 14.0 standards. BAUTA acts as a bridge, allowing legacy equipment to connect
and communicate with other systems in a network with minimal modifications. This physical interface
mimics human-machine interactions by remotely actuating control panel keys and collecting data for
analysis. BAUTA enables remote maintenance and monitoring, ensuring that older machines can integrate
into modern production environments without extensive overhauls. These studies demonstrate various
approaches to integrating legacy equipment with SECS/GEM protocols and modern manufacturing standards.
However, each approach has its limitations, particularly in terms of scalability and ease of implementation.
Our research builds upon these foundations by proposing a more flexible and modular solution that addresses
these gaps, offering a robust framework for seamless integration of legacy equipment in 14.0environments.
Table 1 provides a summary of these solutions, highlighting their key features and limitations.

Table 1. Summary of existing solutions for enabling SECS/GEM in legacy equipment

Reference eProposed solution Key features Limitations
[25] SECS/GEM communication Real-time monitoring and data retrieval; Potential challenges in
software using C# and provides event and alarm reports; includes scalability and adaptation to
Windows Forms C# analytics tool different equipment
[26] TEA model Combines ADC and DA frameworks; Complexity in implementation;
monitors equipment performance based on  restricted adaptability to various
SEMI standards machines
[27] BAUTA interface technology ~ Enables remote maintenance and integration  Requires physical
of legacy machines into lloT and 14.0; modifications; challenges in
mimics human-machine interactions for scaling across diverse
control and data collection equipment types
Proposed  Modular and flexible Aims to provide a robust framework for Still to be evaluated; potential
research  automation software integrating legacy equipment seamlessly in  challenges in ensuring broad

14.0 environments

compatibility
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4. PROPOSED MODEL

The proposed model that will be used in this research is different from what has been done by other
researchers. Modular automation software is software that can be used in many machines of different vendors
and types. Automation software opens the chance for the machine to be operating with lesser human
intervention. This allows a company to fully utilise legacy equipment on the manufacturing floor. Legacy
elopements can vary, ranging from a machine that is designed to do one specific task using one sensor or motor
to a machine that contains a lot of sensors and motors inside.

4.1. System overview

The proposed model is designed to enable SECS/GEM communication for legacy manufacturing
equipment, allowing real-time data exchange, process automation, and remote monitoring. This
integration eliminates the need for costly equipment replacements by retrofitting existing machines with a
modular hardware-software solution. The system consists of two main components: hardware and software
components. Hardware components are a combination of microcontrollers, sensors, and actuators that
facilitate data acquisition and machine control. Software components include the implementation of
SECS/GEM communication, data processing, and real-time monitoring to bridge the legacy equipment with
modern industrial networks.

4.1.1. Hardware components

The success of the proposed SECS/GEM system depends a lot on its hardware setup. Each part has
its own role but works together to collect data, control the machines, and connect with factory networks. By
combining these components, the system makes it possible for older machines to work smoothly in a modern

14.0 environment.

a. Conveyor belt system: a motorized conveyor belt simulates a real-world production line, transporting
objects through various validation and processing stations. Equipped with various sensors and controlled
via Arduino Mega, which:

— Starts or stops the conveyor based on sensor feedback.

— Adjusts speed or triggers alerts for misaligned or defective products.

b. Raspberry Pi 4 (SECS/GEM communication bridge): the Raspberry Pi 4 serves as the primary
SECS/GEM interface, handling data collection, processing, and transmission to the host system. It is
responsible for:

— Establishing SECS/GEM connectivity with the host.

— Receiving raw data from sensors via serial communication with Arduino Mega.

— Encoded sensor data into SECS-11 messages before transmitting them to the host.

— Logging and storing messages in a centralized database for further analysis.

¢. Arduino Mega (sensor interface and conveyor control): The Arduino Mega manages low-level sensor
inputs and actuator outputs, acting as an interface between legacy equipment and modern digital
communication protocols. Its responsibilities include:

— Reading sensor data (photoelectric, colour, force, and camera sensors).

— Controlling the conveyor system to move objects through different processing stations.

— Sending processed data to Raspberry Pi for SECS/GEM message formatting.

4.1.2. Software components
The software handles communication, processes the data, and makes sure everything runs smoothly

between the old machines and the modern factory systems. The software parts work together to share data,

catch errors right away, and show the information on a dashboard that’s easy to follow.

a. Python-based SECS/GEM protocol implementation: the SECS/GEM software layer is implemented in
Python and runs on Raspberry Pi. It ensures:

— Establish SECS/GEM connection between the legacy system and the host.

— Encoding and decoding SECS-11 messages for communications.

— Error handling and alarm triggering for real-time fault detection.

b. Serial communication with Arduino: to facilitate real-time data transfer, the Arduino and Raspberry Pi
communicate using serial communication (UART).

— Arduino collects raw sensor data and transmits it as structured messages.

— Raspberry Pi parses, processes, and converts the data into SECS-1I format before forwarding it to the
host.

c. Database and live dashboard for real-time monitoring: all sensor readings, process logs, and alarm events
are stored in a centralized database for:

— Live monitoring via a web-based dashboard.

Enabling SECS/GEM in legacy equipment: a proof of concept (Muhammad Syahir Kamal Fitri)
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— Historical DA to improve system performance.
— Triggering alerts when anomalies are detected (e.g., incorrect colour, excessive force, and misalignment).

4.2. System architecture

The system architecture is designed to enable the seamless integration of SECS/GEM communication
with legacy manufacturing equipment. It consists of multiple components, including a host system, modular
software running on Raspberry Pi, a database, and a real-time dashboard. Figure 4 illustrates the architecture
design, highlighting the role of each component in facilitating communication and automation.

Equipment Side : Host Side
LLLLL

0 @:

Sensor Readings

'
'
'
'
'
'
'
>
< L »

Connect/Communicate

Centralized
Database

Upload sensor

using SECS/GEM protocol readings
Display sensor Modular Software ' Host
readings (Computer) Display sensor
: readings
Y
4 :
Arduino Display H Live Dashboard
1 Display

Figure 4. Architecture design

The architecture is split into two parts: the equipment side and the host side. The equipment side will
consist of the demonstrator and the modular software. The host side consisted of the host, database and live
dashboard display. At first, both the host and Raspberry Pi will be running the SECS/GEM host and equipment
class. The host will be in active mode, where it will always find an active connection available, while the
Raspberry Pi will be in passive mode, waiting for an incoming connection from the host. A SECS/GEM
request for the connection function will be sent from the host to the Raspberry Pi to establish the connection.
Once connected, the host will listen to the incoming messages or data from the equipment.

An Arduino Mega will be used to control the movement and action of the conveyor belt. Arduino
Mega will collect data from all the sensors in the form of string and pass it to a Raspberry Pi, which is the
modular software. The Arduino Mega will communicate with the Raspberry Pi through serial communication.
Upon receiving the string of data, the Raspberry Pi will then break down the string and process the data from
each sensor. Appropriate SECS/GEM messages and functions will be used between the host and the Raspberry
Pi, allowing them to communicate and exchange data. Once the host receives the messages, it will upload all
the sensors’ readings into a centralised database. A live dashboard display is needed to display the current data
detected by the sensors. The software will utilise the alarm functionalities defined in the SECS/GEM protocol.
If the host detects an unexpected reading from a sensor, a respective alarm will be raised and will be sent to the
Raspberry Pi. This will allow for a quick response to be taken. The proposed system consists of multiple
components, including a host, modular software, sensors, and a live dashboard, all communicating using
SECS/GEM.

4.3. Demonstrator design
The modular automation software will be developed for both the host and the equipment. The
proposed system is implemented using a demonstrator setup that mimics an automated production line. This
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demonstrator integrates multiple sensors, a conveyor system, and SECS/GEM communication modules to
simulate real-world manufacturing scenarios. Figure 5 illustrates the layout of the proposed demonstrator
design and the functionality of each sensor and station.

Photoelectric Sensor Camera/Keyence Vision Force Sensor
1D Y - @
.IB / \ 2

‘ ' ’ S § gy

Detect
presence of
object

Detect
orientation
of object

Emulate Sealing/
Screwing of Cover

Detect color f;izzlrlé’;g Detect
of object ; presence of
capacity object

Material Station "E

Photoelectric Sensor

Color Sensor

Figure 5. Proposed demonstrator design

The demonstrator will consist of a mini conveyor belt with a few sensors attached to the frame. These
sensors are photoelectric sensors, cameras, colour sensors, and force sensors. Each sensor will have its
respective task, representing a machine or station in the production line. A few wooden blocks will be used
as the product that will go through all the sensors as it is in the real production line.

4.4. Sensor functionalities
The demonstrator system incorporates four key sensors to detect object presence, colour,

orientation, and applied force. These sensors ensure real-time validation, allowing automated intervention
through SECS/GEM alarms and control signals. For every sensor, there will be a threshold or readings that are
allowed. If the readings are out of the defined threshold or value, the conveyor will be stopped. For some
sensors, an alarm will be raised. This is the same scenario as in the real production line, where the operators
or the person in charge can check the product. This will ensure that it will not affect the later process in the
production line and can minimise defects.
— The photoelectric sensor will be used at all six stations to detect whether the object has arrived at

the stations or not. This will also help monitor the number of products that go through the stations

on the conveyor.
— The colour sensor stops the conveyor if an incorrect colour is detected.
— If an object is misaligned, the camera sensor halts the process for correction.
— If force readings exceed the threshold, an alarm is triggered.
To enable real-time monitoring and automation, the proposed demonstrator incorporates various sensors to
detect object presence, orientation, and colour while ensuring process quality.

4.5. Workflow description

The proposed system follows a sequential workflow, where objects move through different sensor-
based stations, each performing a validation task. The workflow ensures proper data collection, processing,
and decision-making before allowing objects to proceed. Figure 6 presents the flowchart of the demonstrator,
detailing each step from object entry to final validation. Table 2 outlines the tasks performed at each station
and their corresponding SECS/GEM messages for integration.

At the end of this workflow, the collected sensor data is processed and transmitted via serial to the
Raspberry Pi, ensuring real-time monitoring and system automation. Each validation step is crucial in
maintaining product quality and operational efficiency, as the system can detect anomalies early and trigger
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alarms when deviations occur. This structured workflow enhances process reliability, reduces manual
intervention, and improves overall productivity in a manufacturing environment.

Establish
Communication

Object In

Colour Sensor

L
|

Force Sensor

More Objects?
No

Figure 6. Flowchart of demonstrator

Table 2. Workflow description

Station No Function
1 (Object entry) Objects are placed on the conveyor belt and detected by a photoelectric sensor to ensure correct
positioning.
2 (Colour detection) Objects stop under a colour sensor that measures and records their RGB values, ensuring

only correctly coloured objects proceed.
3 (Orientation check) A camera checks the orientation of the objects, ensuring proper alignment for subsequent processes.

4 (Material station) This station manages resource capacity and requires manual tasks by an operator. A stop/start button
controls the conveyor if resources are low.

5 (Force check) A force sensor measures the applied force on each object,
triggering an alarm if the force is outside the acceptable range.

6 (Object exit) Objects completed the process and the photoelectric sensor detects their presence.
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5. RESULTS AND DISCUSSION

Although this proof of concept has not been implemented in a live production environment, the
expected outcomes of integrating this modular software into legacy equipment are promising. Based on early
testing and simulations with a demonstrator, few benefits can be anticipated if this software were to be
implemented in the actual production environment.

This section presents the key findings of the proof of concept for enabling SECS/GEM in legacy
manufacturing equipment. The results are discussed in terms of efficiency improvements, cost savings,
scalability, and data analytics capabilities. The findings are compared with existing studies to highlight the
significance of this approach.

5.1. Integration

The study was conducted using a demonstrator model, which is a conveyor system equipped with
various sensors and a modular software interface that utilises SECS/GEM protocol as a communication
protocol. The system successfully established real-time communication between the demonstrator and the
modern manufacturing execution systems (MES) without the need to modify the existing hardware. The
result shows that the legacy machines can be integrated into an 14.0 environment using the proposed
SECS/GEM interface. Table 3 summarizes the key functional outcomes of the study.

Table 3. Functional outcomes of the proof of concept
No Feature Expected outcome Observed outcome
1 SECS/GEM communication  Successful bidirectional communication Achieved real-time data exchange between
host and legacy machine

2 Data collection and Automated data logging in MES Real-time sensor data successfully
transmission transmitted
3 Error handling and alarms Integration of alarm system for abnormal SECS/GEM-based alarms triggered correctly
conditions during anomalies
4 Machine interoperability Compatibility with other SECS/GEM- Legacy machine successfully integrated with
enabled equipment newer systems

5.2. Improved efficiency

The retrofitting of legacy equipment with SECS/GEM is expected to lead to significant improvements
in overall system efficiency. By automating M2M communication, the need for manual intervention is
reduced dramatically, allowing machines to interact directly with minimal human involvement. This change
can help streamline the production process, reducing delays and increasing the accuracy of operations.

The integration of SECS/GEM enables real-time monitoring and data sharing between machines and
the central control system, leading to more synchronized operations. As a result, companies can expect
improved throughput as machines process tasks more efficiently without waiting for manual input or
troubleshooting delays. Early tests with the demonstrator suggest a potential 40% increase in processing
speed, which directly impacts overall productivity. Additionally, error rates are expected to decrease by as
much as 60% due to improved accuracy in data transmission and reduced human error.

Moreover, enhanced machine performance and streamlined communication help minimize downtime.
Predictive maintenance can be implemented more effectively since SECS/GEM enables real-time monitoring
of machine performance. By identifying potential issues before they lead to equipment failure, maintenance
can be scheduled proactively, reducing unexpected breakdowns and extending the operational life of machines.

5.3. Cost savings

Retrofitting legacy machines with SECS/GEM provides a cost-effective alternative to full equipment
replacement, allowing businesses to extend the lifespan of existing machinery while benefiting from modern
automation and communication protocols. This approach significantly reduces capital expenditures and
minimizes downtime, as companies can continue operating without the disruptions associated with installing
entirely new systems. Instead of investing in costly new equipment, businesses can gradually enhance their
current infrastructure through software upgrades and protocol integration.

Beyond initial cost savings, operational efficiency improvements further contribute to reduced
expenses. Enhanced M2M communication lowers error rates, minimizes waste and re-work, and improves
throughput, leading to higher productivity. Additionally, predictive maintenance enabled by SECS/GEM
reduces unexpected breakdowns and repair costs, further enhancing long-term savings. By integrating
SECS/GEM, manufacturers can achieve greater efficiency, lower operational costs, and an improved return on
investment (ROI). The estimated cost comparison is outlined in Table 4. These findings are supported by
Ma et al. [26] who reported that upgrading legacy systems via automation software led to a 60% reduction in
operational costs compared to complete equipment overhauls.

Enabling SECS/GEM in legacy equipment: a proof of concept (Muhammad Syahir Kamal Fitri)
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Table 4. Estimated cost comparison between retrofitting and replacement

No Cost factor Retrofitting with SECS/GEM Full equipment replacement Estimated cost saving (%)
1  Hardware investment Low (software and adapters) ~ High (new equipment) 70-80
2 Installation and training  Minimal adaptation needed Extensive setup and training 50-60
3 Operational downtime Short, modular integration Long, requires new infrastructure 40-50
5.4. Scalability

The modular software architecture developed for this proof of concept ensures that the SECS/GEM
integration is highly scalable. As production demands evolve or new machines are introduced to the production
line, the system can be expanded with minimal disruption to existing operations. Additional sensors, machines,
or even entire production lines can be easily integrated into the system without requiring significant
reconfiguration. This makes the solution highly adaptable to a wide range of manufacturing environments and
equipment setups.

Scalability also allows for future-proofing. As technology evolves and production requirements
change, businesses will be able to incorporate new features, devices, or sensors into the existing SECS/GEM
frame- work. This flexibility reduces the risk of obsolescence, ensuring that companies can continue to use
their legacy equipment well into the future while still staying competitive and keeping up with 14.0 demands.

Jonasdottir et al [27] proposed the BAUTA interface for legacy system integration but noted
limitations in physical modifications required. The proposed approach in this study eliminates such
constraints by relying solely on software adaptation.

5.5. Enhanced data analytics and decision-making

Another significant benefit of SECS/GEM integration is the potential for enhanced data analytics.
SECS/GEM enables real-time data collection from equipment across the production line, providing valuable
insights into operational performance, machine health, and production trends. This data can be used to inform
decision-making, helping managers optimize production schedules, identify bottlenecks, and improve overall
efficiency.

With access to detailed machine data, companies can implement more advanced analytics, such as
machine learning models, to further optimize operations. Predictive analytics can be used to forecast equipment
failures or production delays, allowing businesses to act preemptively and avoid costly disruptions. These
insights contribute to a more agile and responsive manufacturing environment. Table 5 illustrates an example
of data collected during the study and the corresponding maintenance actions taken. Predictive maintenance
reduces unplanned downtime and maintenance costs, a benefit also observed by Fischer et al. [7], who
reported a 30-50% reduction in failure rates due to SECS/GEM-enabled monitoring.

Table 5. Example of real-time data analytics for predictive maintenance

No Sensor data Normal range Observed value Action taken

1 Colour sensor  Accepted colours (red/yellow)  White Trigger alarm notification

2 Camera Object orientation (+10°) 20° Notified operator for adjustment
3 Force sensor  7-10 N 15N Notified operator for adjustment

6. CONCLUSION

In conclusion, this solution provides insight into solving the issue of using legacy equipment in the
current automated production line to align with 14.0 needs. By retrofitting legacy equipment with the
SECS/GEM protocol, the machines are able to communicate with newer machines, update and exchange data
in real time, and allow for easier control. The Modular Software is designed to integrate seamlessly into any
machine, regardless of vendor, model, or type. Although the modular software is not yet implemented in a
real production line, the proof of concept has demonstrated promising results. Future implementations could
explore optimizing communication speed and latency to further enhance interoperability and efficiency.
Moreover, as this solution evolves, it holds the potential to contribute to sustainability by reducing the need to
replace entire systems and extending the usable lifespan of legacy equipment. For future work, this modular
software can be expanded to include additional sensors for diverse machine types and potentially
commercialized as a comprehensive, adaptable solution for modern industrial automation.
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