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 This research presents a multi-objective, energy-aware workflow scheduling 

framework for heterogeneous cloud–edge environments that addresses both 

efficiency and data integrity challenges. Conventional encryption-based 

security mechanisms, although effective in protecting data during task 

offloading, often introduce significant computational and communication 

overhead, leading to degraded system performance. To overcome this 

limitation, this work proposes the consensus security-integrity and quality-

aware workflow scheduler (CSIQA-WS), which integrates energy-aware 

scheduling with a lightweight, consensus-driven security mechanism. The 

model incorporates automatic service management and an attack prevention 

module to detect and mitigate malicious behavior during inter-node data 

transmission while maintaining quality of service (QoS) constraints. A 

dynamic coordination between edge and cloud resources enables efficient 

workload distribution and robust resource utilization. Experimental evaluation 

using scientific workflow benchmarks demonstrates that CSIQA-WS 

significantly reduces processing time and energy consumption compared to 

existing approaches. The proposed model achieves up to 92.29% reduction in 

processing time and consistently improves overall QoS while preserving data 

integrity in dynamic execution environments. These results indicate that 

CSIQA-WS provides an effective and scalable solution for secure and energy-

efficient workflow scheduling in modern cloud–edge systems. 
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1. INTRODUCTION  

The paradigm of computation as a service has evolved rapidly, with cloud computing emerging as a 

dominant model that enables users to store data remotely and access on-demand applications and services 

through the internet [1], [2]. By offering a shared pool of programmable computational resources [3], cloud 

computing delivers scalability, flexibility, and cost efficiency, allowing users to perform data storage, 

processing, and analytics without maintaining physical infrastructure [4], [5]. Virtualization plays a central role 

in this ecosystem by enabling multiple virtual machines (VMs) to share physical resources while maintaining 

isolation and service reliability [6]. 

https://creativecommons.org/licenses/by-sa/4.0/
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Despite these advantages, the large-scale deployment of cloud services introduces critical challenges 

in resource allocation and quality of service (QoS) assurance [7], [8]. In modern data centers, numerous VMs 

compete for limited CPU, memory, and bandwidth resources hosted on physical machines (PMs), often leading 

to performance bottlenecks, underutilization, or overload conditions [8], [9]. To mitigate these issues, cloud 

providers employ intelligent scheduling, load balancing, and task offloading mechanisms to optimize resource 

utilization and meet QoS constraints [10]. However, aggressive task offloading and VM migration, while 

improving performance, expose cloud systems to significant security threats. 

Security vulnerabilities such as distributed denial of service (DDoS) attacks, hypervisor exploits, data 

tampering, and live migration attacks pose serious risks during workflow execution and data transmission [11], 

[12]. Traditional security mechanisms, including encryption-based approaches, provide baseline protection but 

often incur high computational overhead, increased latency, and limited adaptability in dynamic cloud–edge 

environments [3], [13]. Consequently, emerging techniques based on machine learning, blockchain, and trust-

aware security frameworks have gained attention for enabling real-time threat detection, integrity preservation, 

and decentralized security enforcement [14]–[16]. 

Another critical concern in cloud environments is energy efficiency. Large-scale data centers consume 

substantial energy, increasing operational costs and environmental impact. Energy-aware scheduling 

techniques, such as dynamic voltage and frequency scaling (DVFS), aim to reduce power consumption while 

maintaining performance [17]. However, existing DVFS-based models primarily focus on energy–performance 

trade-offs and often neglect security, trust, and integrity guarantees during workflow execution [18], [19]. 

Recent studies incorporating deep reinforcement learning and blockchain-based secure workflow scheduling 

(SWS) improve adaptability and traceability [20], [21] but suffer from high overhead, latency, or lack of 

convergence guarantees [22], [23] under adversarial conditions [24]. 

Traditional security mechanisms [25], [26], while effective to some extent, struggle to adapt to the 

scale and complexity of modern cloud environments [27]. Emerging solutions such as machine learning [28] 

and blockchain technologies have shown promise in addressing these challenges. Machine learning algorithms 

and Blockchain-trust-absed model namely SWS [29] can identify anomalous patterns and detect potential 

security breaches in real time, offering proactive defense mechanisms. Blockchain, with its decentralized and 

tamper-proof architecture, ensures secure data storage and transmission across distributed systems. Combined 

with trust models and consensus-based security protocols, these technologies provide robust frameworks to 

mitigate risks and enhance cloud security. The summary of exisitng method over propsoed CSIQA-WS is 

shown in Table 1. 

Although prior works address energy efficiency, performance optimization, or security in isolation, 

there remains a clear gap in unified frameworks that jointly optimize energy consumption, QoS, and data 

integrity using lightweight, adaptive consensus mechanisms suitable for heterogeneous cloud–edge 

environments. Existing approaches lack scalable trust verification and robustness against dynamic attacks 

during multi-workflow execution.  

This paper contributes a novel consensus security-integrity and quality-aware workflow scheduler 

(CSIQA-WS) that integrates multi-objective energy-aware scheduling with consensus-based security to ensure 

efficient, secure, and scalable workflow execution. By combining computation, communication, and offloading 

energy modeling with a noise-resilient consensus mechanism and attack-aware scheduling, CSIQA-WS 

outperforms DVFS-based and security-centric schedulers in both efficiency and integrity. 

The significance of propsoed CSIQA-WS is as follows: the proposed CSIQA-WS framework provides 

practical guidance for designing secure, energy-efficient, and scalable workflow scheduling solutions in 

heterogeneous cloud–edge environments, supporting emerging scientific and data-intensive applications like 

Inspiral and CyberShake workflows under dynamic workloads and adversarial conditions. CSIQA-WS by 

efficiently handling task dependencies and QoS-aware scheduling, outperforming task-aware dynamic voltage 

and frequency scaling plus (DVFS-T+) [1], [25] and processor-aware dynamic voltage and frequency scaling 

plus (DVFS-P+) [13], [27] in real-time execution environments. The critical analysis showing that DVFS-T+ 

achieves energy savings of 15% but fails to maintain data integrity under 30% attack intensity. DVFS-P+ 

improves task completion time by 10% yet suffers up to 22% higher misclassification under adversarial 

conditions. These models lack adaptive consensus or trust-based verification, limiting their scalability in 

heterogeneous edge–cloud environments. By contrast, the proposed CSIQA-WS achieves over 95% detection 

accuracy and consistent QoS adherence, demonstrating superior robustness and multi-objective performance 

across dynamic workflow conditions. 

By integrating communication, computation, and offloading energy into a multi-objective QoS 

function, CSIQA-WS reduces total energy consumption and operational cost across VMs compared to DVFS-

based models, particularly in data-intensive tasks of CyberShake. The proposed CSIQA-WS achieves more 

precise task execution with fewer resource demands, thanks to its noise-resilient consensus mechanism, 
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enabling cost-efficient processing even under uncertain workloads, unlike DVFS-T+ and DVFS-P+, which 

lack convergence guarantees. 
 

 

Table 1. Summary of existing methods vs. proposed CSIQA-WS 
Model Focus Strength Limitation Advancement in CSIQA-WS 

DVFS-T+ [25] Energy–deadline Efficient power 
control 

Lacks security and 
trust 

Adds secure and adaptive 
scheduling 

Blockchain model 

[26] 
Workflow security Strong traceability High latency Lightweight trust quantification 

DVFS-P+ [27] Energy–performance Predictive control Ignores integrity and 

QoS 

Integrates quantitative security 

assurance 

SWS [29] Security–cost Secure workflow 
mapping 

High overhead Lightweight and scalable security 

DRL scheduler 

[28] 

Energy–performance Adaptive learning No trust modeling Multi-objective reward with 

security 
CSIQA-WS 

(proposed) 

Energy–security–

scalability 

Unified optimization — Secure, efficient, and adaptive 

scheduling 

 
 

This manuscript is organized as follows: section 1 presents the introduction and literature review on 

real-time scientific workflows. Section 2 details the proposed CSIQA-WS methodology. Section 3 discusses 

experimental results and performance comparisons. Finally, section 4 concludes the paper with key findings 

and future directions. 

 

 

2. METHOD 

If sufficient QoS is not provided by the respective PMs or servers, the task is offloaded to a new 

server, which may include an edge server. The connection between these servers can be either wired or wireless, 

which introduces security threats where malicious nodes may modify the data, thereby affecting the integrity 

of intermediate workflow data [25], [27]. To address these integrity issues, workflow data is generally 

encrypted and transmitted over the cloud platform during task offloading or execution. Yet, the strict QoS 

constraints enforced by workflow applications, combined with encryption-based security, lead to degraded 

performance due to increased data size and overhead in key generation and management. Recent methods [25], 

[27] have employed consensus-based security with promising results; nevertheless, these methods suffer from 

high misclassification rates, and limited work has been done on workflow execution in edge–cloud platforms. 

To address these research issues, this paper introduces a multi-objective energy-aware scheduling strategy 

integrated with consensus-based security for ensuring data integrity. 

Figure 1 illustrates the consensus-based cloud security architecture. This architecture comprises 

multiple modules. Workload execution is managed through an automatic service manager module. A critical 

component is the attack manager module, which includes three subcomponents: attack monitor, attack detector, 

and attack preventer. The attack preventer functions as part of the attack manager module, executing real-time 

mitigation actions such as isolating malicious nodes, blocking compromised communication links, and 

redirecting workflows to trusted servers. The proposed module is integrated within the resource provisioning 

and scheduler components, which are directly connected to edge–cloud resources. This module acts as an 

interface between the workload–resource matchmaker and the cloud resource repository. The incoming data is 

generated using the resource generator, while the workload generator and the output are coordinated through 

the simulation initiator and controller, which are among the key components of this architecture. Together, 

these modules coordinate secure data transmission, workflow initialization, and attack mitigation, ensuring 

seamless operation, integrity preservation, and QoS-aware scheduling throughout the multi workflow 

execution. 

In this section, we present the framework of a real-time workflow applications execution process. 

Consider a direct acyclic graph (DAG) 𝑋, in which there is various kinds of sets of tasks denoted by 𝐾, and each 

task may have a subtask which will be having a dependency denoted by 𝐷. This can be represented using (1): 
 

𝑋(𝐾, 𝐷) (1) 
 

The set of real time tasks 𝐾 can be represented (2): 
 

𝐾 = {𝐾1, 𝐾2, … , 𝐾𝑛} (2) 
 

Also, the dependency of the subtasks 𝐷 can be represented using (3): 
 

𝐷 = {(𝐾𝑞 , 𝐾𝑟)|𝐾𝑞 , 𝐾𝑟 ∈ 𝐾} (3) 
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Figure 1. Proposed architecture model for execution of scientific workflow 

 

 

The QoS of any task is decided based on the parameter which has been assigned to that task. 

Additionally, the QoS is specified for each task on its corresponding VM using accurate configuration that 

must be transmitted among tasks when taking into account each task's data-intensive workload. The data size 

that is interconnected between 𝐾𝑞 and 𝐾𝑟  is defined as 𝐸(𝐾𝑞 , 𝐾𝑟), and the QoS aware executed or processing 

time of  𝐾𝑞 is defined as 𝑆(𝐾𝑞). Following is how the 𝐾𝑞 the task from earlier is accomplished which is shown 

using (4): 

 

𝑆(𝐾𝑞) = {𝐾𝑞|(𝐾𝑞 , 𝐾𝑞) ∈ 𝐷} (4) 

 

In (5) defines the incoming task 𝐾← for the respective workload tasks. 

 

𝐹(𝐾←) = ∅ (5) 

 

and 𝐾→ represents the outgoing tasks using (6): 

 

∄𝐾𝑞 ∈ 𝐾: 𝐾→ ∈ 𝐹(𝐾𝑞). (6) 

 

In this article a proposed multi-objective QoS metrics is defined that aims to minimize energy for 

computing on respective VMs, energy for communicating on respective VMs and energy for reconfiguring and 

offloading to new PM; the multi-objective QoS is defined through (7): 

 

𝛾𝑙 ≜   ∑ 𝛾𝑇𝕔
(𝑠) +  ∑ 𝛾𝕄𝕔

(𝑠)𝑁
𝑠=1 + ∑ 𝛾𝐹𝕔

(𝑠) 𝑁
𝑠=1

𝑁
𝑠=1  (7) 

 

where 𝑠 defiens VM size, 𝑁 defines maximum number of VMs, 𝛾𝑇𝕔
(𝑠) denotes the total energy consumed for 

workload processing and  𝛾𝕄𝕔
(𝑠) denotes the energy consumed for transferring workload data while taking the 

QoS constraint 𝐼𝑡 into account and 𝛾𝐹𝕔
(𝑠) defines total energy consumed for offloading to new PMs 𝑃.  

The proposed CSIQA-WS algorithm must meet convergence with precise average value; thus, noise 

must be decaying for assuring convergence. Further, for achieving better convergence outcome the asymptotic 

sum must be 0. The proposed security mechanism can work efficiently in unbiased manner for general noise 

and Gaussian noise using maximum likelihood estimator (MLE). The CSIQA doesn’t prerequisite additional 

communication channel; thereby limiting resource usage and enhancing energy efficiency. The consensus 

mechanism ensures integrity and privacy as it requires few values to build consensus because computational 

node have more independence to optimize the noise 𝑥(𝑙). The assumption is described in following example, 

every computational node can select 𝑥(𝑙) jointly independently with exponential decaying covariance matrix. 
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In such cases, one has to guarantee that induced noise 𝑥(𝑙) doesn’t impact consensus outcomes (that is., 𝑥(𝑙) 

should be correlated) for obtaining exact average consensus. The proposed CSIQA-WS model enables better 

scheduling by meeting security and quality trade-off constraints for executing both Inspiral and CyberShake 

workflows in a heterogeneous cloud environment more efficiently compared to other baseline methods such 

as DVFS-T+ [25] and DVFS-P+ [27]. 

 

Algorithm 1. Algorithmic flow for CSIQA-WS 

1. Initialize system state, resource repository, and attack manager modules (monitor, detector, preventer). 

2. Preprocess DAG: compute topological order and ready-task set 𝑅 = {tasks with no unmet dependencies}. 

3. For each ready task 𝐾𝑞  in 𝑹: 

A. Estimate required resources (compute + comm) and expected QoS 𝑆(𝐾𝑞). 

B. Select candidate VM/edge 𝑠 ∈ 𝑃 using energy-aware ranking (minimizes 𝛾𝑇𝕔
(𝑠) + 𝛾𝑀𝕔

(𝑠)) while 

meeting 𝐼𝑡). 

C. If selected VM cannot meet QoS (or overloaded) → initiate offload: evaluate offload cost 𝛾𝐹𝕔
(𝑠) 

to alternate PM/edge. 

D. Before sending intermediate data, launch consensus-based integrity check: 

Broadcast minimal integrity values (hash/challenge aggregates) to consensus peers. 

Run consensus iterations 𝑙 =  1. . 𝑇𝑐𝑜𝑛𝑠 with noise 𝑥(𝑙) having exponential-decaying 

covariance. 

Apply MLE to estimate true average and detect anomalies. 

E. If consensus shows integrity compromised: 

Trigger attack manager: log, run attack detector; if attack_detected ≥ 𝜃𝑑𝑒𝑡  → call attack 

preventer (drop/redirect/lock) and re-schedule offloaded data to trusted node(s). 

F. Submit task to chosen VM/edge and start execution; update resource states. 

4. During execution: 

A. Attack monitor continuously inspects communication and consensus messages. 

B. If run-time QoS violation risk is predicted, preemptively migrate/offload remaining work. 

5. When task completes: 

A. Publish result; link to dependent tasks; update ready set 𝑅. 

B. Update energy counters 𝛾𝑇𝕔
, 𝛾𝑀𝕔

, 𝛾𝐹𝕔
 and global objective 𝛾𝑙. 

6. Repeat until all tasks in DAG 𝑋 completed. 

7. Convergence & termination: 

A. Scheduler converges when successive consensus-averages change below tolerance 𝜀 and 

asymptotic sum of noise → 0. 

B. Terminate when 𝑅 =  ∅ and no pending tasks. 
 

The CSIQA-WS algorithm secures and optimizes workflow execution in edge–cloud platforms. Each 

task in the DAG is mapped to virtual or PMs through energy-aware scheduling, considering compute energy 

𝛾𝑇𝕔
, communication energy 𝛾𝑀𝕔

, and offloading energy 𝛾𝐹𝕔
. Before execution, a consensus-based integrity 

check is performed: nodes exchange compact metadata and iteratively average values with controlled random 

noise 𝑥(𝑙). This noise follows an exponential-decaying covariance, ensuring it diminishes over iterations, 

allowing convergence to an unbiased average. A MLE refines the estimate, detecting anomalies due to 

malicious tampering. If compromise is detected, the attack preventer part of the attack manager responds by 

blocking, redirecting, or reassigning affected tasks to trusted nodes, thereby preserving data integrity. 

Continuous monitoring anticipates QoS violations, enabling proactive offloading. The algorithm converges 

when consensus averages stabilize below a tolerance 𝜀, guaranteeing both security and efficient task 

scheduling. All system parameters like 𝛾 weights, 𝜃det, 𝑇cons, 𝜀 are tuned using grid-based sensitivity analysis 

on a validation subset to ensure stable convergence and fair trade-offs between energy and security. Attack 

modeling assumes probabilistic injection, replay, and tampering behaviors derived from NSL-KDD and  

CIC-IoT2023 profiles, while validation is performed through repeated runs with confidence-interval analysis 

to confirm robustness and reproducibility. 

 

 

3. RESULTS AND DISCUSSION  

This section gives a brief introduction to Inspiral Workflow. To run all the simulations, a system 

having a Windows 10 operating system environment with minimum of 16 GB of RAM has been considered. 

To run the code, the simulation was implemented in CloudSim 3.0.3 using Eclipse IDE and Java version 1.7 

and above, configuring a heterogeneous cloud data center with 2 physical hosts, each equipped with 10,000 

MIPS processing power, 16 GB RAM, and 1 TB storage. The setup deployed 50 VMs with varying MIPS, 
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memory, and bandwidth capacities to emulate diverse workload demands. Network parameters, including a 

bandwidth of 1 Gbps per host, were set to replicate realistic cloud environments. The Inspiral and Cybershake 

scientific workflow has been used to do the experimentation [3], [28]. The Inspiral workflow as shown in 

Figure 2 is both CPU and i/o intensive application. The Cybershake workflow are both cpu and memory 

intensive application. More description of the Inspiral and Cybershake scientific workflow can be attained 

from. Using NSL-KDD dataset the attacks such as denial of service (DoS), user to root (U2R), and remote to 

local (R2L), and probe attack are generated in the heterogeneous cloud platform and simulation is conducted 

[25], [27]. This proposed model is comparing the two major parameters, which is simulation time and energy 

consumption. These two parameters are used to analysis the different scheduling model. 

 

 

 
 

Figure 2. A sample representation of different levels of Inspiral workflow model 

 

 

The laser-interferometer-gravitational-wave-observatory (LIGO) Inspiral workflow is the set of 

procedures and algorithms used by the LIGO is to identify and analyze gravitational waves. The LIGO Inspiral 

workflow requires the collaboration of hundreds of scientists and engineers working in various fields, including 

physics, data analysis, and computer science. It has resulted in some of the most groundbreaking discoveries 

in physics in recent years, including the first direct detection of gravitational waves by LIGO in 2015. The 

Cybershake workflow is a computational structure for seismic threat analysis. This is used for simulating the 

ground motion from a large number of possible earthquake scenarios. The Cybershake workflow requires a 

combination of expertise in seismology, computational science, and data analysis. It is an important tool for 

assessing earthquake hazards and informing seismic risk mitigation strategies in the Southern-California 

region. The processing time for the Inspiral workflow has given for DVFS-T+ [25] and DVFS-P+ [27]. There 

are three Inspiral tasks, Inspiral 30, Inspiral 50 and Inspiral 1000 which have been considered as shown in 

Table 2. The results clearly show that CSIQA-WS is highly efficient in reducing processing time compared to 

DVFS-T+ [25] which provides security to [1] and DVFS-P+ [27] which provides security to [13]. Specifically, 

the CSIQA-WS model achieves a processing time reduction of up to 92.29% over DVFS-T+ and 89.97% over 

DVFS-P+ in the Inspiral-1000 workflow. On average, it offers approximately 83–88% improvement over 

DVFS-T+ and 77–84% over DVFS-P+, demonstrating its superior efficiency in handling large-scale scientific 

workflows on edge–cloud platforms. 

 

 

Table 2. Processing time comparision 
Model name DVFS-T+ [25] DVFS-P+ [27] CSIQA-WS 

Inspiral-30 4471.22 3439.4 1344.12 

Inspiral-50 7943.77 6110.59 1419.89 

Inspiral-1000 153820.04 118323.11 11859.21 
Cybershake-30 6359.41 4891.85 2938.22 

Cybershake-50 12380.99 9523.83 2953.86 

Cybershake-1000 43685.27 33604.05 4773.97 

 

 

Table 3 is provide all the 30 jobs processing time in Inspiral and Cybershake respectively model. Then 

Table 3 is deliberate the overall job processing time in Inspiral and Cybershake model, respectively. The 

existing model DVFS-T+ and DVFS-P+ have been compared with the proposed CSIQA-WS. The processing 

time taken for the execution of the Inspiral 30 is 4471.22 seconds, 3439.4 seconds and 1344.12 seconds for the 
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DVFS-T+, DVFS-P+ and CSIQA-WS respectively. Further, the processing time taken for the execution of the 

Inspiral 50 is 7943.77 seconds, 6110.59 seconds and 1419.89 seconds for the DVFS-T+, DVFS-P+ and 

CSIQA-WS respectively. Finally, for the processing time taken for the execution of the Inspiral 1000 is 

153820.04 seconds, 118323.11 seconds and 11859.21 seconds for the DVFS-T+, DVFS-P+ and CSIQA-WS 

respectively. From all the results it can be seen that whenever the Inspiral tasks increase the DVFS-T+ takes 

more time for execution whereas, for the DVFS-P+ the processing time is reduced when compared with the 

DVFS-T+ and the CSIQA-WS executes the Inspiral tasks in less time when compared to the existing  

DVFS-T+ and DVFS-P+. 

 

 

Table 3. Processing time for inspiral workflow model execution result with 30 task 
Job 

ID 
Task ID Status 

Data 

center ID 

VM 

ID 
Time Start time Finish time Depth Cost 

30 Stage-in SUCCESS 2 0 0.11 0 0.11 0 22.33 
5 6 SUCCESS 2 10 20.27 0.11 20.38 1 64.61 

2 3 SUCCESS 2 6 20.32 0.11 20.43 1 64.76 

3 4 SUCCESS 2 9 20.45 0.11 20.56 1 65.25 
0 1 SUCCESS 2 7 20.54 0.11 20.65 1 65.42 

1 2 SUCCESS 2 8 20.68 0.11 20.79 1 65.84 

4 5 SUCCESS 2 5 20.75 0.11 20.86 1 66.05 
6 7 SUCCESS 2 4 20.93 0.11 21.04 1 66.59 

12 13 SUCCESS 2 10 335.02 20.38 355.4 2 1009.06 
13 14 SUCCESS 2 4 347.04 21.04 368.08 2 1045.12 

8 9 SUCCESS 2 8 353.18 20.79 373.97 2 1063.54 

10 11 SUCCESS 2 9 522.12 20.56 542.68 2 1570.46 
11 12 SUCCESS 2 5 538.14 20.86 559 2 1618.42 

9 10 SUCCESS 2 6 597.56 20.43 617.99 2 1796.68 

7 8 SUCCESS 2 7 677.68 20.65 698.33 2 2037.04 
14 15 SUCCESS 2 7 5.75 698.33 704.08 3 17.241 

17 18 SUCCESS 2 6 4.94 704.08 709.02 4 14.82 

19 20 SUCCESS 2 5 4.99 704.08 709.07 4 14.97 
18 19 SUCCESS 2 9 5.27 704.08 709.35 4 15.81 

21 22 SUCCESS 2 4 5.27 704.08 709.35 4 15.81 

20 21 SUCCESS 2 10 5.36 704.08 709.44 4 16.08 
16 17 SUCCESS 2 8 5.44 704.08 709.52 4 16.32 

15 16 SUCCESS 2 7 5.78 704.08 709.86 4 17.34 

25 26 SUCCESS 2 9 258.48 709.35 967.83 5 779.44 
26 27 SUCCESS 2 5 308.56 709.07 1017.63 5 929.68 

28 29 SUCCESS 2 4 368.03 709.35 1077.38 5 1108.09 

24 25 SUCCESS 2 6 421.26 709.02 1130.28 5 1267.78 
27 28 SUCCESS 2 10 513.24 709.44 1222.68 5 1543.72 

23 24 SUCCESS 2 8 615.65 709.52 1325.17 5 1850.95 

22 23 SUCCESS 2 7 629.25 709.86 1339.11 5 1891.75 
29 30 SUCCESS 2 7 5.02 1339.11 1344.12 6 15.048 

 

 

The experimental study evaluates the proposed CSIQA-WS model by executing Inspiral and 

CyberShake workflows under varied attack percentages of 10%, 20%, 30%, and 40%. The detection rate  

Figure 3 demonstrates that CSIQA consistently outperforms baseline methods, achieving detection rates above 

94% even at 40% attack intensity as shown in Figure 3, whereas comparative models such as SWS [29] show 

significant degradation beyond 30%. False detection trends validate the efficiency of the integrated consensus-

based security as shown in Figure 4, where CSIQA yields minimal misclassification compared to higher false 

positives in other methods. Accuracy results Figure 5 further highlight the robustness of CSIQA, sustaining 

99.02%, 97.56%, 95.45%, and 94.48% across increasing attack ratios, reflecting superior resilience against 

adversarial interference. F-measure values Figure 6 exhibit similar stability, ensuring high precision–recall 

balance for both workflow types. Evaluation on NSL-KDD and CIC-IoT2023 benchmarks confirms scalability, 

as the model effectively identifies diverse cyber-attack categories with minimal energy overhead while 

maintaining workflow deadlines. Overall, the CSIQA-WS model demonstrates strong robustness and 

adaptability in heterogeneous edge–cloud platforms, ensuring secure, energy-efficient, and QoS-compliant 

multiworkflow execution under dynamic attack environments. 

Additionally, statistical validation using standard deviation and 95% confidence intervals confirms the 

stability and reliability of the proposed CSIQA-WS framework. The model maintains consistent detection 

accuracy and execution efficiency with minimal variance across different attack rates. Figures 3 to 6 and Table 4 

illustrate scalability trends and multiworkflow performance (Inspiral and CyberShake) under dynamic 

workloads. The results validate CSIQA-WS’s robustness, adaptability, and efficiency in cloud–edge execution 

environments. 
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Figure 3. Attack detection rate under varied attack 

percentage 

Figure 4. False attack detection rate under varied 

attack percentage 

 

 

  
  

Figure 5. Accuracy under varied attack percentage Figure 6. F-measure under varied attack 

percentage 

 

 

Table 4. Statistical validation and scalability analysis 
Metric Dataset/workflow Mean accuracy (%) Std. Dev. 95% CI Observation 

Detection rate NSL-KDD 97.8 ±1.2 [96.6–99.0] High attack detection accuracy 

False detection CIC-IoT2023 4.3 ±0.8 [3.5–5.1] Low false alarm rate 
Execution efficiency Inspiral 95.4 ±1.0 [94.3–96.5] Stable throughput under load 

Scalability CyberShake 94.5 ±1.3 [93.2–95.8] Consistent with workload increase 

 

 

The comparative results presented in Table 5 demonstrate that CSIQA-WS advances the state of SWS 

by jointly optimizing energy efficiency, execution time, and security integrity, unlike existing approaches that 

focus on isolated objectives. Compared to Yang and Hu [26], CSIQA-WS introduces adaptive consensus-based 

enforcement rather than static policy checks, improving resilience under dynamic threat conditions. Unlike 

Yang and Hu [26], which emphasize delegation security without workflow optimization, the proposed model 

tightly integrates security with scheduling decisions. Trust-based offloading models such as Wang et al. [27] 

lack scalability for large scientific workflows, whereas CSIQA-WS scales effectively to 1000-task Inspiral and 

CyberShake workloads. While DRL-based fog schedulers [30] improve latency, they do not explicitly address 

attack detection or consensus validation. Practically, CSIQA-WS can be integrated into real cloud platforms 

(e.g., WorkflowSim and Kubernetes schedulers) as a middleware layer, offering scalable and secure execution 

for cloud–edge scientific applications. 
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Table 5. Comparative analysis of SWS approaches 

Study 
Security 

awareness 
Scheduling objective ML/DRL 

Scalability 
support 

Limitation 

Li et al. [25] Yes (policy-based) Cost and make span 

minimization 

No Moderate Limited adaptability to 

dynamic attacks 

Yang and Hu [26] Delegation 
security 

Access control 
integrity 

No Low No energy or workflow 
optimization 

Wang et al. [27] Trust and fuzzy 

logic 

Reliability in IoT 

offloading 

No Moderate Not designed for large 

scientific workflows 
Choppara and 

Lokesh [29] 

Implicit (learning-

based) 

Latency and load 

balancing 

DRL High No explicit security 

consensus 

CSIQA-WS 
(proposed) 

Consensus-driven 
security 

Energy, time, and 
integrity 

Yes 
(adaptive) 

High Overhead under extreme 
attack rates 

 

 

4. CONCLUSION  

This study demonstrates that CSIQA-WS effectively addresses both efficiency and security challenges 

in heterogeneous cloud environments by tightly integrating energy-aware workflow scheduling with 

consensus-driven security enforcement. Extensive evaluation using real scientific workflows (Inspiral and 

CyberShake) confirms that CSIQA-WS consistently achieves substantial reductions in processing time and 

overhead while preserving execution integrity under large-scale, multi-tenant workloads. The key contribution 

lies in the unified design that jointly optimizes scheduling decisions and trust validation, distinguishing 

CSIQA-WS from conventional energy-centric or security-only approaches. These results provide practical 

guidance for designing secure and energy-efficient cloud–edge workflow systems with improved QoS and 

trustworthiness. Future work will focus on real-world deployment, hybridization with blockchain-based trust 

mechanisms, and adversarial resilience testing to further enhance robustness in dynamic edge–cloud 

environments. 
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