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1. INTRODUCTION

Currently, humankind heavily relies on the digital world in all aspects of life, including jobs, study,
communication, and even entertainment [1]. However, the digital world contains a considerable number of
vulnerabilities that are exploited by malicious actors, commonly referred to as hackers. Hackers are using
specialized tools and techniques to launch attacks against the digital world, exploiting its vulnerabilities. These
attacks are targeting the infrastructure and services of the digital world [2], [3]. In 2022, the cost of launched
attacks exceeded 8 trillion USD [4]. This huge cost requires the attention of security engineers to protect against
severe attacks. Security engineers have developed numerous tools over the years to defend against digital world
attacks. These tools include web vulnerability scanning, antivirus software, and firewalls [5], [6].

Firewalls are security tools that use various techniques to defend against attacks. Traditional firewalls
use simple rules to protect against attacks. The firewall searches for specific information in the network traffic
and matches it to the corresponding firewall rules. Then, network traffic is permitted or denied based on these
rules [7]-[9]. However, hackers are using advanced tools and techniques that can easily penetrate traditional
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firewalls. Therefore, the firewall must employ smart techniques that enable advanced inspection of the entire
network traffic to detect attacks [9], [10]. Recently, Al has become an essential component of the algorithms
used by firewalls to detect attacks. Specifically, the current firewalls are using a branch of Al called machine
learning (ML) [9], [10].

ML algorithms analyze previous benign and malicious network traffic to prevent future attacks [11].
However, network traffic is huge and hard to study and analyze using ML algorithms. Additionally, several
attributes of the network traffic are unrelated to the attacks. Therefore, the accuracy of detecting attacks by the
firewall based on ML could be reduced [12], [13]. For that, the volume of the traffic must be reduced by
keeping only the key attributes that can be used effectively to detect the attacks. ML uses so-called feature
selection algorithms to achieve this goal. Feature selection algorithms filter out the characteristics of network
traffic that have less impact on detecting attacks and retain only the key attributes. Several types of algorithms
are used for feature selection, including metaheuristic algorithms [12], [14], [15].

Over the last decade, metaheuristic algorithms have been applied in various domains to tackle complex
problems. Metaheuristic algorithms have been proven to be efficient and reliable, achieving high results in the
cybersecurity domain. One of the main groups of metaheuristic algorithms is derived from the behavior of
animals in getting their food [16]-[18]. Dragonfly Algorithm (DA) and Bat Algorithm (BA) are widely used
metaheuristic algorithms in various domains to solve different problems [19], [20]. In this work, the DA and
BA metaheuristic algorithms will be used to improve the performance of the Al-based firewall. Specifically,
the DA and BA will be utilized as feature selection algorithms to identify the key attributes that facilitate the
identification of attacks in network traffic. Additionally, adaptive boosting (AdaBoost), K-nearest neighbor
(KNN), and Naive Bayes (NB) algorithms will be employed with the proposed ML-based firewall [21]-[23].

Several researchers have employed ML to detect cyber intrusions. Several researchers have employed
ML to detect cyber intrusions. Chuang and Chen [12] have proposed an intrusion detection system (IDS) for
protecting industrial IoT (IIoT) devices against attacks. The proposed IDS system utilizes the PCC technique
to identify and evaluate the relationships between packet features. Then, a filtering rule is employed to refine
the features, reducing the TON_IoT dataset from 45 to only ten key features for intrusion detection. The
experiments that were conducted demonstrate that the proposed IDS can achieve an accuracy exceeding 96%.

Habeeb and Babu [24] have proposed a network intrusion detection system (NIDS) system that has
been designed specifically for IoT networks. The proposed NIDS system uses a novel two-stage feature
selection method. In the first stage, a coarse feature selection is implemented to analyze the relations among
the features of the IoT traffic. In the second stage, a fine feature selection is implemented using the whale
optimization algorithm (WOA) combined with the genetic algorithm (GA). The GA is combined with the WOA
to enhance the search space and avoid local optima through crossover and mutation operations. The suggested
feature selection method has reduced the number of features to only 32. The performance of the suggested
NIDS system is assessed using the BoT-IoT 2020 dataset. The results indicate that the proposed NIDS system
utilizing the GA-WOA feature selection method achieved an accuracy of 99.5%.

Wisanwanichthan and Thammawichai [25] proposed an IDS system that employs a double-layered
hybrid approach (DLHA) to address the significant disparity in attack patterns. The first layer of DLHA uses
an NB classifier to detect DoS and probe attacks. The second layer of DLHA uses a support vector machine
(SVM) classifier to detect R2L and U2R attacks. The DLHA approach detects anomalies in network traffic by
finding and comparing the probability of each feature in a new network packet to the normal behavior. The
proposed IDS system was evaluated on the NSL-KDD dataset. The experiments conducted demonstrate that
the DLHA approach outperforms NB and SVM classifiers when working independently. Whereas the DLHA
approach achieves an accuracy of 88.97% and a false-positive rate of 0.12%.

Robinson et al. [26] proposed an IDS system that utilized ML and data mining to distinguish between
normal traffic and various types of attacks. The proposed IDS system employs two distinct feature selection
techniques: correlation-based and information gain-based. Correlation-based analysis is used to find and
prioritize features that have a strong relationship with attacks. On the other hand, the information gain technique
is used to find significant information about the attacks. Additionally, the proposed IDS system utilizes an
oversampling method to enhance the number of samples for minority attacks, thereby ensuring the IDS system
is adequately trained to detect these attacks. The CICIDS 2017 dataset is used in the valuation process. The
experiments conducted show an achieved accuracy of 99.8%.

Ali [27] proposes a PSO-ML hybrid model for IoT-based DDoS detection, integrating particle swarm
optimization (PSO) with ML classifiers to improve detection accuracy and resource efficiency. PSO is utilized
for feature selection and parameter optimization, enabling the model to learn more effectively and make precise
decisions. The system employs random forest (RF), SVM, and multilayer perceptron (MLP) classifiers to
analyze traffic patterns and classify network traffic as normal or malicious in real time. The approach was
extensively evaluated using four benchmark datasets (UNSW-NB15, CICIDS2017, KDDCUP99, and SDN),
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achieving an accuracy of up to 99.64% using MLP on UNSW-NB15. While simulation results demonstrate

near-real-time detection and high performance, further validation is needed under real-world IoT conditions.

Almomani [28] proposed a hybrid IDS model using bio-inspired metaheuristic algorithms that
combines several approaches. The model focuses on wrapper-based feature selection with k-NN fitness
evaluation, aiming to reduce dimensionality while preserving classification accuracy. It was evaluated on the
UNSW-NBIS5 dataset, which contains nine attack types, with a particular emphasis on detecting Generic
attacks, the most frequent in the dataset. For classification, J48, SVM, and RF were used. Results show that
feature reduction was achieved from 49 features to as few as 8, though the best-performing hybrids relied on
24 features. Specifically, MVO-BAT retained 24 features with accuracy equivalent to the full set. Overall, the
proposed hybridization strategy achieved an accuracy of ~approximately 92.8%, demonstrating the practical
value of combining metaheuristic algorithms for intrusion detection.

Kumar and Kumar [29] proposed a hybrid IDS model using the GWO-LOA—-RF scheme, which
combines Grey Wolf and Lion Optimizers with RF. The method employs a hybrid feature selection strategy
that combines RF importance with a metaheuristic search for dimensionality reduction. An SVM classifier is
then used as the final detection model. Preprocessing steps include categorical encoding and min—max
normalization to prepare the data for analysis. The model was evaluated on the UNSW-NBI15 and
CICDDoS2019 benchmark datasets, with a focus on both feature selection efficiency and classification
accuracy. It achieved 99.23% accuracy on UNSW-NB15 and 99.13% on CICDD0S2019, outperforming other
tested models.

Shuaibu and Alabi [30] proposed a hybrid IDS feature selection method that combines BGSA and
BGWO, utilizing an intersection strategy to integrate GS-decision tree (DT) and GW-DT. In this design,
wrapper-based feature selection is employed with a DT as the evaluator, while DT, AdaBoost, and RF are later
used as the final classifiers. The resulting ensemble, GSGW-DT, selects only four optimal features,
significantly reducing dimensionality. Preprocessing includes categorical encoding and min—max
normalization to prepare the dataset. The model was evaluated on the UNSW-NB15 dataset, which contains
nine attack types, and a Pearson correlation analysis confirmed low redundancy among the selected features.
In terms of performance, GSGW-DT-RF achieved 99.41% accuracy with the lowest FPR of 0.03%, GSGW-
DT-AB achieved 99.36% accuracy with the highest precision of 99.94%, and GSGW-DT-DT achieved 99.02%
accuracy with an FPR reduced to 0.24%.

More et al. [31] built IDS models using the UNSW-NBI15 dataset, applying exploratory data analysis
with correlation filtering and XGBoost feature importance for effective feature selection. To enhance the dataset,
they introduced a derived feature, network bytes=sbytes+dbytes, and performed preprocessing through
categorical encoding and standard scaling. The study evaluated logistic regression, linear SVM, DT, RF, and
gradient boosted (XGBoost), with optimization performed using grid search and tuned hyperparameters. Results
showed that feature selection significantly enhanced detection performance and reduced false alarms. In
particular, RF with feature selection achieved the highest test accuracy of 99.45% along with an F1-score of
0.9965 and the lowest false alarm rate (FAR) of 1.94%. XGBoost followed closely, reaching 99.41% accuracy
with an Fl-score of 0.9966 and FAR of 2.33%. DT achieved around 99.04% accuracy but suffered from a
higher FAR of 5.75%. The linear SVM achieved 98.79% accuracy, although it attained the highest test AUC
0f 0.9916, while logistic regression reached 98.93% accuracy with an AUC of 0.9829.

Although studies using filter/wrapper selection, hybrid metaheuristics, and ensembles on public
benchmarks (TON_IoT, BoT-IoT, NSL-KDD, CICIDS2017, and UNSW-NBI15) report strong accuracy
[12], [24]-[31], three key gaps remain. First, the DA and BA are rarely examined as stand-alone feature
selectors in Al-based firewall settings. Second, the simple union of DA- and BA-selected features—expected
to capture complementary discriminative signals—has not been systematically evaluated under a single,
controlled pipeline. Third, prior work often prioritizes headline accuracy while under-reporting efficiency
(selected-feature count and training/inference time) on lightweight, deployable classifiers (AdaBoost, KNN,
and NB). Motivated by these gaps, we study DA and BA as dedicated selectors and assess their union-based
feature set within an ML-based firewall, jointly evaluating detection performance and efficiency. The novelty
and main contributions of this article can be summarized as follows:

— Introduction of a new feature selection strategy, the DAUBA feature selection method, which unifies the
DA and BA to capture complementary feature subsets.

— Integration of the DAUBA feature selection method into a ML-based firewall and evaluation using the
UNSW-NBIS5 dataset.

— Execution of a comprehensive experimental assessment (accuracy, precision, recall, Fl-score, and
computational cost), demonstrating that the DAUBA feature selection method achieves perfect detection
performance (100% with AdaBoost) while remaining efficient for real-time deployment.

— Demonstration that the union strategy enhances both detection accuracy and operational efficiency,
providing a practical pathway for strengthening next-generation firewall systems.
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2. METHOD

This section presents the dataset and preprocessing pipeline, including label encoding for categorical
fields and normalization to standardize feature scales. We then apply the DA and BA as wrapper-based feature
selectors under a unified setup. Finally, we introduce our union strategy, which merges the DA-and BA-
selected attributes to yield a compact and discriminative subset for subsequent modeling. Figure 1 shows the
ML-based firewall pipeline with DA/BA feature selection.

UNSW-NB15

Reduced UNSW-
(42)

NB15 (30)

Data Normalization
(Min-max Scaler) Classification
¢ (AdaBoost, KNN, NB)
Hybrid Feature i
Selection
(DAZBA) Evaluation

(K-Fold Cross-Validation)
Accuracy, Precision, Recall,
F1-Score

Reduced UNSW-NB
15 (30)

Figure 1. Workflow the key components of the proposed ML-based firewall pipeline

2.1. Dataset preparation

The proposed ML-based firewall aims to prevent attacks on the network traffic. Therefore, the model
should be assessed using a credible dataset such as the UNSW_NBI15 dataset. Several research studies have
used the UNSW_NBI5 dataset for evaluation purposes. This is because the UNSW_NBI15 dataset contains
large amounts of data distributed over normal and attack network traffic. In addition, the attack traffic varies
and is distrusted over several types of common attacks, including Analysis, Backdoor, DoS, Exploits, Fuzzers,
Generic, Reconnaissance, Shellcode, and Worms. Moreover, the kind of traffic is distributed over many of the
network's main services, including DHCP, DNS, FTP, and HTTP. Finally, the UNSW_NB15 dataset comprises
68,661 records of normal (32734 records) and attack (35927 records) network traffic, along with 42 features.
The number of records is large enough to evaluate the proposed ML-based firewall reliably. In addition, the 42
features are diverse and well represent the key characteristics that can be used to distinguish between normal
and attack network traffic [32]-[34]. Table 1 describes the features of the UNSW-NB15 dataset.

As shown in Table 1, several features within the UNSW-NB15 dataset contain non-numeric data. This
data is not acceptable in any ML-based system, as most ML algorithms work only with numeric data. Therefore,
all non-numeric data within the UNSW-NB15 dataset must be converted to numeric values. ML provides
several algorithms that can be used to numerize non-numeric data. Label encoding is one of the most reliable
and most used algorithms. The Label-encoding algorithm encodes the non-numeric data by replacing each
different value with a unique integer [33], [35]. For example, the service feature contains the following values:
DHCP, DNS, FTP, FTP-data, HTTP, IRC, POP3, radius, SMTP, SNMP, SSH, SSL, and others (-). The Label-
encoding algorithm replaces the service feature values with the following: 0, 1, 2, 3,4,5,6,7,8,9, 10, 11, 12,
and 13, respectively.

Moreover, several features in the UNSW-NB15 dataset contain widely varying values, as shown in
Table 1. Again, these values will bias the ML algorithms toward the larger values, resulting in inaccurate
results. Therefore, the wide range of values must be narrowed. One of the algorithms widely used by ML
systems to normalize a wide range of values is the min-max algorithm. The min-max algorithm normalizes the
wide range of values to be between 0 and 1 [36], [37]. The min-max algorithm can be calculated using (1):

_ _ (X+Xmin) (1)

X =
new (Xmax*Xmin)
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Table 1. Overview of the features in the UNSW-NB15 dataset

# Feature Type Description Min. value  Max. value

1 dur Numeric  Duration of the network connection. 0 59.996017

2 proto Nominal  Protocol used in the network flow (e.g., TCP, UDP, ICMP). N/A N/A

3 service Nominal Network service associated with the connection (e.g., HTTP, N/A N/A
FTP).

4 state Nominal  State and status of the network connection. N/A N/A

5  spkts Numeric  Number of packets sent by the source. 1 512

6  dpkts Numeric  Number of packets sent by the destination. 0 800

7  sbytes Numeric  Number of source bytes transferred. 65 44196

8  dbytes Numeric ~ Number of destination bytes transferred. 0 60800

9 rate Numeric  Ethernet data rates transmitted and received. 0 1000000

10 sttl Numeric  Time-to-live value of packets from the source. 31 255

11 dttl Numeric  Time-to-live value of packets from the destination. 0 254

12 sload Numeric  Average source bits per second. 0 2.224E+09

13 dload Numeric  Average destination bits per second. 0 818390.81

14 sloss Numeric ~ Number of lost packets from the source. 0 2

15  dloss Numeric ~ Number of lost packets from the destination. 0 6

16  sinpkt Numeric  Average time between packets sent by the source. 0 13992.212

17  Dinpkt Numeric  Average time between packets sent by the destination. 0 13992.285

18 sjit Numeric  Jitter between source packets. 0 19787.972

19  djit Numeric  Jitter between destination packets. 0 19788

20  swin Numeric ~ Source TCP window size. 0 255

21  stcpb Numeric  Source TCP base sequence number. 0 4277446941

22 dtepb Numeric  Destination TCP base sequence number. 0 4088422545

23 dwin Numeric  Destination TCP window size. 0 255

24 tcprtt Numeric  Round trip time for TCP packets. 0 0.265426

25  synack Numeric  Time to establish a TCP connection (SYN-ACK time). 0 0.176175

26  ackdat Numeric  Time for acknowledgment packets (ACK-DATA time). 0 0.136995

27 smean Numeric  Mean packet size from the source. 50 834

28  dmean Numeric  Mean packet size from the destination. 0 865

29  trans_depth Numeric  Transaction depth, indicating the HTTP request/response chain 0 131
level.

30 response body len Numeric Response body length in bytes. 0 5242880

31 ct srv src Numeric ~ Number of connections to the same service by the source. 1 59

32 ct state ttl Numeric ~ Number of connections with the same state and time-to-live. 0 6

33 ct dst Itm Numeric  Number of connections to the same destination over time. 1 59

34 ct src_dport Itm Numeric ~ Number of connections from the source to the same destination 1 59
port over time.

35 ct_dst_sport Itm Numeric  Number of connections to the destination from the same source 1 38
port over time.

36 ct dst src Itm Numeric ~ Number of connections to the destination from the same source 1 59
over time.

37 is_ftp login Numeric  Binary indicator for successful FTP login. 0 1

38 ct ftp cmd Numeric  Number of FTP commands in the flow. 0 2

39 ct_flw_http mthd Numeric  Number of HTTP request methods in the flow (e.g., GET, 0 16
POST).

40 ct _src Itm Numeric ~ Number of connections from the same source over time. 1 60

41  ct srv_dst Numeric  Number of connections to the same service by the destination. 1 59

42 is sm ips_ports Numeric _ Binary indicator for same source/destination IP and port. 0 1

Finally, the UNSW-NBI15 dataset contains 42 features. Several features are highly important in
distinguishing between normal and attack network traffic. However, some of the 42 features are less important
or not important in distinguishing between normal and attack network traffic. These features degraded the
performance of an ML system and increased processing time due to the need to handle large amounts of
unimportant data. Therefore, only the most important features should be retained in the dataset, while the other
features should be excluded. In this work, the DA and BA will be combined to select features that are highly
important in distinguishing between normal and attack network traffic [19], [20].

The DA is a swarm-based optimization algorithm inspired by the static and dynamic behaviors of
dragonflies during foraging and migration. In feature selection, DA mimics the movement of dragonflies by
simulating social interactions, such as attraction, repulsion, and alignment. These behaviors help the algorithm
explore the feature space (diversity) and exploit promising regions (intensity) to identify the most relevant
subset of features. Algorithm 1 shows the pseudocode of the DA. The BA is a metaheuristic optimization
algorithm inspired by the echolocation behavior of bats. In feature selection, BA utilizes this echolocation
mechanism to explore the feature space by emitting virtual "sound waves" and adjusting the frequency,
loudness, and pulse rates to identify the optimal feature subset. Bats initially explore globally and gradually
exploit local optima by fine-tuning their movements. Algorithm 2 shows the pseudocode of the BA algorithm.
Table 2 compares and contrasts the DA and BA in feature selection [19], [20], [38], [39].
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Algorithm 1. DA

Input: Dataset D with n features,

Output: Best feature subset S best

1. Initialize N dragonflies with random binary vectors Xi

2. 1Initialize velocities Vi for each Xi.

3. Evaluate fitness of each Xi using: Fitness =
(#selected features / n)).

population size N, max iterations T
(length n).

(¢ x classification error) + (B x

4. Identify food source (best solution) and enemy (worst solution).
5. For t =1 to T:
6. For each dragonfly Xi:
7. a. Compute swarming factors: Separation (Si),
Alignment (Ai), Cohesion (Ci), Attraction to food (Fi),
Distraction from enemy (Ei).
8. b. Update velocity Vi: Vi = w'Vi + s-Si + a*Ai + ¢c'Ci + fFi + e-Ei.
9. c. Update position: Xi = Xi + Vi.
10. d. Convert Xi to binary using a transfer function (e.g., sigmoid).
11. e. Evaluate new fitness and update food/enemy if needed.

12. Return S best = food source.

Algorithm 2. BA

Input: Dataset D with n features, population size N, max iterations T
Output: Best feature subset S best

1. Initialize N bats with random binary vectors Xi (length n).

2. 1Initialize velocities Vi, pulse rates ri, loudness Ai, and frequencies fi.
3. Evaluate fitness of each Xi.

4. Identify global best solution G.

5. For t =1 to T:

6. For each bat i:

7. a. Update frequency fi and velocity Vi.

8. b. Update position Xi = Xi + Vi.

9. c. Convert Xi to binary using a transfer function.

10. d. If rand > ri, generate local solution around G.

11. e. Evaluate new fitness.

12. f. If rand < Ai and fitness improved:

13. - Accept new solution, update Ai and ri.

14. - Update global best G if better solution is found.

15. Return S best = G.

Table 2. Comparison between the DA and BA

Aspect

DA

BA

Inspiration

Exploration vs.
exploitation

Search strategy

Convergence
speed
Tuning
complexity
Scalability

Based on the behavior of dragonflies, focusing on
their swarming dynamics for foraging and migration.
Balances exploration and exploitation through
swarming behaviors (attraction, repulsion, and
alignment).

Uses group dynamics: individuals move towards the
best solutions based on social and cognitive factors.
May exhibit slower convergence due to a strong focus
on exploration in the early stages.

Requires careful adjustment of parameters like step
size, inertia weights, and neighborhood radius.

Scales well for high-dimensional datasets but may
require more computational resources due to complex
swarm dynamics.

Inspired by the echolocation ability of bats to detect
prey and navigate in the dark.

Balances exploration and exploitation by adjusting
frequency and loudness of echolocation pulses.

Combines global search (based on frequency) and local
search (fine-tuning via loudness and pulse rates).
Typically, faster convergence, especially when local
optima are close to the global optimum.

Parameters such as pulse rate and loudness require fine-
tuning but are relatively simpler than DA.

Scales efficiently but may struggle with maintaining
diversity in very high-dimensional feature spaces.

DA and BA often outperform other swarm-based optimizers for IDS feature selection because of their
complementary search strategies. DA maintains population diversity through swarming dynamics (separation,
alignment, cohesion, attraction, and distraction), which improves exploration and avoids local optima in high-
dimensional spaces [19], [38]. BA, by contrast, employs echolocation-based frequency tuning and adaptive
pulse rates to balance global and local search, resulting in faster convergence and more compact feature subsets
[20], [39]. Recent IDS studies support these advantages, showing that DA is effective for firewall log analysis
and BA achieves dimensionality reduction with high detection accuracy [38], [40]. Consistent with these
reports, our union DAUBA method leverages both exploration and exploitation to deliver robust intrusion
detection performance.

2.2. Proposed machine learning-based firewall model
The proposed ML-based firewall experiment will be conducted using the UNSW-NBI15 dataset to
assess its performance. The UNSW-NB15 dataset has undergone several operations before it can be used for
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training and testing. First, all non-numeric data in the UNSW-NB15 dataset have been converted to a numeric
form using the Label-encoding algorithm mentioned in section 2.1. Then, the min-max algorithm is applied to
scale down the large differences in values in the UNSW-NB15 dataset, as described in section 2.1. The final
step of the UNSW-NB15 dataset preparation process involves identifying features that effectively differentiate
between normal and attack traffic using the proposed feature selection method, which integrates the DA and
BA. The proposed feature selection method is highlighted in section 2.2.1. At this stage, the UNSW-NBI15
dataset is ready for use in training and testing the proposed ML-based firewall. Three of the most efficient and
widely used ML classifiers will be used at this stage of the training and testing. The three classifiers are
AdaBoost, KNN, and NB.

2.2.1. The proposed feature selection method

Feature selection is a crucial step in establishing an effective IDS that differentiates normal and attack
traffic. Therefore, applying an efficient feature selection method to the proposed ML-based firewall will confer
the following advantages. One of the main benefits is increasing the firewall's performance by enhancing its
ability to differentiate between normal and attack traffic, focusing on key features rather than irrelevant ones.
The second and equally important benefit is that using this approach simplifies the training of the firewall,
decreasing its training time and incremental complexity. Therefore, this work will employ an improved feature
selection method that incorporates the DA and BA algorithms. Tables 3 and 4 present the DA and BA parameter
settings, respectively.

Table 3. Parameter settings of the DA algorithm

Parameter Value Brief description
Population size 24 Number of candidate feature masks evaluated per iteration.
Max iterations 100 Optimization steps before termination.

Separation weight 0.2 Repels agents to prevent crowding.

Alignment weight 0.2 Aligns agent movement directions.

Cohesion weight 0.2 Pulls agents toward the group center.

Food attraction 2 Bias toward the current best solution.

Enemy distraction 2 Bias away from poor regions of the search space.

Initial neighborhood radius 0.4 Starting neighborhood size (decays during search).

Initial step size 0.5 Initial movement amplitude (decays during search).

Binary threshold 0.55 Converts continuous positions to a 0/1 feature mask (encourages parsimony).

Table 4. Parameter settings of the BA

Parameter Value Brief description
Population size 24 Number of bats (candidate masks) per iteration.
Max iterations 100 Optimization steps before termination.
Frequency range [0,2]  Controls exploration step size.
Initial loudness 0.9 Acceptance likelihood for new solutions (decays over time).
Loudness decay 0.9 Exponential decay factor for loudness.
Initial pulse rate 0.1 Initial probability of local search (increases over time).
Pulse growth 0.9 Growth factor governing pulse-rate increase.
Local search scale ~ 0.01 Step size for random walk near the best solution.
Binary threshold 0.55  Maps velocities/positions to a 0/1 feature mask (promotes compact subsets).

The proposed DAUBA feature selection method is grounded in the mathematical concept of the union
operation from set theory. The union combines elements from two or more sets while eliminating duplicates.
In our approach, the DA and BA algorithms are applied in parallel to the preprocessed UNSW-NBI15 dataset,
producing two independent feature subsets. Let D and B represent the subsets returned by DA and BA,
respectively. The final subset is then defined as the union: U=D U B={j| j€ D or j € B}. This means that any
feature selected by either algorithm is retained, with duplicates removed. Classifiers are then trained and
evaluated directly on U.

Figure 2 illustrates the proposed DAUBA feature selection method. First, the DA identifies a subset
of key features from the UNSW-NB15 dataset, represented as: DA={1, 3, 5, 6, 8, 9, 10, 13, 14, 15, 17, 18, 19,
20, 22, 24, 25, 26, 27, 29, 30, 31, 34, 35, 37, 38, 39, 40}. Next, the BA algorithm produces another subset of
key features: BA={4, 10, 13, 14, 28, 29, 38, 39}. Finally, the two subsets are combined using the union
function, yielding: DAUBA={1, 3,4, 5,6, 8,9, 10, 13, 14, 15, 17, 18, 19, 20, 22, 24, 25, 26, 27, 28, 29, 30, 31,
34, 35, 37, 38, 39, 40}.
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Figure 2. Workflow of the proposed DAUBA feature selection method

Using the union function to combine the features selected by the DA and BA algorithms has several
advantages. First, the union reduces the possibility of missing key features by producing a more diverse feature
set. Second, the union of features provides a more comprehensive feature set, which improves accuracy and leads
to better generalization. In addition, the union allows both global and local feature interactions to be considered,
which helps to handle complex datasets [28], [37]. Finally, the DA algorithm identifies broad patterns in the
feature space, while the BA algorithm ensures precision by refining solutions in focused areas [12], [13].
Therefore, the union of DA and BA offers a more comprehensive approach that leverages the two algorithms.

2.2.2. Classification

The final stage of the proposed ML-based firewall is to classify network traffic as normal or malicious.
We trained and evaluated three widely used classifiers—AdaBoost, KNN, and NB—on the preprocessed data.
AdaBoost, KNN, and NB were chosen to represent three complementary learning paradigms. AdaBoost
demonstrates the power of ensemble boosting, KNN captures local decision boundaries with instance-based
learning, and NB provides a fast probabilistic Baseline. This mix ensures a balanced evaluation of the DAUBA
FS method in terms of accuracy, simplicity, and efficiency. Table 5 shows the properties of the AdaBoost,
KNN, and NB algorithms [20], [41]-[43]. The fixed hyperparameters of the three classifers were: AdaBoost
(n_estimators=50, learning_rate=1.0, base DecisionTreeClassifier (max_depth=1), algorithm=“SAMME.R”),
KNN (n_neighbors=5, weights="“uniform”, metric="minkowski”), and NB (alpha=1.0, fit prior=True,
class_prior=None).

Table 5. Key properties of the AdaBoost, KNN, and NB algorithms

Aspect AdaBoost KNN NB
Algorithm Ensemble learning, boosting Instance-based learning (lazy learner)  Probabilistic classifier, based
type algorithm on Bayes’ theorem
Learning Combines weak classifiers (e.g., Non-parametric, no explicit learning Parametric, relies on prior
approach decision stumps) phase probabilities and likelihood
Working Iteratively improves weak learners by ~ Classifies based on the majority class Assumes independence among
mechanism focusing on misclassified samples of KNN features and calculates
probabilities
Strengths - Focuses on hard-to-classify samples - Simple and intuitive - Fast and efficient for high-
- High accuracy with weak learners - No training time required dimensional data
- Works well for small datasets
Computational ~ Moderate to high (depends on the No.  High during inference, as distances to ~ Low, involves basic
complexity of iterations and weak learners) all training samples are calculated probabilistic computations
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To ensure robust evaluation, the UNSW-NBI15 dataset was split using stratified 5-fold cross-
validation. In each fold, 80% of the data was used for training and 20% for testing, preserving the ratio of
normal to attack records. All preprocessing steps, including label encoding and normalization, were fitted only
on the training portion of each fold and then applied to the test portion to avoid data leakage. Model
performance was averaged across folds to reduce variance due to random partitioning. These procedures
minimize the risk of overfitting and ensure that reported results reflect the generalization ability of the
classifiers under the DAUBA method [6], [10].

3.  RESULTS AND DISCUSSION

Experiments were conducted using Python 3.12, scikit-learn 1.4 or later, and NumPy 1.26 or later on
Ubuntu 22.04 LTS. The hardware environment consisted of an Intel Core 19-14900KS CPU with 32 GB of
DDRS RAM. The proposed ML-based firewall will be evaluated using four different metrics. These metrics
are the firewall accuracy, firewall precision, firewall recall, and firewall F1-score. Table 6 clarifies these five
metrics. These metrics are computed based on the confusion matrix CN. The four elements of the CN, in the
case of the proposed ML-based firewall, are true positive (Fy,), true negative (Fu), false positive (Fg), and false
negative (Fr). Accuracy, recall, precision, and F1-score are calculated based on these elements using (2)-(5),
respectively [44]-[47].

(Ftp+Fn)
Accuracy = ————— 2
y (Ftp+Ftn+Ffp+an) ( )
Ft,
Recall = —2— 3
(Ftp+Ffn) ( )
Precision = — % 4
(Fep+Frp)
FprXFre

F1 — score = 2 X

®)

Fpr+Fre

Table 6. Description of the evaluation metrics

Metric Definition Purpose

Accuracy  The proportion of total instances that were correctly classified by the ~ Measure overall performance on balanced
model. datasets.

Precision  The proportion of correctly predicted positive instances among all Assess model’s ability to minimize false
instances predicted as positive. positives.

Recall The proportion of correctly predicted positive instances out of all Assess model’s ability to minimize false
actual positive instances. negatives.

Fl-score  The harmonic mean of precision and recall. Balance precision and recall, especially for

imbalanced datasets.

3.1. Classification results

Figure 3 presents the classification accuracy for AdaBoost, KNN, and NB under four feature—selection
settings: DAUBA (DAUBA), DA, BA, and Baseline (NoFs). The models achieve uniformly high accuracy.
For AdaBoost, the DAUBA method achieves the best result at 100.00%, surpassing DA and BA at 99.99% and
the Baseline at 99.98%, i.¢., gains of 0.01—0.02 percentage points. For KNN, the union, DA, and BA tie for the
highest accuracy at 99.99%, each edging the Baseline at 99.98% by 0.01 points. For NB, the union and DA are
co-best at 99.84%, outperforming BA at 99.78% by 0.06 points and the Baseline at 99.74% by 0.10 points.
Overall, the union strategy is best for AdaBoost and co-best for KNN and NB; DA matches the union on KNN
and NB; BA remains competitive but trails slightly on NB, while the Baseline is consistently lowest. The
consistently high values indicate strong separability between malicious and benign traffic with minimal
misclassification.

Figure 4 presents the classification recall for AdaBoost, KNN, and NB under four feature—selection
settings: DAUBA, DA, BA, and Baseline (NoFs). The models achieve uniformly high recall. For AdaBoost,
the union and DA are co-best at 100.00%, each exceeding BA and Baseline at 99.99% by 0.01 percentage
points. For KNN, the union achieves the highest recall at 100.00%, surpassing DA, BA, and Baseline (all
99.99%) by 0.01 points. For NB, the Baseline achieves the best recall at 100.00%, surpassing the union at
99.91% by 0.09 points, DA at 99.90% by 0.10 points, and BA at 99.83% by 0.17 points. Overall, the union
strategy is best for AdaBoost and KNN, while the Baseline leads for NB; BA remains competitive but trails
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slightly behind NB. The consistently high recall indicates strong sensitivity with very low false-negative rates
(few missed attacks).
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Figure 3. Accuracy of the proposed ML-based firewall
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Figure 4. Recall of the proposed ML-based firewall

Figure 5 presents the classification precision for AdaBoost, KNN, and NB under four feature—
selection settings: DAUBA, DA, BA, and Baseline (NoFs). The models achieve uniformly high precision. For
AdaBoost, the DAUBA method achieves the best result at 100.00%, surpassing DA and BA at 99.99% and the
Baseline at 99.97%, i.e., gains of 0.01-0.03 percentage points. For KNN, DA, and BA, the highest precision is
achieved at 99.99%, surpassing the union at 99.98% by 0.01 points and the Baseline at 99.97% by 0.02 points.
For NB, the union attains the best precision at 99.91%, topping DA and BA at 99.90% by 0.01 points and the
Baseline at 99.53% by 0.38 points. Overall, the union strategy is best for AdaBoost and NB, and remains
competitive for KNN. DA and BA are co-best for KNN, while the Baseline is consistently the lowest. The
consistently high precision indicates strong positive predictive value with very low false-positive rates (few
benign flows flagged as attacks).

Figure 6 presents the classification F1-score for AdaBoost, KNN, and NB under four feature—selection
settings: DAUBA, DA, BA, and Baseline (NoFs). The models achieve uniformly high Fl-scores. For
AdaBoost, the DAUBA method achieves the best result at 100.00%, surpassing DA and BA at 99.99% and the
Baseline at 99.98%, i.e., gains of 0.01-0.02 percentage points. For KNN, the union, DA, and BA tie for the
highest F1-score at 99.99%, each edging the Baseline at 99.98% by 0.01 points. For NB, the union attains the
best F1-score at 99.91%, topping DA at 99.90% by 0.01 points, BA at 99.87% by 0.04 points, and the Baseline
at 99.76% by 0.15 points. Overall, the union strategy is best for AdaBoost and NB, and is co-best for KNN.
DA and BA remain competitive for KNN, while the Baseline is consistently the lowest. The consistently high
F1-scores indicate a strong balance between precision and recall with minimal misclassification.
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Figure 5. Precision of the proposed ML-based firewall
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Figure 6. F1-score of the proposed ML-based firewall

Table 7 summarizes accuracy, precision, recall, and Fl-score for all methods across the three
classifiers. To make the differences explicit, Table 8 reports union-versus-comparator gaps (in percentage
points) in accuracy, precision, recall, and F1-score for each classifier (values are Union — Other; positive values
indicate that the union is better). Overall, the union strategy consistently improves or matches the strongest
alternative on accuracy and Fl—notably for AdaBoost (e.g., +0.02 pp accuracy and +0.02 pp F1 over the
Baseline) and NB (e.g., +0.10 pp accuracy and +0.15 pp F1 over the Baseline), while it ties the best methods
for KNN on accuracy/F1 and yields a +0.01 pp recall gain over all comparators. In terms of precision, the union
is best for AdaBoost and NB (e.g., +0.03 pp and +0.38 pp over their Baselines, respectively), but trails KNN
by 0.01 pp relative to DA/BA. For recall, the union is the best for AdaBoost and the second-best for KNN,
whereas the Baseline achieves the highest NB recall (by 0.09 pp over the union) at the cost of markedly lower
precision and F1.

Table 7. Summary of classification performance across classifiers and feature-selection methods

Accuracy (%) Precision (%) Recall (%) F1-Score (%)
Method AdaBoost KNN  NB B/zc(l)as " KNN NB AdaBoost KNN NB AdaBoost KNN NB
DAUBA 100 99.99  99.84 100 9998 99.91 100 100 99.91 100 99.99 9991
DA 99.99 99.99 99.84 99.99 99.99 999 100 99.99  99.9 99.99 99.99 999
BA 99.99 99.99  99.78 99.99 99.99  99.9 99.99 99.99  99.83 99.99 99.99  99.87

Baseline 99.98 99.98 99.74 9997 99.97 99.53 99.99 99.99 100 99.98 99.98 99.76
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Table 8. Pairwise percentage-point differences between the DAUBA method and comparators (DA, BA, and

True Positive Rate

Baseline)
Metric Classifier  Union (%) A vsDA (pp) A vsBA (pp) A vs Baseline (pp)
Accuracy  AdaBoost 100 0.01 0.01 0.02
KNN 99.99 0 0 0.01
NB 99.84 0 0.06 0.1
Precision  AdaBoost 100 0.01 0.01 0.03
KNN 99.98 -0.01 -0.01 0.01
NB 99.91 0.01 0.01 0.38
Recall AdaBoost 100 0 0.01 0.01
KNN 100 0.01 0.01 0.01
NB 99.91 0.01 0.08 -0.09
Fl-score ~ AdaBoost 100 0.01 0.01 0.02
KNN 99.99 0 0 0.01
NB 99.91 0.01 0.04 0.15

Figures 7-9 show the ROC—AUC curves for AdaBoost, KNN, and NB, using, respectively, DA, BA,
and the union DAUBA feature selection methods. In all cases, the curves cluster near the top-left corner—well
above the no-skill diagonal—indicating very high TPRs at negligible FPRs and thus strong attack—benign
separability for the proposed ML-based firewall. In Figure 7 (DA), AUCs are ~0.9999 (AdaBoost), ~0.9998
(KNN), and =0.9976 (NB), with AdaBoost marginally leading and NB slightly lower but still excellent.
Figure 8 (BA) shows a similarly tight clustering, with AdaBoost ~0.9999, KNN ~0.9999 (essentially tied), and
NB ~0.9974. Figure 9 (DAUBA) maintains comparable AUCs—AdaBoost ~0.9999, KNN ~0.9999, NB
~0.9973—and equally steep rises at very low FPRs, suggesting saturated ranking performance across
classifiers. Taken together, these ROC—AUC results reflect the discriminative strength of all three feature sets
(DA, BA, and DAUBA) and indicate that the firewall can be thresholder to achieve near-perfect detection with
minimal false alarms; the union and BA selections provide the most uniform classifier behavior, while DA
remains virtually indistinguishable in AUC.
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3.2. Comparison with existing approaches

Figure 10 presents the accuracy of the proposed variants and prior Baselines, all evaluated on the same
dataset. Among our methods, AdaBoost-DAUBA achieves the highest accuracy at 100.00%, followed by
AdaBoost-DA at 99.99% and AdaBoost-BA at 99.99% (tie). All proposed variants exceed the strongest
published reference. Using AdaBoost-DAUBA as a reference point, the margins over prior work are +0.36%
versus. [19] 99.64%, +7.20% versus [28] 92.80%, +0.77% versus [29] 99.23%, +0.59% versus [30] 99.41%,
and +0.55% versus [31] 99.45%. Even the lower-performing proposed variants (AdaBoost-DA/BA 99.99%)
surpass the strongest Baseline ([27] 99.64%) by 0.35 percentage points.
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Figure 10. Accuracy of the proposed ML-based firewall compared to the previous works on UNSW-NB15

Figure 11 presents an accuracy comparison between our variants and prior studies evaluated on
different datasets. Among the proposed methods, AdaBoost-DAUBA achieves 100.00%, followed by
AdaBoost-DA at 99.99% and AdaBoost-BA at 99.99% (tie). All proposed variants exceed external references:
taking AdaBoost-DAUBA as the anchor, the margins are +4.00% over [9] (96.00%), +0.50% over [24]
(99.50%), +11.03% over [25] (88.97%), +0.20% over [26] (99.80%), and +0.87% over [29] (99.13%). Even
the lower-performing proposed variants (AdaBoost-DA/BA 99.99%) surpass the strongest reference ([26]
99.80%) by 0.19%. While cross-study comparisons span different datasets, the consistent margins reinforce
the general effectiveness of the proposed bio-inspired feature selection within the proposed method.
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Figure 11. Accuracy of the proposed ML-based firewall compared to the previous works across various
datasets

3.3. Computational cost analysis
Tables 9 and 10 report training time (s) and per-sample inference time (pus) for AdaBoost, KNN, and
NB under DAUBA, DA, BA, and Baseline. For training, Baseline is fastest for AdaBoost (3.805 s vs 9.885 s
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DAUBA, 9.070 s DA, 5.039 s BA) and KNN (0.00639 s vs 0.01168 s DAUBA, 0.01145 s DA, 0.08014 s BA),
while BA is fastest for NB (0.01229 s vs 0.04025 s DAUBA, 0.02606 s DA, 0.01691 s Baseline). For per-
sample inference, DAUBA gives the lowest AdaBoost latency (31,830.9 us, =31.4 samples/s) versus DA
38,223.7 ps (=26.2 s/s), BA 38,241.8 us (=26.2 s/s), and Baseline 38,816.4 us (=25.8 s/s); BA is best for KNN
(1,418.5 ps, =705 s/s) compared with DAUBA 6,556.1 pus (=153 s/s), DA 6,671.2 ps (=150 s/s), and Baseline
4,974.0 us (=201 s/s); and BA is also best for NB (896.8 us, =1,115 s/s) versus DAUBA 1,227.0 us (=815 s/s),
DA 1,047.3 ps (=955 s/s), and Baseline 1,008.4 us (=992 s/s). In a firewall deployment context, these latencies
translate directly into real-time processing capacity—e.g., KNN-BA offers ~3.5x the per-core throughput of
the Baseline, while AdaBoost-DAUBA lowers latency by ~18% relative to Baseline—quantifying the trade-
off between faster retraining (Baseline/BA, depending on classifier) and higher inline throughput (BA for
KNN/NB, DAUBA for AdaBoost).

Table 9. Comparison of model training times

Method DAUBA DA BA Baseline
AdaBoost  9.884596  9.070031 5.038871  3.805394
KNN 0.011681 0.011449 0.080135 0.006386
NB 0.040249  0.026061 0.012288  0.016907

Table 10. Comparison of model inference time

Method DAUBA DA BA Baseline
AdaBoost  31830.92604 38223.74854  38241.7602  38816.42692
KNN 6556.112815  6671.19787  1418.53607  4974.02036
NB 1226.974065  1047.28321  896.810805  1008.404815

3.4. Key findings and implications

The DAUBA method delivered the strongest results across all classifiers by combining the exploratory
search of DA with the fast convergence of BA. It achieved 100.00% accuracy with AdaBoost, 99.99% with
KNN, and 99.84% with NB. These values were higher than the Baseline (99.98%, 99.98%, and 99.74%) and
improved on DA and BA individually by margins as large as 0.10. Precision increased by up to 0.38, and
F1-score improved by as much as 0.15, showing that the union not only enhanced accuracy but also reduced
both false alarms and missed intrusions. The improvement stems from the union’s ability to preserve
complementary features from both algorithms, producing subsets that generalized well across classifiers.
Efficiency tests also confirmed practicality: DAUBA required 9.88 seconds for AdaBoost training and reduced
AdaBoost inference time to 31,830 microseconds per sample, which is about 18% faster than the Baseline.

These findings indicate that DAUBA enables intrusion detection with near-perfect accuracy while
remaining efficient enough for real-time deployment. Even small improvements in accuracy translate into
thousands of additional flows correctly identified in high-volume traffic. By combining high detection accuracy
with acceptable training and inference times, the method provides a reliable and scalable solution for enhancing
firewalls against network attacks.

4. CONCLUSION

This study presents a robust ML-based firewall that leverages advanced feature selection and ML
techniques to effectively detect network attacks. By integrating the DA and BA algorithms for feature selection,
the model identifies the most relevant features from the UNSW-NB15 dataset, enhancing classification
performance. Among the classifiers evaluated, AdaBoost demonstrated superior accuracy at 100%, followed
closely by KNN at 99.99% and NB at 99.84%. These results highlight the effectiveness of the proposed
approach in improving IDS. The combination of metaheuristic algorithms and ML classifiers offers a promising
direction for developing reliable and scalable solutions to address the growing challenges in network security.

This study was limited to the UNSW-NB15 dataset, which may restrict generalizability to other
network settings and attack behaviors. There remains a risk of overfitting due to dataset-specific feature
patterns. As part of our future work, we plan to evaluate the model on additional benchmarks, such as
CICIDS2017 and BoT-IoT, to confirm its robustness and reduce the risk of overfitting. We also intend to
integrate deep learning classifiers with the DAUBA feature subsets to further improve adaptability and
detection accuracy. Finally, live-deployment trials will be pursued to validate real-time performance and
scalability in operational environments.
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