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Amid the escalating concerns over internet security, quantum cryptography
stands out as a highly promising solution for significantly enhancing the
security of networking systems, emerging among them is the quantum key
distribution (QKD) with the function of creating secret session keys a breeze
when leveraging the intriguing properties of quantum mechanics. This study
is rooted in the BB84 QKD method, where in the distribution process in the
quantum realm is simulated to derive a shared key via a public channel
connecting two clients with the assistance of a server, utilizing the quantum
inspire (QI) platform to generate qubits within the BB84 protocol. The
results, the findings regarding the performance of BB84 reveal that when the
server is set up, and the key size increases to 4000 bits, the process of
sending module takes 16.215 sec, the transfer module takes approximately
5.2 hours, the receive module takes 1.257 sec to finish the process for the
final session key share. This indicates a noteworthy enhancement in the

execution speed of QKD employing the BB84 protocol, which now holds
the potential for reinforcing network security using quantum computing
systems.
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1. INTRODUCTION

With the development of the Internet and the increasing eavesdropping on social media, system
security become one of the biggest problems in using wired and wireless networks [1]-[4]. Within wireless
communication networks, cryptography plays a pivotal role in ensuring data security by employing
encryption and decryption processes [1], [5], [6]. In recent years, addressing the challenge of securing data
exchange between two parties has led to the emergence of numerous access control mechanisms [3], [4], [6].
This intricate procedure involves addressing the security facets of communication, which include
authentication, the secure exchange of data, and the appropriate closure of communication channels [3], [4].

In contrast to classical cryptography, quantum cryptography offers a secure method for establishing
keys over a private channel, leveraging the principles of quantum theory. In wireless networks, quantum
computation is harnessed to ensure the security of information transmission, quantum computing plays an
important role in cryptography at present [7]. The emergence of quantum computing has brought
opportunities in the evolution of cryptography. Consequently, researchers have learned more about and doing
a lot of experiments on quantum cryptography harnesses the principles of quantum mechanics to construct
robust communication systems that are impervious to attacks from both classical and quantum
adversaries [7]. Quantum key distribution (QKD) is a cryptographic technique that uses quantum computing
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and enables two parties to securely exchange encryption keys over a public channel. In contrast to classical
cryptographic techniques, which rely on the computational difficulty of solving certain mathematical
problems [7]. QKD protocols have been the main topic of research and applicability to communication
networks. In QKD, there exists a critical component known as the "Quantum Basis,"” which aligns with
binary values and generates qubits [8], instrumental in establishing the secret sharing key within the
communication environment. The core concept of this paper revolves around generating a quantum key
through the employment of the BB84 protocol, ensuring that both the sender and recipient possess an
identical secret key.

BB84 is a method for securely transmitting private keys to users by harnessing the principles of
guantum mechanics. By harnessing Heisenberg's uncertainty principle and the no-cloning theorem, this
method systematically eliminates the risk of tampering, ensuring a robust and secure approach [8]-[10].
BB84 protocol uses quantum gates such as Hadamard, and Pauli-X to generate random qubits into
superposition states [11]. An illustrative practical application of the BB84 protocol is its use in facilitating
secure private key sharing between two parties during online one-time password (OTP) generation [12].

In this study, the author's primary focus centers on the investigation, analysis, and assessment of the
BB84 QKD protocol within a network context [13]. The study utilizes quantum inspire (QI) to create qubits,
facilitating calculations and comparisons between qubits through measurement to obtain the session key.
Subsequently, the author uses Python to measure the time taken for each process, enabling a thorough
comparison, the author conducts simulations of the BB84 QKD process and assesses the effectiveness of key
distribution within an internet-based environment. These aspects are comprehensively discussed within the
various sections of this study.

2. RELATED WORKS
2.1. Quantum key distribution protocol

In the realm of quantum cryptography, researchers have put forth numerous advancements and
theories related to the BB84 protocol. In their work, Basu and Sengupta [14] utilize the concept of a charge-
coupled device, this method optimizes the transfer of qubits from sender to receiver by utilizing a quantum
channel. This technology offers a distinct advantage over polarizers, as it solely requires the qubit
transmission circuit, thereby streamlining the entire process.

One crucial and distinctive feature of QKD is the capacity to communicate with users to identify any
third parties attempting to access key information during the distribution process. Any endeavor by a third
party to eavesdrop on the key through measurement introduces detectable irregularities, thereby exposing
their presence or intrusion. By harnessing the principles of quantum superposition [15], quantum
entanglement [16], and conveying information in a quantum state, a communication system can ascertain,
during the key distribution process, whether a third party is attempting eavesdropping. The security inherent
in employing QKD, which is founded on the principles of quantum mechanics, differs from that of public key
cryptography, which depends on computational complexity. As described by authors Bennett and Brassard,
the BB84 protocol [17] is structured around two primary stages: i) step 1, involving the communication
process conducted over the quantum channel and ii) step 2, which encompasses the communication process
through the public channel and comprises two distinct phases [12].

Quantum cryptography entails encoding information using qubits. Quantum computing and
quantum cryptography are captivating fields that harness the extraordinary characteristics of quantum bits, or
qubits, and distinguish themselves from classical bits by transcending the binary limitations of '0' or '1'. Their
exceptional trait lies in the capacity to exist simultaneously in a superposition of both '0' and '1'. Notably, it is
impossible to replicate arbitrary qubits, as any such attempt can be readily detected, rendering them ideal for
ensuring secure communication. Moreover, the phenomenon of entanglement allows two qubits to form an
inherently private connection that cannot be intercepted or shared with any external entity, a distinct
advantage over classical bits in conventional communication. In quantum cryptography, photons play a
crucial role by assuming different polarization states for encoding and decoding information. To ascertain
these polarization states, polarimeter systems come in two main types line polarization systems and cross-
polarization systems, serving as pivotal tools in QKD, and secure communication.

Most current QKD systems operate via point-to-point fiber links [18]. This necessitates the presence
of unused dark fibers, and for extended distances, the requirement to regenerate the key within trusted nodes,
which can negatively impact both cost and security. Additionally, practical QKD systems exclusively employ
one-time pad encryption for the secret key and rely on a parallel, classically authenticated communication
channel.

Numerous protocols have successfully pushed the boundaries of secure communication over long
distances, utilizing both satellite-based systems [19], and fiber-based systems [20]. Nonetheless, significant
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challenges persist in the quest for achieving extended links without resorting to quantum repeaters. A key
obstacle in this endeavor arises from imperfections in detection systems, notably stemming from inherent
dark counts. As communication distances grow, the signal strength diminishes, and the inherent noise within
the detectors becomes increasingly dominant, impeding the reliable extraction of a confidential cryptographic
key. The BB84 protocol recommends the use of advanced, high-performance components strategically
selected to reduce the quantum bit error rate (QBER) in the detection system. This approach has yielded
remarkable results, achieving an impressive signal transmission of 55 dB, equivalent to an astonishing 275
kilometers in ultra-low-loss fiber [21].

The crucial step towards deploying QKD systems [22], [23] within telecom operator infrastructures
involves establishing a wide-area optical network where classical data channels and quantum key channels
coexist. The initial challenge lies in addressing the difference in optical power transmission between classical
and quantum channels in Figure 1, as quantum channels employ single or few-photon transmitters. In
systems where classical and quantum channels are wavelength-multiplexed, this discrepancy can lead to
significant crosstalk or non-linear effects penalties. Another challenge arises from the limited achievable link
distance in QKD, typically spanning only a few hundred kilometers, due to channel losses and noise.
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Figure 1. The communication model of the QKD service is based on the BB84 protocol

A quantum network [2] facilitates the transfer of qubits and in a broader context the generation of
entanglement between various nodes interconnected in the network. These nodes can be as simple as
photonic devices designed for single-qubit measurements or can involve more intricate and advanced
equipment. In contrast to quantum computing, where tangible real-world value is only attainable once a
guantum computer surpasses classical (super-)computers in performance, the journey to delivering benefits in
the field of quantum networking is more gradual. Simple photonic devices are already capable of supporting
practical applications, including quantum-secure communication within urban areas. Currently, quantum
communication services are available in metropolitan regions, allowing for a security network. These
services are primarily used for fundamental applications enabled by QKD.

2.2. Qiskit implementation

According to this research, the author used IPv4 as a communication protocol, disassembled and
encapsulated to encode IPv4's DATA [24] frame when delivered to the channel and decoded "DATA" in
IPv4 when received. The application's encapsulated data for transmission is a TCP/IP protocol that employs a
client/server communication paradigm. In which a user or device (client) sends data by another computer
(server) through the network.

This paper uses the QI platform and Qiskit [25] for the generation of qubits and superposition. The
QI is an open-source software which is developed by Qutech, this enables quantum computing till the
machine-level code of quantum assembly level language (QASM). Transitioning from bits and classical
circuits to qubits and quantum circuits marks a significant shift. Much like a classical computer's bit, a qubit
assumes the fundamental role of an information unit in a quantum computer. QI provides an algorithm on one
of the available backends that will show the backend that has been selected for the experiment, the number of
qubits used in the experiment, the name of the current experiment, and the number of shots of this
experiment. In this paper, the author uses QX-26 which means using 26 qubits for calculating, quantum
computing is still in its infancy. Quantum computing has great potential, but its unique challenges hinder
mainstream adoption, these mainly revolve around the inherent properties of quantum mechanics and the
practical difficulties of translating them into a computational context. One of the challenges is quantum
decoherence, which refers to the loss of quantum behavior when a system interacts with its environment. This
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causes a quantum state to transition into a classical state significant obstacle because the time before
decoherence occurs limits coherence time, or how long quantum information can be processed and stored.

The main contradiction between an ordinary bit and a qubit is the values that they accept, we have
already seen bits take either zero or one. A qubit using the properties of quantum mechanics can take the
superposition values of zero and one thus resulting in a wider range of possibilities and difficulty in
deciphering. The Hadamard gate is involved in a superposition of the qubit, single qubit operations involve
operating a qubit. It takes any input that is the position of the qubit and it transforms into |1) or |0) randomly,
by using the probability of occurrence of |1) or |0). This is completely random thus this cannot be predicted
by any eavesdropper, hence this handles the entanglement of the qubits. Even though having the circuits that
need to measure each qubit individually to run the machine or algorithm, it becomes more accurate if it has
given a high number of shots. These shots are the number of times the circuit is executed.

Once a measurement is performed on a particular basis, it becomes impossible to reverse the
measurement and determine the potential result on a different basis. The original state is irreversibly altered,
leaving only the collapsed state, this fact is of paramount importance in various QKD protocols. Table 1
shows the basis, math transforms of bit |1) or |0), |0), or |1) corresponding with the basis, and

superposition using BB84 for creating session key share.

Table 1. Representation of the basic quantum state used in BB84
Present Z basis and X basis

Z basis Math transform X basis Math transform
Bit0 10) 1 [+) 1
N [g] N Jli(|o>+|1>)
Bit1 1 -
H (0= 11)
Photons with random values
Client 1°s bit 0 1 1 1 1 1 0
Client 1’s basis + X X + X X X
Client 1’s polarization — 1
Measurement between clients
Client 2’s basis + X X X + X +
Client 2’s measurement 0 0 1 0 0 1 0
Key match
Basis match + X X
Agreed key 0 1 1
a) Sender’s bit
Sender’s bit 1 0 0 0 1
Sender’s basis X X X z X
Sender’s qubit through quantum gate [1), [0) 10), [0) [1),
b) Receiver’s bit
Receiver’s basis X z X X z
Receiver’s bit 1 0 0 0 0
Receiver’s qubit through a quantum gate [1), [0) 10), |0), |O)
¢) Matching position X X X
d) Shared session key 1 0 0

3. THE STRUCTURE OF THE PROPOSED QUANTUM KEY DISTRIBUTION SERVICE IS
BASED ON THE BB84 PROTOCOL

Firstly, the authors choose a platform for establishing basic quantum gates using the Qiskit based on

Python language and called them to form an online account to create qubits and measurements for its

superposition. This paper uses two quantum gates: Pauli-X gates (|0)—|1); |1)—|0)) and Hadamard gates

(|o>»%(|o> +|1)); |1>»%(|o> — |1))). After calling quantum gates [26] on Qiskit, the platform will start

to generate qubits, and measurement is stated to know how qubit polarity cross polarization or straight
polarization. From there, compare the qubits of the bases to create a shared session key.

In this work, the polarization technique is employed in conjunction with the BB84 protocol as
outlined in Table 1. this method enables both parties to establish a shared secret key seamlessly, with no loss
of information. In the realm of the BB84 protocol, the sender (client 1) takes on the task of randomly
encoding an n-bit key into photons. These photons then embark on a journey over a quantum channel to
reach the awaiting receiver (client 2). The receiver then utilizes matching polarization settings to derive the
key, ensuring that both the sender and receiver agree on the polarization basis employed.

The BB84 protocol is dependent on the no-cloning theorem, a principle stating that quantum states
cannot be replicated [27], to achieve precise encryption of the secret key on a bit-by-bit basis, the protocol
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converts the bits into the polarization state of photons. Since measuring the polarization state of a photon
requires its destruction, any effort by an eavesdropper to measure it is likely to result in an incorrect
polarization state, thus leading to immediate detection.

As the transmitted photons traverse an insecure channel, the potential for eavesdropping or
tampering arises, to detect eavesdropping during the key exchange phase, client 2 opts for a subset of key bits
around one-third, and shares these with client 1. Subsequently, client 1 examines if her corresponding values
align with client 2, the identification of any disparities in this comparison signals a potential instance of
eavesdropping or tampering, necessitating a restart of the process. Once all the test bits undergo successful
verification, the remaining bits are then established as the secure key.

Eavesdroppers can only gain useful information from the photon, when the eavesdropper selects the
correct basis, the interference remains undetected by client 1 and client 2. Nonetheless, in situations where
the attacker selects an incorrect basis, which occurs roughly half the time, client 1 and client 2 will record
conflicting bit values. This mismatch serves as a clear indicator of potential eavesdropping, this fundamental
aspect of QKD safeguards the confidentiality and integrity of the shared secret key. If there is any difference
between the two random subsets, the cause is certainly the attacker is spying. Then client 1 and client 2 return
from beginning to start again. If there is no difference, the probability that the attacker escapes the above

m
check is Prgise = (1 — %) .

Furthermore, even if the measurement basis becomes publicly known, it doesn't jeopardize the key's
security. That's because, in the grand scheme of things, the knowledge of the basis becomes irrelevant to the
attacker once all the photons have been measured. However, it's worth noting that security in QKD can be
vulnerable to technological imperfections and limitations that might undermine the protocol's effectiveness.
Quantum encryption systems, use quantum principles such as the Heisenberg uncertainty principle, the
principle of unclonability, and the principle of quantum entanglement to protect and distribute encryption
keys. Quantum encryption systems allow two people (or two organizations), who have not previously shared
secret information, to communicate over public channels securely.

4. RESULTS AND DISCUSSION
4.1. Develop a program for a quantum key distribution service system based on the BB84 protocol
using classical channels

The author has developed a module for simulating the key distribution process of the BB84 protocol
to assess its effectiveness in a network environment. This module includes several components: the server
module, the client module, an interface module, and the utilization of quantum generation via the Qiskit and
QI platform present in Figure 2, the BB84 protocol scheme via the server is depicted. Step 1 involves
initiating an interface for client usage within the scheme. The pivotal step is step 2, this step poses a
significant challenge due to its involvement in generating a qubit through the server, particularly challenging
because of implementing the BB84 protocol. The difficulty arises from the requirement to transmit the qubit
through the quantum interface to reach the server. In addition to building a module for creating quantum bits
using the BB84 protocol, the authors used an account on QI platform for building qubits using quantum gates
like Hadamard gate and Pauli-X gate. Then resend the qubit from the account for the client to start to
compare the session key to ensure the qubit transmission between two clients. The transmission of the BB84
protocol includes two states qubit and bases status transmissions, compare bases, and superposition. When
two clients are set up for the protocol, a quantum account on QI is established to check the quantum gate
used for creating quantum bits and superposition for the process. The qubit will be generated through QI and
Qiskit and sent to the server for the comparison process.

Step 2 Step 2

Client 1 SR | cerer Client2 |
TP address, port IP address, port

Generating qubit
using Qiskit

Step 3

Generating
rawkey

Step 4

Figure 2. The proposed QKD scheme is based on the BB84 protocol
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In Figure 3, the author shows the module for building the BB84 key protocol, the process begins
once both the server and client are operational. Initially, qubit generation occurs, followed by awaiting the
shared key to become available. The author opted for the Qiskit program to simulate quantum gates using
Python, executed via an account on QI.

| Client 1 |M<| Server |M| Client 2 |
I

Key distribution
between clients

Figure 3. The operational flow of the proposed QKD service is based on the BB84 protocol combined with a
classical channel

Server module: the server mission includes receiving packets from the client, distributing data flow, and
sending them to the correct address.

Client module: the author designed and built the client module including the main components: IP address,
and ID for verifying client and sending qubit.

After connecting successfully to the server, the client will proceed to create a qubit by sending the
number of qubits on the client interface. Once the input has been generated, the server starts to call QI to
generate the qubit and return the key after having measured and compared. Figure 4 has three modules for
understanding the process of creating the final session key. First, is the client module for sending and
entering number of qubits, this is the input from the client sent to the server, also has the receiving module
for receiving the session key after decoding from the server and being encapsulated by the IPv4 protocol.
Secondly, the transfer module on the server has the function of receiving input from clients and sending it to
the Qiskit platform to generate qubits. Finally, Qiskit module used IPv4 to encode the qubit sent to the server
module and back to the client module.

T

r—y
Capture
. . .
T o] IP address: : " Qubit generating ——————
Clients | [P address:Port:ID Server ———»  Qiskit
module | Enter Qubit quantityl module * - {_module
I Qubit values T
Package packing 1Pvd -IQuantum Inspire - &y auecn
encode UTF-8 encapsulation

Version | Header Length | Type of Service Total Length

e [ o | ewomen |

—
Qubit Encoding

Figure 4. The module function for the proposed QKD service, extraction and encapsulation of DATA in IPv4

According to this study, the author used IPv4 as a communication protocol, in which the author sent
the qubit data then packaged it to UTF-8 format and transferred it into the DATA frame in IPv4 packet when
transmitted over the Internet. The public channel then separates the qubit in DATA frame in IPv4 packet
upon receipt and then decodes that data. Figure 4 is a detail of the author's process of encapsulating data to
encode into the DATA frame when sent to the channel and decode data in DATA frame in IPv4 when
received. Once the server obtains the IP address, clients send data, and the server checks to validate if the
address is correct. Subsequently, clients request a key value linked to their respective client 1Ds from the
server. This key value is combined with the final value key, which is then sent back from the Qiskit. The data
is decoded in UTF-8 format, and upon reaching a sufficient size, the key begins comparison processes,
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transforming into items and establishing a connection to the server, the Qiskit initiates measuring, and
comparing the key. When measurements are finished, the final value key is returned to the clients, the data is
now linked to the clients' IDs, accompanied by the final secret key. Consequently, the key generation session
concludes, marking the termination of the process.

4.2. Evaluating the efficiency of the BB84 key distribution program

For this study, the authors have created software based on Python language to execute a simulation of
BB84 QKD. Performing a test run of the BB84 key distribution software, the author uses a laptop computer
with the configuration: Ryzen 7 3750 H-2.3 GHz, 8 Gb RAM. After connecting to the server, two clients start to
connect and generate a qubit for the session, the BB84 used here is for the session key shared between two
clients through a server with IPv4 setting. Using the server as an intermediary for qubit information
transmission slows down the process, prolonging client wait times for the final shared key. Qubit transfer
through the server, comparison of data, and subsequent return of values to clients heighten the complexity of the
procedure. After creating input, the server calls the QI to start to generate qubits through quantum gates, number
of shots the author uses is 512 shots to have the accuracy and best measurement of qubits.

After the process is finished, the key generated has a single state of superposition state due to the
quantum gates being used in the process. Figures 5(a) and (b) present the final results of the session,
displaying the IP addresses of both clients, the IDs of client 1 and client 2, and the session's secret key. Client
1 sends to client 2 including IP address and client 1's ID to verify that the destination is correctly verified.
Once this verification is complete, the final session key is sent from the server to both clients. When using
Wireshark capturing packet, Figures 6(a) and (b) result in encoding data when the server transmits to clients.
This indicates the importance of IPv4 packaging when encoding the data from the server.
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11, 8,1,18,11, 8,1, 18, 11, 8, 1, 18, 11, 8, 1, 18, 11, &, 1, 18, 11, 8, 1, 18, 11, &, 1, 18, 11, 8, 1
e, 11,8, 1,18, 11,9, 1,19, 11, ¢, 1, 1e, 11, 8, 1, 16, 11, 8, 1, 18, 11, 8, 1, 18, 11, &, 1, 18, 11
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(b)

Figure 5. The result of the software: (a) when return session key qubit from the server to client 1 and
(b) when return session key qubit from the server to client 2

IP adress: ID1
172.20.10.3:51352

IP adress: ID2
172.20.10.3:51351

mestang sestan
SEYAX o [SEQ/AK 2

(a) (b)

Figure 6. Showing the result of using wireshark to capture packets: (a) the content of the packet captured on
wireshark is captured when server sends it to client 1 and (b) the content of the packet captured on wireshark
is captured when server sends it to client 2

Develop a quantum key distribution application based on the BB84 protocol ... (Tat-Thang Nguyen)



1388 O ISSN: 2302-9285

Table 2 shows the module processing time from start to finish when generating the session key for
both clients. The results obtained indicate that, upon establishing a connection with the server, two clients
commenced qubit generation via the interface. For 50 qubit transmission cycles, the module sending process
between the two clients on the server takes approximately 0.766 sec to send the input to the server. However,
when the size of the input module is up to 4000 bits, the computation time extends to approximately 16.215
sec. This highlights the ability to execute QKD quickly and securely over the internet, coupled with the
rapidity of quantum computing facilitated by QI platform, the quantum computer system effortlessly
simulates quantum gates and measurement procedures, all by the BB84 protocol. These results could be
applied in the future as bit size increases and transmission time decreases, thanks to advancements in
technology, this can be used in online transactions, and to enhance security in commercial trading.

Table 2. Results showing the runtime of all module

Module processing (qubit)  Sending (seconds) Transfer (hours) Receiving (seconds)
2000 7.363 =24 0.542
3000 11.284 ~3.8 0.784
4000 16.215 =5.2 1.257
Calculating the processing time for shared session key generation in the BB84 protocol
Works Quantity of trials  Size of quantum session key (bits)  Sending (seconds)
This works 1 50 0.766
2 100 1.231
3 500 2.052
4 1000 4.058
5 2000 7.363
6 3000 11.284
7 4000 16.215
[28] 1 170 5012.350
2 550 4955.661
3 670 5087.994
4 720 5178.945
5 1300 5011.237
6 1423 4952.667
7 1570 5012.557

This research executed 7 times transmission for the BB84 protocol with different sizes of key share,
when changing the qubit size, the time needed to generate session key increases, the reason for the time
increases is due to the number of shots set on the platform and the internet speed. Table 2 [28] demonstrates
the speed of the key-shared session, the author uses this table to compare times with this research different
key-share. The difference in the time shown is due to the quantum gate the author used based on the QI tool,
Qiskit version 1.2.4, and code Python so the time for generating is more efficient compared with Table 2 [28]
using java code and has a computer with better processing to assist and is more flexible in using quantum
gates. In this study, the author performs BB84 under perfect conditions so QBER was not considered. Due to
current technological limitations, these results can primarily be used for academic purposes in universities or
colleges for learning and research. However, with advancements in technology, the results can be improved
to offer greater benefits.

The author observes that as the number of qubits exchanged between two clients increases, the time
required for all the modules likewise increases, and the growth rate is directly correlated. The computation
time for generating the shared session key depends on the internet speed and the performance of the Qiskit
platform on QIl. This study is different from [12] in that it not only uses stimulation but also incorporates
Qiskit and IPv4 for data transmission, providing a distinct advantage. This suggests that the program's
functionality can be applied globally and can be expedited under improved conditions, rendering it applicable
to various currently deployed applications.

5. CONCLUSION

In this study, the author conducted an extensive examination of the data transmission process
between two clients to establish session keys using the BB84 QKD protocol using IPv4. With the encoding
and decoding of IPv4 using UTF-8, the data transfer from the server to the client can be sent and received
effectively. Furthermore, the author delved into the utilization of quantum gates, particularly Hadamard and
Pauli-X gates, for the manipulation of input qubits within the protocol. The QI platform was employed for
the generation of qubits and the measurement of their states during the transmission. The findings regarding
the performance of BB84 reveal that when the server is set up, and the key size increases to 4000 bits, the
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process of sending module takes 16.215 sec, the transfer module takes approximately 5.2 hours, the receive
module takes 1.257 sec to finish the process for the final session key share. The results is improved speed,
significant enhancements, and increased security achieved when implementing BB84 QKD on a quantum
computer system. This approach has demonstrated its efficacy and practicality in bolstering system security
through QKD protocols. This study demonstrates the potential of integrating QKD solutions to enhance the
security of the wired and wireless network, providing a valuable resource for researchers and scientists to
develop in the future.
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